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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3467
146. 185.57.7 | srael 147.237.77.170 naarachot.idf.il |Block Wdp All Nets drop 6

168. 235. 196. 172 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2

146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

89. 248. 167. 162 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Udp All Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl forward 1

89. 248. 167. 162 Net her | ands 147.237. 76. 202 e.halag.idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237.77.216|Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 81. 178 [147.237.77.74 |Uhited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
46.19.86.222 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.162.7 147.237.72. 166 |1 srael aka.idf.il portscan: TQP D stributed Portscan 1
211.95.59. 227 |147.237.0.17 |China mny- kosher-kravi .idf.il ET &‘ﬁN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
194.50.116. 14 |147.237.77.74 E;Zg::t“ion lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
59.45.79.117 |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
43.229.53.89 |[147.237.0.19 |Japan madi matal .idf.il ET SCAN Potential SSH Scan 1
920, 133.38. 29 |147 237 828 |Tai ven o robil eks. i df | ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.238.82.11 [147.237.77.74 |lkraine lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
59.45.79.117 |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature 2“:\(:?;
S reanm ng Engi ne: TCP i i ssi
2.52.163.106 |Israel 147.237.76.200 |eitan aka. i df .i| mng Engine. Invalid segnent retransmssion. |y, 498
Inval i d Retransnission Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreaning Engi ne: TCP i i ssi
185.3.144. 119 |Israel 147.237.72. 166 |aka.i df . mng Engine. Invalid segnent retransmssion. | ., 21
Inval i d Retransm ssion Packet dr opped.
46.19.85.244  |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |15
176. 65. 8. 2 g";'cisgi'géa” Territory s 47 237.77. 176 |mat pash. i of . i1 dr op First packet isn't SN drop 12
S reanm ng Engi ne: TCP i i ssi
2.54.186.114 |isradl 147. 237, 72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dr opped.
S reamng Engi ne: TCP i i ssi
46.117.197.1 |israel 147.237.0.19 |nadimatal .idf.il mng tngine. Invalid segnent retransmssion. . 12
Inval i d Retransm ssion Packet dr opped.
79.177.61.178 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
Sreamng Engi ne: TCP i i ssi
176.13.18.86 |Israel 147.237.77. 243 |robi L e. i of .1 mng tngine: 1 Invalid segnent retransmssion. |g 12
Inval i d Retransnission Packet dr opped.
89. 139. 135. 185 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
S reamng Engi ne: TCP i i ssi
79.181. 49. 105 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. . 9
Inval i d Retransm ssion Packet dr opped.
84.110.37.99 |[Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence nonitor |8
46. 19. 85. 51 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |7
188. 120. 150. 62 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |7
79.181.8.147 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber monitor |7
79.180.52. 161 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber monitor |7
46. 120. 196. 176 || srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |7
2.54.130.178 |l srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence monitor |6
Sreamng Engi ne: TCP i i ssi
37.26.148.246 |Israel 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |g 6
Inval i d Retransnission Packet dr opped.
84.108. 99. 164 |l srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Inval i d ACGK nunber aert 6
79.179.131. 171 (I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
2.54.130.178 |l srael 147.237.72. 167 |i shurimaka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 66.81.41 |Israel 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber monitor |6
S reaning Engi ne: TCP i i ssi
79.180. 111. 207 |1 srael 147. 237.72. 166 |aka. i f . i1 mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
84.108.99. 164 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
89. 139. 185. 191 [l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
109. 65. 48. 67 |Israel 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |q 6
Inval i d Retransnission Packet dr opped.
S reanm ng Engi ne: TCP i i ssi
79.176.73.185 |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
37.142. 141. 210 || srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
84. 108. 224. 150 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
79.182.202. 13 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
84.110.38.240 |israel 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |q 6
Inval i d Retransnission Packet dr opped.
213.8.204.53 |Israel 147.237.77. 226 [} chanatz.aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor |6
37.142.195.17 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.85.150 |[Israel 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.177. 210. 131 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d AGK nunber monitor |6
2.54.130.178 |Israel 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence aert 6
85.250.25.31 |[Israel 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79. 177. 210. 131 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
5.102. 254. 117 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |5
79.176. 204. 54 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df i Bl ock HTTP Non Conpl i ant 52’1!:‘1 to handie conection | pivor s
5.29. 37.102 I srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber monitor |5
79.179. 183. 139 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACGK nunber monitor |5
89.138. 117.54 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber monitor |5
109. 67. 211. 40 |Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
84.94.170.38 |[lIsrael 147.237.72. 167 |i shuri maka.i of . | Bad TCP sequence Inval i d ACGK nunber monitor |5
5.102.254.52 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
176.13.23.11  |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (404) Bl ock 169
176.13.17.33 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 131
176.13.23.11  |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 128
46.117.197.1 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 100
46.117.197.1 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 99
46.19.85.214 |[Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 67
176.13.23.11  |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (403) Bl ock 61
2.52.163.106 |[lsrael 147.237.76.200|ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 41
46.19.86.154 |[Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 11
46.19.86.172 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Gode Bl ock
176.13.12. 168 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
89. 138. 187. 115 |l srael 147.237.72.167|i shuri maka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock
89. 139. 129. 186 |l srael 147. 237.72. 166 |aka. i df . i | mugpzriijfé?lﬁmx;sjs/t:omroI o at el A B ock 3
176.13.18.86 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
210. 157.22. 62 |Japan 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 210. 157. 22. 62 B ock 3
46.19.86.175 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 188 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 3. 144. 119 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
85. 64. 55. 86 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
46.19.85.221 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.177.201. 43 |lsrael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 2
46.19.85.251 [israel 147.237.0.17 ::nlnly kosher-kravi.id |, e Illegal Paraneter Encoding None 2
79.178.26.41  |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176.13.15.190 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
5.29.222. 83 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.177.201.43 |Israel 147.237.76.86 [navy.idf.il PHP At t enpt B ock 2
84.94.60.75 I srael 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 1
46.19.86.126 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.182.132.3  |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.85.191 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Ml forned UR Bl ock 1
157.55.39.40 |Wnited Sates [147.237.76.200|ei tan. aka. i df . i m“;iﬁogrz.zaii%_ffffzﬁpf; oo/ shar o user cort 1ol &/ nevmend Bl ock 1
77.127.238.56 |lsrael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to vww i df . i/ dover/sitel nai npage.asp |B ock 1
204.13. 200. 200 [United Sates  [147. 237. 7. 216 |dover . i df . i | D stri but e lT;;f;gzgi_egeﬁvﬁc_ispE” Bl ock 1
46.19.86.248 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.218.139.97 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS A tack None 1
37.26.148.249 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 66.7.166 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i/ nai n/ aschar B ock 1
64.13.232.11 |Uited Sates [147.237.76.200]eitan. aka.idf.il Uhaut hori zed UR. Access to eitan. aka.idf.il/bl og/wp-adm rn/ B ock 1
213.8.204.20 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
87.69.29.107 |Israel 147.237.77. 233 |atal . i df . | Poranster Tvpe o 211 on ;ejr_";]s;: Bl ock 1
84.108.99. 164 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None
185. 120. 126. 10 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ xni r pc. php B ock 1
79.183.57.142 |Israel 147.237.77. 216 |dover. i df . | wir&?‘:ﬁ?}tﬁ”}mii?’i |u/1 Access on B ock 1
46.19.85.191 |[Israel 147.237.77. 216 |dover . i df . i | D stributed Unknown HTTP Request Met hod B ock 1
2.54.164.202 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
94.199.56.42 |Anland 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/wp/ wp-adnin/ B ock 1
77.247.181. 163 [Netherl ands (147, 237. 7. 216 |dover . i df . i | D stri but ec ﬁ";s“_tggzgfﬂeﬁvﬁfzsp;” Bl ock 1
208.184. 112. 74 |Wnited Sates |147. 237. 77. 216 [dover . i df . i | e 1) 1155, 23650 el dover. aume B ock 1
85.64.88.58 |l srael 147. 237.77. 216 |dover . i df . i | miréfb_‘ﬁ ﬁttﬂ::u/tmiiﬁ?i Iu/1 Access on Bl ock 1
84.94.45.31 |Israel 147.237. 72. 166 |aka. i df . i | chaut hor zec, 1ex fod PST Tor s Bl ock 1
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