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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3138
218.2.22.231 Chi na 147.237.0. 200 ndu. i df.il Frk_Under Attack _Con_Tcp dr op 2

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
52.1.90.117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
66. 249. 79. 79 I srael 147.237.77.216 |dover.idf.il Cl000108: HTTP. Trying to |l ocate existing FQeditor Bl ock 1

106. 38.241.106 |China 147.237.77.170 |maarachot.idf.il [CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 65. 189. 138 |147.237.77. 170l srael naar achot . i df . il ET DB Large armount of TCP ZeroWndow - Possible Niller2 2
DDos attack
82.205.60.175 |147.237.77.176 gcisgiigém Territory, ot pash. idf.il [ET SCAN NVAP - SA (2) 2
36, 80. 158, 98 147 237 76.30 |i ndonesi a hivmsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.29.207.9 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
195.22.126.20 |147.237.77. 233 |Pol and atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
147.27.11. 143 |147.237.0.200 |G eece ndu. i of il ET SCAN NVAP -sS w ndow 4096 1
147.27.11. 143  |147.237.0.200 |G eece nau. i df il ET SCAN NVAP -f -sS 1
85. 65. 87. 123 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.33.207 |147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
68. 180. 229. 239 |147.237.72. 166 |Whited Sates akaidf.il portscan: TCP O stributed Portscan 1
23.96.213.135 [147.237.76.199|lnited Sates e.nakchal .idf.iI[ET SCAN NVAP -sS wi ndow 1024 1
185.130.5.208 |147.237.76. 30 hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
147.27.11.143 [147.237.0.200 |Geece . i of . i | ET SCAN NMAP -sS wi ndow 2048 1
114, 215. 111. 222|147. 237. 8. 45  |Chi na eetanid.il |ET SCAN NVAP -sS w ndow 1024 1
85. 250. 18. 29 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.125.153. 125 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1




12-22-2015-19:04:08 to 12-22-2015-20:04:08

|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
r eam n ine: TCP Invali i i ssi
109.67.98.178 |Israel 147, 237.76. 200 e tan. aka i o i1 || SN NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 1761
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.163.106 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 nval i d segnent retransmssi on. drop 465
Ret r ansni ssi on Packet dr opped.
41.33.231.90 |Egypt 147.237. 77. 216 |dover . i df .i | drop SAMrule drop 28
. . SYNHAK retransmit with different .
109. 64. 122. 119 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence vi ndow scal 6 noni t or 22
46.19.85.107 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 13
2.52.129.202 |israel 147.237. 77. 216 |dover . i df .i | Bad TCP sequence noni t or 12
5.22.129.120 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 10
128.127. 107. 81 |Net her | ands 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 9
46.19.85.161  |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 9
2.52.129.202 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 9
46.19. 86. 17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 86. 83 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 8
2.52.129.202 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 7
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46. 19. 85. 80 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
5.22.129.171 |[Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
94.230. 86. 177 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79. 181. 109. 250 |I st ael 147. 237.72. 166 |aka. i of . i 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
89. 138. 118. 176 |l srael 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 154. 31 |Israel 147.237.76. 200 |6 tan. aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
87.68.160. 177 |Israel 147.237. 72. 166 |aka. i of .| Bad TCP sequence SN retransnt wih different monitor |6
W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
37.26.149.201 |Israel 147.237.77. 243 |mbile.i o i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
185. 3. 146. 215 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 5
68.180.231. 40 |lLhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
46. 19. 85. 138 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
5.102. 254. 218 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
84.108.51. 172 |lsrael 147.237.0.19 |nadimatal .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 66 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber alert 4
66.249.81.174 |Wited Sates |147.237.77.74 [lawidf.il drop First packet isn't SWN drop 4
i Sreamng Engine: TCP Invalid i i ssi
81.109. 57, 204 |\ ted 147. 237. 77. 216 |dover . i df .i | 9 =9 nval i d segnent retransmssi on. drop 4
Ki ngdom Ret r ansni sSi on Packet dr opped.
46. 19. 85. 66 I srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.138 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber aert
Sreanming Engine: TCP Invalid i i ssi
109. 66. 107. 153 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
. . SYNretransnit wth different .
46. 116. 196. 219 |l srael 147.237.72.166 |aka. i df . il Bad TCP sequence vi ndow scal e noni t or 3
176.13.9.186  |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i SSi
84. 228. 147. 183 I srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
Sreanming Engine: TCP Invalid i i SSi
5.22.134.65 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
82.81.50.190 |Israel 147.237.72. 166 |aka. i of . i 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 65. 26. 113 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
46.19.86.170 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
79.183.182.82 [ srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segrent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176. 177. 102 I sr ael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 180. 172 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
176.13.9.186  [Israel 147.237. 77. 233 |atal .idf il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.155 | srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.181.49. 105 [ srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 66 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 3
46. 19. 86. 22 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.52.13.238 | srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 188
2.52.13.238 I srael 147.237.0.19 |nadimatal .idf.i|l |[Dstributed Suspicious Response Code B ock 120
109. 67.98. 178 |l srael 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 116
2.52.13. 238 I srael 147.237.0.19 |nadi matal .idf.il Zogz'\ﬁr;y 2°3f8the Sane Response (bde (403) in Session from Bock 106
46.19. 85. 103 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 103
46. 19. 85. 63 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 37
46. 19. 86. 97 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Gode B ock 37
46.19. 85. 103 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 34
2.52.13.6 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 26
84.109. 154. 237 |l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Gode B ock 26
5.29.128. 174 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 23

Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed

nobi | e. nei tav. i df . i|01026C43E00DFI0AD308FEGCBB21DIFBOAD308000933003100390030
89.138.252. 134 |l srael 147.237.76. 39 003100340030003100350000012F00FF, Chser ved None 5
| 0102FA6BC503F90AD308FEFAE306CFFBOAD308000933003100390030

003100340030003100350000012F00FF
37.26.147.194 |[Israel 147.237.0.19 |nadimatal .idf.i|l |[Distributed Suspicious Response Code B ock 3
46.19. 85. 137 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 186. 188. 202|I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 3
209. 88.173. 130 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ $$$&282$%% B ock 3
2.52.13. 238 I srael 147.237.0.19 |nadimatal .idf.il [Suspicious Response Code B ock 3
128.127.107.81 |Netherlands |147.237.0.19 |nadimatal.idf.il |Utraceable SS. Sessions: Unhknown SSL Session None 2
79.176.112.129 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for wau aka. i df.il/main/ gi yus/ general . aspx |B ock 2
208.184.112.74 |Uited Sates |147.237.77. 216 |dover. i df . | D stri buted 1?:;?%;;6%%\/?21;” Bock |2
95.108. 132. 178 :Z:::t”i on 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed LRL Access from 95.108. 132. 178 B ock 2
5.29.182. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
210.157.22.62  |Japan 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 210. 157. 22. 62 Bl ock 2
84.109. 234. 222 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 84.109. 234. 222 B ock 1
149. 88. 212. 175 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
79.181. 11. 47 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
213.57.253. 145 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
5.29.184. 17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
109. 64. 124. 248 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 93. 35 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co Bl ock 1
204.13.200.200 |Uited Sates |147.237.77. 216 |dover. i df . | D stri buted 1?:;?;;56%%\/?211;” Bock |1
176.10.107.180 |[Svitzerland  [147.237.77. 216 |[dover. i df il D stri bt ec 1%1;;}2;25?&%\/??2;” Hock |1
87.68. 147. 6 I stael 147.237.72. 166 |aka. i df . i | mn;k":i Z?rlal';er:;rn/ ;x\m;%mmas'& None |1
46. 19. 86. 155 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
37.26.147.174 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
141.212.122.80 |Uhited Sates [147.237.77.235|sviva.idf.il Mal formed URL proxytest. zmap. i o: 80 Bl ock 1
84.94.60.75 I srael 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 1
77.127.149.111 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
210.157.22.62 [Japan 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adnmn/ Bl ock 1
2.54.146. 229 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
115.31.175. 92  |Thai | and 147.237.77. 216 |dover . i df . i | Enail collector robots 14 B ock 1
66.249. 64.229 [Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237. 77. 233/ 994- he/ at al . aspx Bl ock 1
188. 120. 153. 206l srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
107.178.194.79 Wited Sates [147.237.77.216 |dover. i df . il D stri uted 1?;;};%;;?&%&?‘212” Bock |1
84.228.27.206 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
150. 70. 173.56  |Japan 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
79.181.55.249 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

Uhaut hori zed URL Access to
8.37.71.88 Lhited Sates [147.237.77.216|dover.idf.il wwy i df . i |/ 1514- en/ dover . aspx&usg=al kj r hgkkl vpb6zt cyhr qoxf 4asnnwi |Bl ock 1

q4g
128.127.107.81 [Netherlands |[147.237.76.147|chi nuch. aka.i df.i| |Dstributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
2.54. 40. 41 I sr ael 147.237.76.42 |refuah.idf.il o ated Lot horized éﬁaﬁc‘;‘;ﬁ on Bock |1
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