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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3383
192. 168. 1. 207 147.237.0. 34 tikshuv.idf.il Anonal y- TCP- shor t header dest - r eset 2
208. 67. 1. 66 Lhited Sates 147.237.76. 86 navy.idf.il Bock Np Al Net drop 1
151. 100. 17. 112 Italy 147. 237. 0. 200 ndu.idf i JLMPurpl e Con Limt _Tcp drop 1
208. 67. 1. 66 Lhited Sates 147.237. 76. 148 gacenter.aka. i df.i | B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
89.187.221.12 Lebanon 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 1
89.187.221.13 Lebanon 147.237.77. 216 dover.idf.il (3886 HITP. Qoss Ste Scripting in PCST Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

89.187.221. 13 147.237.77. 216 Lebanon dover.idf.il SQ Injection - Select From 3
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
89.187.221. 13 147.237. 77. 216 Lebanon dover.idf.il GPL WEB SERVER / et ¢/ passwd 2
2.54.169. 221 147.237. 76. 86 I srael navy. i df .il ET SCAN NVAP -sA (2) 2
89.187. 221. 12 147.237.77. 216 Lebanon dover.idf.il QA Injection - Select From 1
79.181. 225. 40 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
46.120. 16. 103 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
5. 39. 222. 253 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
182.75.6. 126 147. 237.77. 234 India hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 147. 237. 76. 30 Lhited Sates hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
109. 160. 170. 72 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
89.187.221. 12 147.237.77. 216 Lebanon dover.idf.il GPL WEB_SERVER / et ¢/ passwd 1
79.177. 205. 133 147.237.72. 166 I srael akaidf.il portscan: TCP Distributed Portscan 1
62.219.211.7 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
213. 8. 204. 59 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 237 147.237.72. 166 I srael akaidf.il portscan: TCP Distributed Portscan 1
185. 3. 146. 178 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
146. 185. 250. 2 147.237.77. 226 Russi an Federation waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
Sreaning Engine: TP Invalid i i ssi
79.178.59.86  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
79.183. 198. 15 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 11
. ) SYNtAXK retransmt with .
84.108. 206. 76 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 9
79.182.117.40 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |8
46.19. 85. 181 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
212. 143.142. 44 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
188. 120. 148. 187|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
reamn ine: TCP Invali i i ssi
109.67.10.77  |israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
132.74. 150. 197 | srael 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
109. 64. 25. 67 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 251 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
46.19.85.211  |[israel 147.237.77. 226 "f"l"“ha”atz' aka.1dl |gad TCP sequence Invalid ACK nunber monitor |6
89. 139. 8. 234 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
85.250. 26. 212  |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
77.125.105.125 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.1.108  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.63.53  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.64.19.26  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181.59.157 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.178.27.247 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
46.19. 85. 114 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
46. 19. 85. 155 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
109. 66. 194.56 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
79.182.117.40 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 159 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
199.30.24.55  |Wnited Sates |147. 237. 76. 200 [ei tan. aka i df . 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
185.3.146.122  |israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.182.117.40 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
79.183.57.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
94.230.86.204 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
2.52.160.201  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.180.60.32  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.228.251. 174 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
213.8.204.31  [Israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence SYNCACK retransmt W th monitor |3
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.86.150  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.207.6  |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.44.0 I'srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.67.57.19  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.151  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.127.190. 225 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.229.37.42  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
185. 3. 146. 99 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
46.19.85.122  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.90.100.205 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
80. 246. 139. 212 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3




12-22-2015-17:04:03 to 12-22-2015-18:04:03

A tacker

Attacker Address count ry Target Address |[Ste Signature

Streaming Engine: TCP Invalid (invalid segnent retransmission.

109. 65. 35. 33 I srael 147.237.72. 166 |aka. i df . i | .
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
176.12.151.52 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 68
176.13.0.111 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 28
2.52.44.0 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 12
46.19.85.122 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
79.176. 112. 129 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 79.176.112. 129 |B ock
176. 13. 21. 247 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock
m ny- kosher - kravi . i
192. 114. 23. 208 |l srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
89.187.221.13 |[Lebanon 147.237.77. 216 |dover.idf . il Unaut hori zed LRL Access to wawi i df .|/ nosuchpagel23 Bl ock 2
. . Unaut hori zed URL Access to
84.94.103. 235 |[Israel 147.237.72.166 |aka. i df . i | v aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 2
) . - Unhaut hori zed URL Access to
193.17.1.25 Sovenia 147.237.77. 176 [nat pash. i df . i | W cogat i df .i1/si p storagelfi| es/ 6/ 4616, pg Bl ock 2
93.172. 154. 246 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
] . . . DOstributed Paraneter Type Mol ation on
50.56.176.183 [United Sates |147.237.0.34  [ti kshuv.idf.il wwe ti kshuv. i df.il/nodul es/ foruns/forum aspx paraneter Fol derld Bl ock 2
46.19.85.221 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
89. 138. 190. 227 [l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 234 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1399- he/ at al . aspx Bl ock 1
185. 32. 179. 168 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46. 118. 155. 216 |krai ne 147.237.77.216|dover. i df .i | D stributed Unauthorized URL Access on waw i df.il/xnirpc. php B ock 1
. www. chanat z. aka. i d .
141.212.122.80 |Lhited Sates |147. 237. 77. 226 fil Mil tiple Mal formed URL from 141. 212. 122. 80 B ock 1
84.109. 192. 142 (I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
37.142.68.28 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/xnirpc. php B ock 1
109. 66. 194. 56 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79. 178. 215. 251 |l srael 147.237.72. 166 |aka. i df . i | SSL Wnt raceabl e Gonnection - Unknown SSL Session None 1
. . . D stributed Lhaut hori zed URL Access on
66.249.79.25 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | wat chi nuch. aka. i df i 1 /404, htm B ock 1
. . . D stributed Lhaut horized URL Access on
208.184.112. 74 [Wited Sates |147. 237. 77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.45. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
89.187.221.12 |Lebanon 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il /~nosuchpagel23 Bl ock 1
54. 235. 159. 206 |Lhited Sates [147.237.72. 166 |aka. i df .i | Qoss-site scripting on url in akaidf.il/nain giyus/ B ock 1
85. 250. 95. 240 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
80. 169. 206. 107 Ei"';;gom 147.237.77. 216 |dover. i df . i | Distributed PHP Attenpt B ock 1
46.19.85.230 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
132. 74. 150. 197 |I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
31.13.102.104 |irel and 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
] . . D stributed Unhauthori zed URL Access on
107.178. 194. 83 [Lhited Sates |147.237. 77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
- . D stributed Unauthorized Method for Known URL on
79.176. 112. 129 [l srael 147.237.72. 166 |aka. i df . i | Wi aka. i o i |/ rai n/ i yus/ B ock 1
213.57.49.47 |Israel 147.237.72. 166 |aka. i df . i | thaut hori zed Method HEAD for B ock 1
wwv aka. i df . i1/ mai n/ gi yus/ general . aspx
2.52.160.201 |[Israel 147.237.77.243|nobi | e.i df . i | D stribut ed Suspi ci ous Response Code B ock 1
89.139. 33. 237 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 89.139.33.237 [B ock
66. 249. 64. 239 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247-hel at al . aspx B ock
. . . Dstributed Paraneter Type Mol ation on
190. 206. 16. 65 |venezuel a 147.237.0.34  |tikshuv.idf. il wawe ti kshuv. i df.i|/nodul es/ foruns/forumaspx paraneter Fol derld Bl ock !
46. 118. 155. 216 |lkrai ne 147.237.77. 216 |dover. i df . i | Mil tiple Unaut horized URL Access from 46. 118. 155. 216 B ock 1
149. 78. 139. 138 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
84.228.212. 221 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Unknown Par anet er
37.142. 187. 254 |l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
] . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
109. 67. 122. 113 |l srael 147.237.76.42 |refuah.idf.il Wi ref ua. atal i of i 1/926- hel ref uah. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
79.179. 130. 77 |l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1501- hel at al . aspx B ock 1
66.249.79.75 |Israel 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
212.116. 166. 10 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
2.54.144. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
89.187.221.13 |Lebanon 147.237.77. 216 |dover.idf .i | Mil tipl e Lhaut hori zed URL Access from 89.187.221. 13 Bl ock 1
86.104. 177. 146 |Romani a 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt Bl ock 1
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