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12-22-2015-16:04:06 to 12-22-2015-17:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3363
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 206
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 165
192.118. 30. 102 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 121

82. 166. 85. 150 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 3

79.176. 203. 181 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
78.211.217.15 France 147.237.77. 216 dover.idf.il |Q08: HITP: Xenu User Agent B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1




12-22-2015-16:04:06 to 12-22-2015-17:04:06

|Top Attackers In |D|

Target Address ‘Attacker Qountry [Ste

Signature

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
80. 246.130.90 |147 237 76.30 |israel hirsh i df i | ET DOB Large anount of TCP ZeroVWWndow - Possible Nkiller2 5
DDos attack
5.39.222.253 |147.237.76. 196 [Net her| ands e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
2.52.149. 43 147.237. 72. 166 |I srael aka idf.il portscan: TQP D stributed Portscan 1
185. 130. 5. 208 [147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS w ndow 1024 1
185. 130. 5. 208 [147.237.72. 167 i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 |147. 237. 76. 38 e.eneitav.idf.il ET SCAN NMAP -sS w ndow 3072 1
146. 185. 250. 2 |147. 237.76.30 ?23331 o hi mush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
46.121.228. 171 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
23.96.213.135 [147.237.8.28 |lhited Sates e.mobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208.69.30.108 |[147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
2.54.149. 147  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
193.104. 203. 4 |147.237. 72. 217 |kr ai ne eidi.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 208 [147. 237. 76. 147 chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
182.75.6.126 |147.237.0.19 |india nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
146.185.250. 2 [147.237.76. 177 :j:;;"i o ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.228.0.137  |147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
78.193.2.8 147.237.0.33 |France idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.19.85.185  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
78.144. 65. 190 U_1| ted 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 171
Ki ngdom
78. 144. 65. 190 LKTI;gegom 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 158
78. 144. 65. 190 E?';;gom 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 152
78. 144. 65. 190 LKTI;gegom 147.237.77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber noni t or 73
78. 144. 65. 190 E?';;gom 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 72
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
81.218.241.26 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 30
46. 19. 85. 226 I srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 25
80. 246. 130. 90 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 22
Sreaning Engine: TCP Invalid i i ssi
2.52.161. 92 I'srael 147. 237. 77. 243 |robi l e i df . i | 9 =g Invalid segnent retransmssion. drop 21
Ret ransmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
81. 218. 241. 26 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 19
80. 246.130.90 |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 19
46.19. 85.13 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 15
213.57.132.154 |Israel 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SIHAK retransmt with different | oo g
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
84.108.24.187 | srael 147. 237. 76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.
46.116.75. 107 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
37.26.147.140 [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SIAK retransmt wih different | oo f7
w ndow scal e
188. 120. 148. 210|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 39 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
79.180.21.168 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 39 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.52.0.115 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
46. 19. 85. 96 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
81.218.170.57 |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
109. 66. 158. 187 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i sSi
66.249.75.101 |lited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
192. 114. 105. 254 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
84.109. 115. 116 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.0.115 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 253 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102.254.221 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
94. 230. 86. 224 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 183 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
212. 143.142. 44 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi
37.26.146.180 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.27.104 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212. 143. 166. 166/l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 3
46.19.86.136  [Israel 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SIAK retransmt with different | onor s
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
62.90.20.202  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
70.215.8.236  |Wited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
94.230.86.254 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.178.36.221 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaning Engine: TQP Invalid i i sSi
62.90.181.149 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.132.70 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
90. 199. 22. 109 Wi ted 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 3

Ki ngdom
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46.210. 145. 41 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 128
176.13.23.2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
46.19. 86. 170 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 29
80. 246. 136. 125 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 17
176.13. 4. 22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
2.52.161. 92 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
176.13. 4. 84 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 6
37.26.148.212 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.19. 85. 96 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Bwil in nobile.idf.il/sachar/creat eaccount |B ock 4
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 Bl ock 4
176. 13. 18. 69 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
. . . DO stributed Lhaut hori zed URL Access on
190. 207. 157. 15 |Venezuel a 147.237.0.34 |tikshuv.idf.il v ti kshuv. i f i1/t enpl at es/ send of ri end B ock 3
89. 139. 156. 104 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/matash B ock 3
. . . D stributed Lhaut hori zed URL Access on
186. 94. 23. 142  |Venezuel a 147.237.0.34 |tikshuv.idf.il W ti kshuv. i of i1/t enpl at es/ send of ri end B ock 3
222.45.16.152 |China 147.237.0.34 |tikshuv.idf.il Distributed Uhaut hori zed R Access on Bl ock 3
v ti kshuv. i df . il /tenpl at es/ sendt of ri end
. . . Dstributed Paraneter Type Mol ati on on
176. 13. 11. 66 I srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df . i 1/ sachar/ creat eaccount par anet er Enai | B ock 3
172. 246. 226. 106|lnited Sates 147.237.0.34 |tikshuv.idf.il Distributed Uhaut hori zed R Access on Bl ock 3
v ti kshuv. i df . il /tenpl at es/ sendt of ri end
176.13. 4. 178 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
80. 246. 137. 103 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock
Pal estini an Territor Unhaut hori zed URL Access to
46. 60. 26. 146 Cecupi ed Y:|147. 237. 77. 176 |nat pash.idf.il wam cogat . i df . i | /tenpl at es/ honepage/ waw yout ube. coni v/ 3g51ei |Bl ock 3
P 5nuhg
176.13.19. 38 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
. . . Dstributed Paraneter Type Mol ation on
46. 19. 85. 96 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e. i df . i 1/ sachar/ creat eaccount par anet er Enai | B ock 3
; ] ; . D stributed Lhaut horized URL Access on
104. 43.173. 107 |[wnited Sates 147.237.0.34 |tikshuv.idf.il w1 kshuv. i of i 1/t enpl at es/ send of ri end B ock 3
. . . DO stributed Lhaut hori zed URL Access on
199. 201. 123. 244|Canada 147.237.0.34 |tikshuv.idf.il w1 kshuv. i f i1/t enpl at es/ send of ri end B ock 3
. . . D stributed Lhaut hori zed URL Access on
83.68.237.221 |Sweden 147.237.0.34 |tikshuv.idf.il v ti kshuy. i df . i 1/901- 8581- he/ t1 kshuv. aspx#. vnngevl 96uk Bl ock 3
. . . Dstributed Paraneter Type Mol ation on
186.94.23. 142 |\enezuel a 147.237.0.34  [tikshuv.idf.il wawe ti kshuv. i df . i|/nodul es/ foruns/forumaspx paraneter Fol derld Bl ock 3
; ; ; D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
] . . DO stributed Lhaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 2
185. 120. 125. 31 147.237.72. 156 |anan. i df . i | Unt raceabl e SS. Sessi ons: Unknown SSL Sessi on None
79.182.203. 6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
’ . . D stributed Uhauthori zed URL Access on
107.178.194. 87 [United Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
66. 249. 65. 80 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to vww chi nuch. aka.idf.il/404. htm Bl ock
84.109.127.25 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
186. 94. 183. 208 |Venezuel a 147.237.0.34 |tikshuv.idf.il Distributed Uhaut hori zed L Access on Bl ock 2
v ti kshuv. i df . il /tenpl at es/ sendt of ri end
. . . D stributed Lhaut hori zed URL Access on
186. 88. 69. 116 \enezuel a 147.237.0.34 |tikshuv.idf.il waw ti kshuv. i df . i 1/t enpl at es/ sendt of ri end B ock 2
46. 19. 85. 94 | srael 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
70. 215. 8. 236 Lhited Sates 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
. . . DO stributed Lhaut hori zed URL Access on
190. 202. 188. 91 |Venezuel a 147.237.0.34 |tikshuv.idf.il ww i kshuv. i f i1/t enpl at es/ send of ri end B ock 2
. ] ; . D stributed Lhaut hori zed URL Access on
218.97.194. 198 |China 147.237.0.34 |tikshuv.idf.il w1 kshuv. i f i 1/t enpl at es/ send of ri end B ock 2
] . . . Dstributed Paraneter Type Mol ation on
50. 254. 4. 194 United Sates 147.237.0.34  [tikshuv.idf.il wa ti kshuv. i df. i |/ modul es/ f or uns/ f or um aspx par anet er Fol derld Bl ock 2
37.26.148.212 |lIsrael 147.237.0.19 |madi matal .idf.il|Untraceabl e SSL Sessions: Uknown SSL Sessi on None
79.182.194.49 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
. . Unaut hori zed Met hod CPTIONS for
77.126.151. 44 | srael 147.237.72.166 [aka. i df . i | viewv aka. i df . i | / nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
46. 19. 85. 96 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1153- 14220- he/ dover . aspx B ock 1
37.26.147.176  |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Lhaut hori zed URL Access on
85. 25. 103. 12 Ger many 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
80.246. 136.83  |Israel 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.121.113.67 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. - DO stributed Lhaut hori zed URL Access on
150. 70.173.55  |Japan 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1501- he/ at al . aspx Bl ock 1

12-22-2015-16:04:06 to 12-22-2015-17:04:06




