12-22-2015-15:04:00 to 12-22-2015-16:04:00

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 400+
1, 800- M dover.idf.il
- Meitan aka.idf.il
1, 200- W aka. idf.il
B nadi matal .idf.il
N”gber B tikshuv.idf.il
600+" . . .
At t acks .m)bl|-e.ldf.l|
[Maman.idf.il
: : M refuah.idf.il
& o &% & s R & atal .idf.il
& X N VS N & o i shuri maka. i df . i
60\\ S ¥ S N_é‘ S éé‘ & > .6‘& B ishurimaka.idf.i
é}\o 6\& \'\ § AN \}\\
& .\é°
Top Tar get

M 167. 114. 156. 16
109. 67. 208. 104
I 84.108. 48. 76
46. 19. 85. 143
Il 41.33.231.90
M 176.13.18.69
I 46. 19. 85. 253
Il 80. 178. 201. 104
46. 19. 85. 183
W 77.125. 142. 151

Top Attackers



12-22-2015-15:04:00 to 12-22-2015-16:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3126

46. 19. 85. 143 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 16

146. 185.57.7 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 6
37.204.243.111 Russi an Federation 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1

146. 185. 239. 100 Russi an Federation 147. 237. 76. 147 chi nuch. aka. i df .i | bl ock-sp-traf 1 f orward 1
71.6.135. 131 Lhited Sates 147. 237.76. 30 hi nush. i df . i | B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
51.254.141.5 Lhited Ki ngdom 147.237.77.216  |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At t acker Address‘Target Addr ess |Attacker Qountry|Ste |Signature

5.28.164. 79 147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
198. 101. 221. 14 |147.237.0.16 |Wited Sates ny-kosher-kravi.idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
182.75.6.126  |147.237.76.177 |India ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 214. 74 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
91.197.103.1  [147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
89. 139. 173. 166 [147. 237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 179. 206. 138 [147. 237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.176.73.111 [147.237. 72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
31.168. 201. 132 [147. 237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
207.232.27.5  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
182.75.6.126  |147.237.76.199 [India e. nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
119. 81. 208. 132 [147. 237. 72. 156 |Lhited Sates aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 196. 113 [147. 237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
89. 248. 167. 162 [147. 237. 77. 235 |Net her | ands sviva.idf.il ET SCAN Rapi d | MAPS (onnections - Possible Brute Force Attack (1
80.230.21. 184 [147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 12. 164 [147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19.86.103  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
208.69.30.108 |[147.237.0.19 |Wited Sates nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

109. 67. 208. 104 |l srael 147. 237.76. 200 |ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 447
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19. 85. 181 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 12
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 9
79.181.123. 194 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
62.219.151.34 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 183 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.180.12.164 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
212.199. 224. 24 |Israel 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop
66.249.75.201 |Wited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dr opped.
31.210.186. 130 |[Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
79.182. 205. 184 |Israel 147.237.72. 166 |aka.i df i1 Bad TCP sequence SmwAae e reansm wehdifferent 1 onitor |6
94.159. 170. 243 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
84.228.242.41 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber aert 6
46. 19. 85. 183 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
109. 67. 164. 140 |l srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 143 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
5.22.134. 10 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
109.65.51.36 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.238  |Israel 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 224/l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber noni t or 6
37.26.146.222 |Israel 147.237.77.216|dover.idf.il  |Bad TCP sequence Smwaae e reansm wehdifferent 1 onitor |6
84.228.242.41 |lsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
109. 67. 164. 140 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or
81.218.51.114 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.116. 250. 128 |Israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
185. 3. 146. 249 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 143 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 104 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
80.230.98.94 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.185  |israel 147, 237. 77, 243 |mobi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
77.125.142. 151 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 104 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber noni t or 6
46.19. 85. 143 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
77.125.142. 151 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 223 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber aert 6
46.19. 85. 143 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 223 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
5.102. 254,202 |l srael 147. 237. 72. 156 |anan.idf . i | Bad TCP sequence I'nval id ACK nunber noni t or 5
94.230. 86.224  |lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 192 I 'srael 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.249  [israel 147.237.77.216|dover.idf il |Bad TCP sequence Smwaae e reansm wehdifferent | onitor |
192.31.106.40 |lhited Sates |147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 4
84.109. 165. 110 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 4
192. 114. 105. 254 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
37.26.149.180 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 4
176.13. 7. 26 I'srael 147, 237. 77, 243 |mobi e icr 1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 4
Ret ransni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HITP Non Conpl i ant Fail ed to handl e connection data noni t or 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry [Target Address |Site Sgnature Action ‘Count
84.108. 48. 76 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 107
84.108. 48. 76 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 94
109. 67. 208. 104 |l srael 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Same Response Code (404) B ock 45
176. 13. 18. 69 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 19
. . . Dstributed Paraneter Type Mol ation on
46.19.85. 253 | srael 147.237.77. 243 [nobi | e. i df . | nobi | e.idf.il/sachar/changepassword paraneter Qurrent Password Bl ock 1
80.178.201. 104 |Israel 147.237.77. 216 |dover.idf .il Mil ti pl e Unauthorized URL Access from 80. 178. 201. 104 B ock 16
84.108. 48. 76 | srael 147.237.0.19 |madimatal .idf . i Too Many of the Same Response Code (403) in Session from B ock 15
84.108. 48. 76
37.26.148.212 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 7
. . . Unaut hori zed URL Access to
185. 32. 179. 254 |l srael 147.237.77.243|nobi l e. i df . i | nubi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1598 B ock 4
. . . . D stributed Lhaut hori zed URL Access on
120. 52. 73. 37 Chi na 147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 4
79.183.213.133 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
46.118. 155. 216 |Ukraine 147.237.76.42 |refuah.idf.il Mil ti pl e Unhauthorized URL Access from 46. 118. 155. 216 B ock
176.13.6. 76 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
200. 8. 146. 216  |Venezuel a 147.237.0.34 |tikshuv.idf.i| [P Stribdted thauthorized URL Access on B ock 3
vy ti kshuv. idf.il/tenpl ates/ sendtof ri end
136. 243. 109. 205|Ger nany 147.237.0.34 |tikshuv.idf.il |[Dstributed I1l1egal HITP \ersion B ock
176.13.23.2 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock
. ] ] . D stributed Lhaut hori zed URL Access on
221.178. 182. 132|Chi na 147.237.0.34 |tikshuv.idf.il vaww i kshuv. i of i1/t enpl at es/ sendt of i end B ock 3
] . . . D stributed Lhaut hori zed URL Access on
8.43. 65. 40 Lhited Sates 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
; ] ] . D stributed Lhaut hori zed URL Access on
172.246.226. 48 |nited Sates 147.237.0.34 |tikshuv.idf.il vaww i kshuv. i of i1/t enpl at es/ sendt of i end B ock 3
136. 243. 109. 205|Ger many 147.237.0.34 |tikshuv.idf.il |Dstributed Maforned URL B ock
176.13.0. 111 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
Russi an . . . D stributed Lhaut hori zed URL Access on
95. 27. 156. 37 e ot i on 147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i o i |/t enpl at es/ sendt of ri end B ock 3
37.142.152.116 |[Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il Ostributed I11egal HITP \ersion Bl ock
] . - D stributed Lhaut horized URL Access on
208.184.112. 74 [Wnited Sates 147.237.77.216|dover. i df .i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
80. 178. 144. 144 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 80. 178. 144. 144 Bl ock 2
Mol dova, . . . D stributed Lhaut hori zed URL Access on
87.255.70.30 Republ i ¢ of 147.237.0.34  [tikshuv.idf.il W ti kshuv. i df . il /tenpl at es/ sendt of ri end Bl ock 2
79.178.49.149 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
80. 246.136.83 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None
. . . . D stributed Lhaut hori zed URL Access on
119.163.41. 11 China 147.237.0.34  [tikshuv.idf.il wawy ti kshuv. i df.il/901-8581- he/ti kshuv. aspx#. vhngevl 96uk Bl ock 2
190.203.71.95  |Venezuel a 147.237.0.34 |tikshuv.idf.i| |DStribdted thauthorized URL Access on B ock 2
vy ti kshuv. idf.il/tenpl ates/ sendtof ri end
46.117.228.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
80.246.139.37 |[Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 2
37.26.146.211 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.25. 50 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.180.64.121 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
. ] ] . Ostributed Paraneter Type Mol ation on
218.205.17. 158 [Chi na 147.237.0.34  [tikshuv.idf.il wan ti kshuv. i df . i |/ nodul es/ f or uns/ f or um aspx par anet er Fol der| d Bl ock 2
2.54.45. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None
172.246.226.56 |lhited Sates 147.237.0.34 |tikshuv.idf.il |Ostributed Milforned UR B ock
95. 76. 161. 34 Romani a 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Mol dova, . . . D stributed Lhaut hori zed URL Access on
87.255.70.30 Republ i ¢ of 147.237.0.34  [tikshuv.idf.il waw ti kshuv. i df . il/901-8581- he/ ti kshuv. aspx#. vhngevl 96uk Bl ock !
196.22.142. 44 |South Arica 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
79.176.130.88 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None 1
141.212.122.80 |lnited Sates 147.237.77. 170 |n@ar achot . i df . i | |Mal formed URL proxytest. znap. i o: 80 B ock 1
111.67.11.193 |Australia 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
37.142.190. 206 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
- . Unaut hori zed URL Access to
84.111. 39. 77 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ i v hore/ def aul t . aspxf df ds B ock 1
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf . il Paranet er Type M ol ati on PageNumin waw i df.il/1785-he/ dover.aspx |B ock
46. 236. 24. 53 Uhited Kingdom |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/arr/ B ock
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