12-22-2015-13:04:05 to 12-22-2015-14:04:05

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Target s |
2, 400+
1, 8004 M dover.idf.il
M nadi matal .idf.il
-, M aka. idf.il
1,2007 B tikshuv.idf.il
Number M nobi le.idf.il
x tgcks B i shuri maka. i df. |
W mat pash. i df . i |
5 : : Wiawnidf.il
RO R R N SRR DR U SR aman. i df i
RN A S A PN ﬁ‘\ > M hal ag. i df .il
P L Q ,\'\\j‘~ (éo {\(Q \.Q% <
) S &
& >

Top Tar get

[Top Attackers |

2 400l

W 167. 114. 156. 16
176. 12. 140. 145

1, 200+ [ 185. 32. 179. 162
2.54.37.183
Nu r(;ber Bl 46. 19. 85. 91
193. 43. 245. 250
At tacks 600+ .

[ 41. 33. 231. 90
MW 64. 145. 79. 49

72.9.148.10
M 2.54.51.133
o N <) >
& © A A q‘b K2 P A N2 &y
NP S Voo > O o
Ny N NS N

Top Attackers



12-22-2015-13:04:05 to 12-22-2015-14:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3492
64. 145. 79. 49 Lhited Sates 147.237.77. 74 lawidf.il SQ.- | nj - Pang- NonUn1l dest - r eset 25

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp drop 2

109. 212.93. 91 France 147.237.76. 148 gocenter.aka.idf.il |Block Udp All Nets drop 1

185. 56. 82. 14 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il Bl ock_ Udp All _Nets drop 1

49. 143. 8. 23 Korea, Republic of 147.237. 76. 38 eengitav.idf.il Bl ock_Ulp Al _Nets drop 1

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon_Limt Htp drop 1
61.182.170. 38 Chi na 147.237.76. 148 ggcenter.aka. idf.il |JLMPurple Gon Limt_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Sgnal ure Devi ce Action |Oount

64. 145. 79. 49 Lhited Sates 147.237.77. 74 lawidf.il |3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 249. 93. 97 147.237.76. 30 Lhited Sates hi nush. i df .i 1 ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
84.94.34.91 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
81. 4. 163. 106 147.237.72. 166 Qyprus aka.idf.il portscan: TCP Distributed Portscan 1
79.182. 198. 208 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179. 46. 189 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
42.63.1.175 147.237.0. 15 Qhi na kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
37.26.146. 138 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 52. 39 147.237. 72. 166 I 'srael aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
5.144.62. 171 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
98. 119. 105. 221 147.237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.77. 216 Wkrai ne dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 33. 138 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183. 193. 120 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 219. 123 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
42.63.1.175 147.237.0. 33 Qhi na idf.il ET SCAN Potential SSH Scan 1
212.179.21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.149. 163 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.2. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
23.96.213. 135 147. 237. 76. 196 Wited Sates e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 10. 148 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
5.39. 222. 253 147.237.8. 27 Net her | ands e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
93.172. 117. 146 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46.19. 85. 91 I srael 147.237.72. 167 |ishurimaka.i of .i|Bad TCP sequence I'nval i d ACK nunber noni t or 54
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi
193. 43. 245, 250 | srael 147. 237.77. 234 |hal ag. i df . i | 9 =g Invalid segnent retransmssion. drop 30
Ret ransm ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.176|matpash.idf.il  |drop First packet isn't SIN drop 24
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
reaming BEngine: TCP Invali i i ssi
87.69.106.45 |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 14
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
17.78.79.134  |Wited Sates |147.237.77. 243 |nubile.idf il 9 =g nval i d segnent retransmssi on. drop 10
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13. 1. 23 I'srael 147.237.77. 243 |moti e ior i1 | SAMNG Engine: TP Invalid  Jinvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
37.26.146.199 |lsrael 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i ssi
79.178.152. 132 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
2.54.35. 186 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
149. 78. 157. 160 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 8
195. 160. 242. 40 |l srael 147.237.72. 156 |anan. i df .i Bad TCP sequence Invalid ACGK nunber noni t or 8
208.115.111. 68 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 8
188. 120. 148. 165|l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 8
reamn ine: TCP Invali i i ssi
95. 86. 82. 10 I'srael 147.237.77. 243 |moti e ior i1 | SAMNG Engine: TP Invalid  Jinvalid segnent retransnissi on drop 8
Ret ransni ssi on Packet dropped.
46. 19. 86. 157 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
46. 19. 85. 190 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 212 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 7
46. 19. 85. 50 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
149. 78. 157. 160 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber aert 7
46.19. 85. 176 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nval i d ACGK nunier noni t or 6
84.94. 45,22 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
5.102.254.173 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid ' i ssi
2.54.163. 43 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 239 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 99 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.149.188 |l srael 147.237. 77. 243 |nobi l e, f . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 47 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber aert
46. 19. 85. 239 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence I'nval id AGK nunber moni t or
Sreanming Engine: TCP Invalid i i ssi
46.19.86.254  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.51.133 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.102  |israel 147.237.76.31 |nakchal .idf.i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.177.218.198 |israel 147. 237. 72. 166 |aka. i df . i g =g Ivalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 47 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or 6
2.54.51.133 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
46.19.86.126  |israel 147.237.77. 243 |nobil e i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.23.189 |israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
31.10.41. 114 E?';;gom 147.237.77. 216 [dover.idf. il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
66.249. 78. 146  |Lhited Sates |147.237.72.166|aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.223.128.25 |Ger many 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 143. 253 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.51. 133 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunier noni t or 6
46.19. 85. 176 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 6
195. 160. 242. 40 |l srael 147.237. 72. 156 |anan. i df .| Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
212.235. 60. 134 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
68. 180. 229. 239 |Lhited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 55 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19. 85. 31 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 86. 236 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 32. 179. 162 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 215
176. 12. 140. 145 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 213
176. 12. 140. 145 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 199
185. 32.179. 162 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 146
2.54.37.183 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 78
185. 32. 179. 162 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 19
221.178. 182. 132|Chi na 147.237.0.34 |tikshuv.idf.il |PStM] buted Lhaut hori zed LR. Access on Bl ock 18
vy ti kshuv. i df.il/tenpl at es/ sendtof ri end
. . . . D stributed Uhaut hori zed LRL Access on
218. 205. 17. 204 |[Chi na 147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i of i1/t enpl at es/ sendt of ri end Bl ock 17
2.54.37.183 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 16
176. 13. 5. 62 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 14
72.167.159. 8 Lhited Sates 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 72.167.159. 8 B ock
176. 12. 140. 145 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock
] . . . D stributed Uhaut hori zed URL Access on
52. 4.53.92 Lhited Sates  |147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
’ . . . D stributed Whaut hori zed URL Access on
129. 144.28.105 |Wnited Sates  [147.237.0.34 |tikshuv.idf.il vown ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
] . . . D stributed Uhaut hori zed URL Access on
172.246.226. 41 |Uited Sates |147.237.0.34 |tikshuv.idf.il vaww i kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
’ . . . D stributed Whaut hori zed URL Access on
52.35.195.165 |Lhited Sates  [147.237.0.34 |tikshuv.idf.il vown ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
2.54.18.113 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
] . . . D stributed Unhaut hori zed URL Access on
71.41.182.242 |thited Sates  [147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
. ] ; ; DO stributed Uhaut hori zed URL Access on
218.97.194.221 |China 147.237.0.34 |tikshuv.idf.il v ti kshuv. i of i1/t enpl at es/ sendt of ri end Bl ock 3
. . . D stributed Unaut hori zed URL Access on
84.82.200.100 |Netherl ands 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
; ] ; ; DO stributed Uhaut hori zed URL Access on
172.246.226.65 |lhited Sates  [147.237.0.34 [tikshuv.idf. il |0 o 901 8581 hel ti kshuv. aspxt. vnmgev] 96uk Bl ock 3
218.97.194. 221 [China 147.237.0.34 |tikshuv.idf.il [Suspicious Response Code B ock
176.13.1.23 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
. . . D stributed Uhaut hori zed URL Access on
188.10.249.65 |italy 147.237.0.34 |tikshuv.idf.il v ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 3
95. 86. 82. 10 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
. . . Paraneter Type Molation Folderld in
188.10.249.65 |italy 147.237.0.34 |tikshuv.idf.il vann i kshuv. i df i |/ nodul es/ f or uns/ f or um aspx B ock 2
46. 19. 86. 254 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
] . . D stributed Uhaut hori zed URL Access on
107.178.194. 83 |Uited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
103. 236. 115. 43 |Chi na 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock
46. 19. 85. 82 I srael 147.237.77. 216 |dover . i df . i | Dstributed |11egal HITP \ersion B ock
93.172.24.136 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
. . . Unaut hori zed URL Access to
83.68.237. 221  |Sweden 147.237.0.34  [tikshuv.idf.il waw. ti kshuv. i df.il/901-8581-he/ti kshuv. aspx#. vhngevl 96uk Bl ock 2
217.194.199. 74 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
. . . D stributed Unhaut hori zed URL Access on
186. 95. 171. 117 |Venezuel a 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 2
46.19. 85. 82 I srael 147.237.77.216|dover . i df .i | Ostributed Mal fornmed LRL B ock 2
46.19. 86. 165 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
149. 78. 157. 160 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
46. 210. 169. 237 [l srael 147.237.77.243|mobi | e. i df . i | D stributed Uhaut horized UR. Access on nobi | e. i df . il/sachar/i ndex B ock 2
. . . . D stributed Unhaut hori zed URL Access on
187.84.187.4 Brazil 147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i of i1/t enpl at es/ sendt of ri end Bl ock 2
46. 19. 85. 82 | srael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock
51.254.201.174 |Wited Kingdom|147.237.0.34 [tikshuv.idf.il |Ostributed Suspicious Response Code B ock
) . . . D stributed Unaut hori zed URL Access on
212.7.9.38 Estoni a 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i1/t enpl at es/ sendt of ri end B ock 2
Russi an ] ; ; DO stributed Uhaut hori zed URL Access on
95. 27. 156. 37 er ati on 147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i of i1/t enpl at es/ sendt of ri end Bl ock 2
149. 88.92. 201 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
} . . . D stributed Uhaut hori zed URL Access on
52.4.53.92 United Sates 147.237.0.34  [tikshuv.idf.il waw ti kshuv. i df . il /901-8581- he/ ti kshuv. aspx#. vnngevl 96uk Bl ock 2
] . . D stributed Uhaut hori zed LRL Access on
107.178.194. 83 |Uited Sates  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . D stributed Uhaut hori zed URL Access on
194. 136. 101. 212Fi nl and 147.237.0.34 (tikshuv.idf. il [ o iy idf il/901-8581- helti kshuv. aspx#. vmgev] 96uk Bl ock 1
37.26.148.224 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
72.167.159. 8 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock
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