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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3176
64. 145. 79. 49 Lhited Sates 147.237.77. 74 lawidf.il SQ- | nj - Pang- NonUn1 dest - r eset 41
66. 249. 64. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
185. 3. 146. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
195. 211. 116. 254 Lkrai ne 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
79.177.101. 223 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6

46. 19. 86. 101 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 5
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
212.179.28. 34 I srael 147.237.77. 216 dover. i df.il Block Udp All Nets drop 5
195. 211. 116. 252 Lkrai ne 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192. 35. 35. 35 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
192. 96. 201. 142 Lhited Sates 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
192. 96. 201. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Block Wp All Nets dr op 1




12-22-2015-12:04:01 to 12-22-2015-13:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature |D3vi ce Action |Oount |
138.128.170. 124 [Wnited Sates 147.237.77.216 |dover.idf.il|0008: HTTP. Xenu User Agent B ock 1
5.34.160. 178 Pal estinian Territory, Qcupied [147.237.77.216 |dover.idf.il]|12618: HITP. VébQ uiser Wl nerability Scanner B ock 1
31.13.160. 217 Pal estinian Territory, Qcupied [147.237.77.216 |dover.idf.il|3798: HITP. SQ Injection (Bool ean |dentity) Bl ock 1
89. 163. 148. 58 Ger many 147.237.77.216 |dover.i df.i||CL000106: HTTP. majestic bot B ock 1
106. 38. 241. 147 Chi na 147.237.77.216 |dover.idf.il|CL03: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
2.52.185. 168 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
176. 13. 17. 100 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147. 237. 76. 86 kr ai ne navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 235. 10 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.176. 191. 59 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 123 147.237.77.233 |Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
46.120.191. 147  |147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
37.142. 176. 54 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.76.148 |lnited Sates gqcenter.aka.idf.il |ET DROP Dshiel d B ock Li sted Source 1
2.54.14. 226 147.237.72.166  |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
182. 75. 6. 126 147.237.72.166 |india aka idf.il ET SCAN NVAP -sS w ndow 1024 1
173.252.74.100  [147.237.77.216 |Wited Sates dover . idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147. 237. 76. 86 kr ai ne navy. i df.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
79.181. 31. 183 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 127 147.237.77.233 |Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
66.249. 81. 135 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
46.120.157.205  |147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
212.179.21.194  [147.237.77.216 |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
5. 255. 253, 157 147.237.77.216  |Russian Federation  |dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

212.235.10.19 |[Israel 147.237. 76. 200 [ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 57
212.179.180.30 |Israel 147, 237 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 52
Ret r ansni ssi on Packet dr opped.
66.249.66.39  |Wited Sates |147.237.77.234|hal ag.idf.il Streamng Engine: TCP Invalid invalid segrent retransnission drop 32
Ret r ansni ssi on Packet dropped.
66.249.93.123 |[Wnited Sates [147.237.77.233|atal.idf.il drop First packet isn't SWN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
46. 19. 85. 120 I srael 147.237.72. 167 |ishurimaka.idf .i [Bad TCP sequence Inval i d ACK nunber noni t or 20
62.90.193.162 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 19
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
66.249.83.161 |lhited Sates |147.237.77.74 [lawidf.il drop First packet isn't SWN drop 16
46. 19. 86. 153 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
79.176.191.59 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 12
79.176.191.59 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 11
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SYN drop 11
64.233.172.206 |lhited Sates |147.237.77.74 [lawidf.il dr op First packet isn't SN drop 10
46. 19. 85. 150 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence I'nvalid ACK nunber noni t or 8
95.86.85.143  |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
31.168.11.194 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence noni t or 7
46.19. 86. 35 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 139 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 91 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
87. 69. 32. 107 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 85. 228 I 'srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.120  |israel 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TCP Invalid invalid segrent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
79.177.159. 114 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
87.69. 32. 107 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 254 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert
46.19.85.172  |israel 147, 237.72. 167 | shurimaka i o i |2 | €2 NG Engine: TP Invalid  finval i d segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dropped.
66.249. 83. 167 |lhited Sates |147.237.77.74 [lawidf.il dr op First packet isn't SN drop 6
105. 196. 58. 221 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 139 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 228 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert 6
194.90. 125. 177 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
2.52.48.181 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 5
37.46. 39. 17 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.52.48.181 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
199.203.215.1 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 178 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
188. 120. 148. 241 |l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.48.181 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 114. 105. 254 |l srael 147.237.77. 170 |n@arachot . i df .il [dr op First packet isn't SYN drop 5
46. 19. 85. 169 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.15.150 |l srael 147237, 77, 243 mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 4
Ret r ansni ssi on Packet dropped.
223.30.72.254 |India 147. 237.77. 216 |dover.i df .i| Bad TCP sequence noni t or 4
208.115.111. 68 |[Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
199.203.215.1 |lIsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
37.26.146.253 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 104
212.179. 180. 30 |israel 147.237.76.200|ei tan. aka. i df . i | Too My of the Sane Response (bde (404) in Session from|g ..\ 88
212.179. 180. 30
37.26.146.253 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 84
176.13.1. 100 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 17
37.26.146.253 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Cbde (403) in Session from|g .\ 17
37.26. 146. 253
81.218.176. 160 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut hori zed URL Access from 81.218. 176. 160 B ock 3
46.19. 86. 170 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
128.127.107. 81 |Netherl ands 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Custom Tenporary  [B ock 3
80. 246. 139. 187 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qustom Tenporary  |B ock 3
176.13.15.180 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . . . D stributed Unaut hori zed LRL Access on
39.158.152.60 |China 147.237.0.34 |tikshuv.idf.il voww i kshuv. i o i |/t enpl at es/ sendt of i end B ock 3
5.22.131. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
. . . . D stributed Unaut hori zed LRL Access on
221.178. 182. 132|Chi na 147.237.0.34 |tikshuv.idf.il wiw ti kshuv. i o i 1/t enpl at es/ sendt of ri end Bl ock 2
31.13. 160. 217 glcissi':('ja” Territonyy 47, 237. 77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 31.13.160. 217 B ock 2
. . D stributed Whaut horized Method for Known URL on
46.19. 86. 34 I srael 147.237.72. 166 [aka. i df . i | voww aka, i o . i |/ nai v gi yus/ Bl ock 2
46.116.193.25 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
2.54.189. 245 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qustom Tenporary  |Bl ock
54.194.180.34 |[Ireland 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ Bl ock
) . . . Uhaut hori zed URL Access to
124. 120. 240. 43 |Thai | and 147.237.0.34 |tikshuv.idf.il vaww i kshuv. i o i |/t enpl at es/ sendt of i end B ock 1
. . . D stributed Unaut hori zed LRL Access on
80.14.226.112 |France 147.237.0.34 |tikshuv.idf.il vaww i kshuv. i o i |/ enpl at es/ sendt of ri end Bl ock 1
68.180.228. 112 |lnited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Vi ol ation PageNumin B ock 1
wan i df . i | /1153- he/ dover . aspx
195, 200. 205. 35 |I srael 147.237.72. 166 |aka. i df . i | Wnknown Paramet er __VI EVBTATEENCRYPTED i n None 1
wan aka. i df . i1/ mai n/ sachar/ pi r suneynof et . aspx
37.26.148.176 |lsrael 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
91.231.193. 150 |[lIsrael 147.237.76.42 |refuah.idf.il Ml tipl e Unhauthorized URL Access from 91.231. 193. 150 B ock
66. 249. 65. 99 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Custom Tenporary  [B ock
m ny- kosher - kravi . i i i
176.13.20. 9 I srael 147.237.0. 17 "y llegal Paraneter Bncoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
23.94. 115. 65 Lhited Sates 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt Bl ock 1
85. 130. 240. 165 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.52.190. 111 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
80.246.136.13 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . . D stributed Uhaut hori zed URL Access on
218. 205. 17. 204 |China 147.237.0.34 |tikshuv.idf.il voww i kshuv. i o i |/t enpl at es/ sendt of i end B ock 1
50. 31. 26. 42 Lhited Sates 147.237.77. 170 |naar achot . i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed Unaut hori zed LRL Access on
150. 70. 172. 231 |Japan 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ shared/ ol i ent scri pt s/ ¢l  ent scri pts. | s Bl ock 1
. . Unaut hori zed URL Access to
79.176.7. 194 I srael 147.237.72. 156 [aman. i df . i | vaw anan. i df 11/ modh § n/ | ogi n. aspx2x e Bl ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . il Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 64. 1. 183 I srael 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt Bl ock 1
89.139. 148. 212 [Israel 147.237.77. 216 |dover.i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
. . D stributed Unaut hori zed LRL Access on
185. 65. 135. 227 |Sweden 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
62.102.148.67  |Sweden 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
176.13.5.178 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
82.81. 46. 191 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
46.19. 86. 184 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80.178.204.68 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Lhaut hori zed URL Access to
212.199. 104. 146|l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah. aspx B ock 1
] . . Par anet er Type M ol ati on PageNumin
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i 1/ 1380- he/ dover . aspx Bl ock 1
197. 38. 206. 237 |Egypt 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
. . D stributed Unaut hori zed URL Access on
37.26.148.213 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css B ock 1
. . Uhaut hori zed URL Access to
91.231.193.150 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e 1. hel | angstyl e. css B ock 1
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