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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3142
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
58.221.42.91 Chi na 147.237.0. 19 nadi matal .idf.il |Frk Under Attack Con Tcp drop 2

204. 42. 253. 130 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il Bl ock Wp Al Nets drop 2

203. 198. 119. 98 Hong Kong 147.237. 76. 198 e.yohal an.i df .il B ock_Udp Al Nets drop 1
82.80.177.111 | srael 147.237.77. 74 lawidf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Device Action |Oount
52.1.90.117 Lhited Sates 147.237.72.166  |aka.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

|Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46. 19. 86. 152 147.237.72.166 |lsrael aka idf.il portscan: TCP Distributed Portscan 1
187. 84. 162. 97 147.237.72.167 |Brazil i shuri maka.idf.il ET SCAN Potential SSH Scan 1
2.54.13. 249 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
187. 84. 162. 97 147.237.0. 17 Brazil mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
182.75.6. 126 147. 237. 77. 61 Indi a e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 11. 201 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
212.150.174. 186 [147.237.72.166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
176.13. 8. 123 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
187. 84. 162. 97 147.237.77.234 |Bazil hal ag.idf.il ET SCAN Potential SSH Scan 1
109. 226. 28. 50 147.237.72.166 |lsrael aka idf.il portscan: TCP Distributed Portscan 1
187. 84. 162. 97 147.237.77.176 |Brazil nat pash. i df . ET SCAN Potential SSH Scan 1
85. 250. 65. 100 147.237.77.216 |[lIsrael dover. i df.il portscan: TCP D stributed Portscan 1
187. 84. 162. 97 147.237.76.198 |Razil e. yohal an.i df .il ET SCAN Potential SSH Scan 1
79.181. 27. 210 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
187. 84. 162. 97 147.237.76.44  |Brazil e.refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 30 147.237.72.166 |lsrael aka idf.il portscan: TCP Distributed Portscan 1
187. 84. 162. 97 147.237.0. 33 Brazil idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.199 |Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
182. 75. 6. 126 147.237.76.30 [India hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
176. 13. 8. 209 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
128.199. 53. 12 147.237.77.216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
187. 84. 162. 97 147.237.77.178 |Razil e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
95. 35. 16. 78 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
187. 84. 162. 97 147.237.77.170 |Brazil maar achot . i df . i | ET SCAN Potential SSH Scan 1
84.228. 42. 157 147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
187. 84. 162. 97 147. 237. 76. 86 Brazil navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
46. 19. 86. 204 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 35
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
194.56. 215.66  |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 20
213.57.137. 128 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SNHAK retransmt with different | opvor |18
w ndow scal e
109. 64. 218. 231 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 17
46. 19. 85. 117 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 13
Sreamng Engine: TCP Invalid ' i ssi
109. 160. 131. 1701 sr ael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 2 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 12
Sreamng Engine: TCP Invalid i i SSi
85.64.150.30  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
46. 19. 85. 2 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
Sreanmng Engine: TCP Invalid i i Ssi
66.249.75.201 |Wnited Sates [147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 10
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
65.55.218.58  |United Sates |147.237.77. 234 |halag.idf. il 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansn ssi on Packet dropped.
109. 64. 218. 231 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SAK retransmt with different | oonvor 10
W ndow scal e
109. 64. 218. 231 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 9
84.110.210.45 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
194.56. 215.66 |l srael 147.237.72. 167 |ishurimaka. idf .i|Bad TCP sequence Invalid ACK nunber aert 8
46. 19. 85. 255 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACGK nunber noni t or 7
Sreaming Engine: TGP Invalid i i sSi
217.132.1.212  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
62. 0. 200. 164 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
79.183.224.33 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
46.19. 85. 182 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
185.3.146.184 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i Ssi
80.179. 118. 251 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.54.18. 94 I'srael 147.237.77. 243 |mubile.i o i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i Ssi
46.19.85.190  |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
80. 246. 139. 148 || srael 147.237.77. 243 |mubile.i o i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
46. 19. 85. 175 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13. 10. 94 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 255 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 5
176. 13. 10. 94 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 130 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACGK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
5. 102. 254. 66 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 4
122.3.142.91 Phi 1§ ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 175 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber aert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
46. 19. 86. 121 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85. 2 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval id AGK nunber moni t or 4
5.102. 254. 54 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 4
85. 64. 150. 30 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 148. 179! srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TCP Invalid i i ssi
109. 253. 135. 201 i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
46. 19. 86. 66 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi
82.80.131.29  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 65. 138. 124 |l srael 147, 237. 72. 166 |aka i of . i 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
2.54.128.223  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TQP Invalid ' i ssi
79.180. 200. 197 |israel 147, 237.72. 166 |aka i of i 9 =g Inval i d segnent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
84.94.22.199 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 69
82.80.192.100 I srael 147.237.72. 167 i shuri maka. i df . i | | /00 M Of the Same Response Code (404) in Session from Bock |56
82. 80. 192. 100
46.19. 85.11 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 47
176.13.4.178 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 39
2.54.37.66 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 35
84.94.22.199 [ srael 147.237.0.19 |madi matal .idf.il |00 MY of the Same Response Code (404) in Session from Bock  [25
84.94. 22. 199
2.52.8.154 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Whauthorized LRL Access from 2. 52. 8. 154 B ock 15
46.19. 86. 172 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 15
80.246.136.32 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 6
199. 203.179. 99 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 5
84.95.84.211 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 4
107.167.99. 167 |Lhited Sates |147. 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw idf.il/anan B ock 4
212.199.224.24 |lIsrael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unhauthorized URL Access from 212.199. 224. 24 B ock 4
80. 246. 139. 148 |[Israel 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
37.26.147.169 |lsrael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/894-ar Bl ock 2
52. 33. 66. 29 Lhited Sates [147. 237. 77. 216 [dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 52. 33. 66. 29 B ock 2
176.13.11. 48 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
23.228. 68. 62 Uhited Sates |147.237. 77. 216 |dover.idf . i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 2
204.13.200.200 [United Sates [147. 237. 77. 216 |dover . i of .i | D stri utec llf;;_t;;’éisg?ﬂeﬁvi‘f?ssp;” Bock |2
109. 253. 158. 161l sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock
54.194.245. 152 |irel and 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock
176.13.10. 101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
91. 146. 104. 247 zint:gom 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 1
50. 31. 26. 42 Lhited Sates [147.237. 77. 170 [n@ar achot . i df . i | Uhaut hori zed LRL Access to maarachot.idf.il/xnrpc. php B ock 1
150.70.173. 54 |Japan 147.237.76.42 [refuah.idf il ﬂ?u;g;r;éetl(;g:éréglcgsiser:toscri pts/jquery/jquery-1.4.2.mn.js Bl ock !
2.54.51.72 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
208.184.112. 74 [United Sates [147. 237. 77. 216 |dover . i df .i | b stri buted lLf:;_tggggfﬂe%ﬁ‘ffsp;” Bock |1
46. 19. 86. 129 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 253. 193. 255|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
107.178.194.79 |United States [147. 237. 77. 216 |dover . i df . | D stri buted 1T§;f;§ggg?ﬁ;:avicrc_fssp;” Bock |1
62.219.228.13  |Israel 147.237.76.42 |refuah.idf.il el et norized ;%aﬁcg‘z;i on Bock |1
176.13.22.199 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.54.186. 25 I srael 147.237.0.19 |nadimatal .idf.il ?‘:LtrTi]pzlleS:u'lgg ggh/w fuidth Lhi code Encoding on LR/ Par anet er (+) B ock 1
84.111. 48. 34 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.12. 137. 115 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
46. 19. 86. 255 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il/main/ gi yus/ B ock
141.212.122. 80 |[wnited Sates |147. 237. 76. 39 ImeI le.neitav.idf.i Mal formed URL proxytest. znap. i o: 80 B ock 1
2.52.190. 111 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
82.80.192.100 |[Israel 147.237.72. 167 i shuri maka. i df .i| |Too Many 404: Response Code per Session B ock 1
212.199. 224. 24 |israel 147.237.77. 176 |nat pash. i df . i | m“é:;;ti_zifﬁ _ %ﬁsfg;etsjr ;g‘;/ {11 es/ 5/ 1535, prg Bock |1
Unknown Par anet er
46.19.86.2 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP! aceHol der $quest i onUpdat €0 i n None 1
wwv aka. i df . i |/ nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx
109. 160. 160. 181|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for www aka. i df.il/main/ sachar/ mas. aspx B ock 1
79.177.137.238 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
197.32.242. 234 |Egypt 147.237.77.216|dover. i df . i | D stributed Waut hori zed URL Access on ww i df .il/xnrpc. php Bl ock 1
54.194.245. 152 |ireland 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
37.142. 68. 57 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
103. 14. 202. 124 |Austraia 147.237.77. 216 |dover. i df . il Dstributed PHP At enpt Bl ock 1
50.87.119.203 |[lhited Sates |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 1
150. 70. 173.59  |Japan 147.237.76.42 |refuah.idf.il ﬂ?_u;;%'e_zi;sﬁg z|e .S :mts(();ri pts/clientscripts.js B ock 1
2.54.128.223 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/val tam B ock 1
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