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|Top Attackers | n DDoS- Def ence |

12-22-2015-10:04:02 to 12-22-2015-11:04:02

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3342
63.141. 217. 231 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
183. 60. 48. 25 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under Attack Con_Tcp drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 2
222.44.214. 66 Chi na 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
222.44.214. 66 Chi na 147.237. 76. 39 nobile.neitav.idf.il |B ock Up Al _Nets drop 1
222.220. 43. 216 Chi na 147. 237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al _Nets dr op 1
87.97.125. 74 Hungary 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
222.220. 43. 216 Chi na 147.237.76. 148 gocenter. aka.idf.il B ock Wp Al Nets drop 1

88. 253. 26. 242 Tur key 147.237.76. 176 test.ncore.idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

188. 165. 15. 191 France 147. 237.77. 226 vy, chanat z. aka. i df . i | 228: HITP. AwrefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
169. 54. 244. 84 147.237.77. 205 Net her | ands prishaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
85. 130. 188. 115 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
169. 54. 244. 84 147. 237.76. 34 Net her | ands yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
71.6.135. 131 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
169. 54. 244. 84 147. 237.0. 35 Net her | ands akaws. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
62. 128. 45, 222 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
169. 54. 244. 78 147.237.76. 30 Net her | ands hi nush. i df il ET SCAN Potential VNC Scan 5800- 5820 1
46. 19. 85. 253 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
169. 54. 244. 78 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1
37.26.147. 241 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover . idf.il portscan: TCP D stributed Portscan 1
212. 235. 53. 239 147.237. 72. 166 I srael aka idf.il portscan: TP D stributed Portscan 1
166. 63. 122. 229 147.237.77.178 Lhited Sates e. nat pash. i df . i | ET SCAN NVAP -f -sS 1
182. 75. 6. 126 147. 237.76. 177 Indi a ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 186. 120. 213 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
169. 54. 244. 84 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
92.222.242. 108 147. 237.77. 227 France e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 244. 84 147. 237. 77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
71.6.135. 131 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
169. 54. 244. 84 147.237.8. 27 Net her | ands e.nadimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 78. 69 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
169. 54. 244. 78 147. 237. 76. 202 Net her | ands ehaagidf.il ET SCAN Potential VNC Scan 5800- 5820 1
46. 19. 86. 161 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
169. 54. 244. 78 147. 237.72. 167 Net her | ands ishurimaka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
37.142.229. 214 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
169. 54. 244. 78 147. 237. 0. 200 Net her | ands . i of . i | ET SCAN Potential VNC Scan 5800- 5820 1
2.54.20.193 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
166. 63. 122. 229 147.237.77.178 Lhited Sates e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
134.213.133. 4 147.237.77. 74 Uni ted Ki ngdom lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
181. 103. 240. 157 147.237.77. 216 Argentina dover.idf.il portscan: TCQP D stributed Portscan 1
92.222.242.108 147.237.77. 234 France hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

212.179. 243. 45 |Israel 147.237.76. 200 |eitan. aka.idf.il Ret r ansni ssi on Packet dr opped. drop 51
109. 64.1. 13 | srael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 191 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 31
46. 19. 86. 229 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber moni t or 17
66. 249. 81. 218 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 15
66. 249. 81. 212 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber alert 14
194.56.215.66 |lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber aert 12
194.56.215.66  |Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 127 | srael 147.237.72. 167 |ishurimaka. i df .i|[Bad TCP sequence Invalid ACK nunber noni t or 12
37.26.148.203 [ srael 147. 237. 77. 216 |dover i df . i Bad TOP sequence mﬁﬁ]fs;: reansm't wehdifferent | oonitor |11
46.19. 85. 174 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 10
46.19. 85.81 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
46. 19. 86. 96 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 86. 145 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or
46.121. 45. 2 I srael 147, 237.72. 167 |i shuri maka i o || S2M NG Engine: TCP Inval id - finval i d segnent retransnissi on drop 8
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
2.54.147.59  [israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence Smae el reansm wehdifferent |oonitor |7
46.19. 85.78 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.147.59 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46.19. 85. 251 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
2.54. 147.59 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.147.59 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 7
46.19. 85. 178 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 86. 193 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46.19.86.118  |israel 147, 237.72. 167 |i shuri maka i o || S2M NG Engine: TCP Inval id - finval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.3 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 191 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 210 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
89.138.176.235 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
188. 120. 148. 232|l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 180 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 191 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert 5
176. 12. 146. 4 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 117. 3. 254 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
82.196. 42. 196 E?ir:;gom 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 4
46. 19. 86. 64 I 'srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 4
63.141.217.231 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 239 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 4
109. 253. 135. 201 |I srael 147, 237.76. 200 [ei tan aka i o 1 | €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
180. 183.6.209 |Thail and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
217.194. 194. 104|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 4
46.19.85. 72 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
176.12. 146. 4 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 4
193. 43. 246. 250 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
199. 30. 16. 184 |Uhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 25
37.26.147.136 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 24
46.19. 86. 172 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
46. 19. 86. 155 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
212.199. 112. 144l srael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to wwwn aka. i df . i |/ $$$&287%%% B ock 8
. - Unaut hori zed Met hod PCST for
37.26.149.153 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 7
176.13.19. 69 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.142.68.102 [israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
46. 19. 86. 31 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
- ; Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | v cogat i i /i p_storagel il es/ O/ si 7e220x0/ 3410. | p. sr¢ B ock 3
207.46.13.1 Lhited Sates 147.237.77.216|dover.idf .l D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
109. 66. 147. 153 |Israel 147.237.77. 176 [mat pash. i of . i1 [ram®er Type Molation search in B ock 2
wanw cogat . i df . i | / 1035- he/ cogat . aspx
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[Lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
217.164.217. 96 ;"ﬁ:rt:tde:(ab 147.237.77. 176 [mat pash. i df . i | Uhaut hori zed LR. Access to www cogat . idf . il/894-ar B ock 2
176.12.151.57 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 205 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
; ; . D stributed Lhaut horized URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
37.26.147.190 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . D stributed Unaut hori zed URL Access on
109. 66. 132. 13 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
77.247.181.162 |Netherl ands 147.237.77. 216 |dover.idf.i |l Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
196.22.142. 216 |South Arica 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
. - . [Uhknown Paraneter | in
178. 255. 215. 87 |France 147.237. 76. 147 |chi nuch. aka. i df . i Wi chi nuch. aka. i i 1/t enpl at es/ sendt of ri end/ send of ri end. aspx None 1
2.54.142. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
84.229.131.191 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
50.87.248.143 [lLnited Sates 147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on v i df . i|/xmrpc. php B ock 1
173.252.73.112 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
80. 246. 137. 117 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |nited Sates 147.237.77.216|dover . i df . i Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79 180. 203. 149 |1 srael 147. 237.72. 166 |aka. i df . i | Unknown ‘Pare‘arret er ct1 00%ct | 00$_cpthu n$cphSachar $ct |1 37 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
198. 154. 225. 251 |Uhited Sates 147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on v i df . i|/xmrpc. php B ock 1
46.19. 85. 45 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
- ; . SS. Lhtraceabl e Gonnection - Protocol violation
122.3.142.91 Fhi | i ppi nes 147.237.77. 216 |dover.idf.il (SSL OONN GLI ENT FELLO) None 1
70.39.151.172 [lnited Sates 147.237.77. 170 |maarachot . i df . i | |Dstributed PP Attenpt B ock 1
185. 32.179. 183 |Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
. . . Unknown Paraneter anp;rnd in
10. 162. 90. 64 147.237.76.30 |hinush.idf.il wiw chi nush. atal .1 df .| /shar ed/ aj ax/ cr eat ecapt chai nage. aspx None 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.52.40. 115 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213. 190. 100. 236]l cel and 147.237.77.74 |lawidf.il D stributed Unauthori zed LRL Access on v | aw i df.il/xmrpc. php B ock 1
50. 62. 176. 14 Lhited Sates 147.237.77.216|dover . i df . i Dstributed Lhaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 1
176.13. 11. 57 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
151.80.101. 138 |Italy 147.237.77. 176 [mat pash. i df . i | wan cogat . i df il /sip storagelfil es/ 8/ 3688. pdf </ span></ p> Sl 1
79.183.101. 136 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/8/ B ock 1
79.177.222.86 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
196.22.142. 216 |South Africa 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
66. 102. 8. 238 Lhited Sates 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wwidf.il/english/) B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il w i df . i |/ tenpl at es/ sendt of ri end/ kkkkkkk=1daa96abkkkkkkk_1daa9 B ock 1
6ab
2.54.158. 81 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . Paraneter Read Qhly Molation in
85. 250. 203. 79 |Israel 147.237.72. 166 |aka. i df . i | ww aka i of i |/ rai 1V sachar/ egi strati onvi zardi regi ster . aspx None 1
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
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