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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country

|Target Address|Site Signature Device Action|Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3437
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3269
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 111
46. 39. 226. 69 Russi an Federation 147.237.76. 202 e halag.idf.il |Bock Udp All Nets drop 3
82.213. 16. 130 Pal estinian Territory, Qcupi eql147.237.77.216 dover.idf.il SYN H ood out of context drop 2
71.6.167. 142 Lhited Sates 147.237.76. 197 e hinush.idf.il|B ock Udp All Nets drop 1

31. 223. 85. 47 Tur key 147.237.76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1

31. 223. 85. 47 Tur key 147.237.76. 201 e.atal.idf.il |Bock Wp All Nets drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
38.229.1.13 Lhited Sates 147.237.76. 201 e.ata.idf.il |Bock Np Al Net dr op 1

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry Signature

23.96.213. 135 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 104. 41. 54 147. 237. 76. 147 Mol dova, Republic of chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
172. 245. 11. 57 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
166. 63. 122. 229 147. 237.72. 217 Lhited Sates e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 165. 215 147. 237. 76. 200 Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
95. 86. 107. 138 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
94. 102. 48. 195 147. 237.77. 235 Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
213.57.241. 156 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
85. 130. 216. 49 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193.104. 41. 54 147. 237. 76. 202 Ml dova, Republic of e halag.idf.il ET SCAN Potential SSH Scan 1
77.126. 100. 202 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
193. 104. 41. 54 147.237.76. 176 Ml dova, Republic of test.ncore.idf.il ET SCAN Potential SSH Scan 1
193. 104. 41. 54 147. 237. 76. 42 Ml dova, Republic of refuah.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP Distributed Portscan 1
149. 88. 87. 247 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
125. 65. 165. 215 147. 237. 76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147. 237.77. 243 Net her | ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 141. 242 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
80. 246. 136. 3 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
193. 104. 41. 54 147.237.76. 177 Ml dova, Republic of ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .| drop SAMrule drop 36
89.138.176. 235 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
Sreanming Engine: TCP Invalid i i ssi
79.179. 178. 250 |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. drop 21
Ret r ansn ssi on Packet dropped.
46. 19. 85. 246 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nvalid ACK nunber moni tor |20
46. 19. 85. 150 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence I'nval i d AGK nunber nonitor |17
79.177.30.174 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 16
66.249.81.218 |Wnited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber moni tor |15
66.249.81.218 [United Sates [147. 237. 77. 216 |dover.i . i dr op thexpect ed post SYN packet - RST|, 15
or SYN expect ed
66.249.81.212 |lLhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
66.249.81.212 [United Qates [147. 237. 77. 216 |dover. i df . i drop thexpect ed post SYN packet - RST|, 14
or SYN expect ed
46. 19. 86. 18 I srael 147.237.76.30 |himush.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |13
46.19. 85. 146 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber aert 12
46. 19. 85. 146 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |12
reamng Engi ne: TCP Invali i i ssi
79.176.61.147 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 12
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
199.30.25.197 |Wited Sates |147. 237. 7. 234 |nal ag. i o . i 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.
46. 19. 86. 82 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
’ . . SYNVACK retransmt with different .
24.237.158.10 |lhited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 10
79.181.70.8 I srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |10
212.199. 239. 45 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or
91.200.12.136 |Wkraine 147.237.72. 166 |aka. i df . il drop SAMrul e drop
91.200.12. 136 |Ukraine 147. 237. 77. 226 "w"‘ chamatz. aka. df |y SAMrule drop 8
91.200.12.136 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrule drop
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 86. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TQP Invalid i i ssi
212.199.10. 120 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 82 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 85. 99 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber aert
Sreamng Engine: TP Invalid i i ssi
2.54.12.87 I srael 147.237.72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
31.168. 221. 125 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 85. 25 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber aert
Sreamng Engine: TP Invalid i i ssi
109. 253. 135. 201 |I srael 147. 237.76. 200 |ei tan. aka.i of . il 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 147 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |6
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 6
62.0.207.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 97 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AGK nunber monitor |6
46. 19. 86. 28 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |5
147. 236. 38. 168 | srael 147.237.77. 226 "“i"‘l"“ha”atz'aka"df dr op First packet isn't SWN drop 5
46. 19. 86. 133 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 85. 254 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 5
46. 19. 85. 254 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber moni tor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 33 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
91.200.12. 143 |Ukraine 147.237.72. 166 |aka. i df .il drop SAMrule drop 4
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
91.200.12.143  [Ukraine 147.237.77. 226 | "} chanat z. aka. 1df 14 op SAVrule drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 129. 220|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 139
109. 253. 135. 201 |I srael 147.237.76.200 |ei tan. aka. i df . i | Igg."gng_ ffsst gzlsama Response Cbde (404) in Session from Bl ock 90
109. 253. 129. 2201 srael 147.237.0.19 |nadimatal .idf.il Iggl'gg' ffzgt. ';ezosane Response (bde (404) in Session from Bl ock 79
176.13. 4. 50 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 49
176.13. 4. 37 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 42
176.12. 147. 185 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 23
109. 253. 129. 220 sr ael 147.237.0.19 |nadimatal .idf.il Igg.'gg ffzgt. gezos,ama Response Cbde (403) in Session from B ock 22
176.12.149. 223 |Israel 147.237.77. 243 |mobi L e. i of i1 [P AT %Tﬁ’?;;ﬂ;ﬂlﬂ;;%ﬁsﬁzmd n Bock [0
176.228.8.251 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 5
79.179.183.139 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 79.179. 183. 139 B ock 4
176.228.8.251 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip _storage/files/4/ Bl ock 3
176.13. 4. 178 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.12. 247 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 4. 230 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
212.143.103. 199l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
46.121.229.29 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. idf.il/sip storagel/files/5/ B ock 3
176. 12. 140. 145 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.52.46.75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 2
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m“tngs;' e R e 0 navy. aspx. aspX Hock |2
79.183.50.188 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
79.179.183.139 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/ gi yus/ B ock
204.13.200.200 |Uited Sates |147.237.77. 216 [dover. i df .i e 1) 1155, 25650 el dover. aue Bock |2
81.218.241.26 |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 81.218. 241. 26 B ock 2
79. 180. 145. 207 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
2.54.186. 198 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
141.212.122. 129|thited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to /X B ock 1
74.208.105.30 [lnited Sates |147.237.77.74 [lawidf.il eMai | Hoardi ng B ock 1
199. 16. 156. 124 |Lhited Sates [147.237.77.216|dover. i df . il mult (rj}olri'lzl‘l? pt_'zt‘o':;;;sfsi Itgs/ 6/ i 2622000 17765 pa Bl ock 1
66.249.78.234 I srael 147.237.72.166 |aka. i df . i | 1D4§t rzgk;‘_“g' 1%1.)"’;“;}0[:; ;efu;geﬁgfgf_saggx B ock 1
107.178.194.83 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri but oc 1?;;}:2&;;?&%&?21;” Bl ock 1
46.166.186. 208 |Netherlands  [147.237.77. 216 |dover . i df . i | D stri uted lT;;f;gzgi?ﬂeﬁvﬁc_ispﬁn Bl ock 1
176.13.10.206 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
82.102.136.65 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css B ock 1
207.46.13.1 Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/e/ public/onclick/ B ock 1
46. 19. 85. 94 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
196. 22.142. 216 |South Africa [147.237.77.74 |lawidf.il PHP Att enpt B ock 1
91.231.193. 150 |Israel 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
66.249. 64.233 |Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wawidf.il/error. htm B ock 1
176.13.15.160 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
Unknown HTTP Request Met hod
46. 19. 85. 209 I srael 147.237.77.216|dover.i df .i | pk_i d. 20. 8af c=6dc462e88chdde35. 1447868799. 1. 1447868800. 1447868 |B ock 1
799. in URL
5.29.76. 244 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar/faq. aspx B ock
149. 88.113. 190 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
74.208.105.30 |nited Sates |147.237.77.176|matpash.idf.il |Enail collector robots 14 Bl ock 1
204.13.200.200 |Uited Sates |147.237.77. 216 [dover. i df .i e 1) 1155, 2461 el dover. aue Bock |1
66.249.81.212 I srael 147.237.77. 216 |dover . i df . i | Vﬁ{:;ﬁ‘;ve /F.'b.c;ti nig;i‘;tsf];’ e cal ender/ prev but. g { Bl ock 1
185.32.179.45 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
107.178.194.87 |Uiited Sates [147.237.77.216 |dover. i df.il D stri but e lT;;_t;gzgi_eﬁeﬁwﬁc_ispzn Bock |1
82.102.136.67 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
62. 0. 102. 190 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 62.0.102. 190 Bl ock 1
208.184.112.74 |United Sates |147.237.77.216|dover. i df .il D stri but ec lffgfggzgfﬂeﬁﬁfzsp;” Bock |1
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