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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3267
113.128.147. 21 Chi na 147.237.76. 38 e.eneitav.idf.il ock_Udp All _Nets drop 4

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

115. 239. 228. 10 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack Con Htp drop 2

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

220. 208. 49. 66 Japan 147.237. 76. 38 eeneitav.idf.il |Bock Wdp Al Nets drop 1

61. 24. 220. 110 Japan 147.237. 76. 38 e.eneitav.idf.il ock Wp Al _Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 31 nakchal .idf.il ock_Udp All _Nets drop 1

140. 224. 63. 138 Chi na 147.237. 76. 38 eeneitav.idf.il |Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address ‘Oountry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 81. 239 |147.237.72. 167 [Lhited Sates |ishurimaka. idf.i|ET SCAN NVAP -sA (2) 2
195.22.126.20 |(147.237.0.34 |Poland tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 61. 109. 189 [147.237.0.35 |Chi na akaws. i df . il ET SCAN NVAP -sS wi ndow 1024 1
134.213.133.4 |147.237.72.217 z'ntgegom eidf.il ET SCAN NVAP -sS wi ndow 4096 1
134.213.133.4 |147.237.72. 217| " t&d eidf.il ET SCAN NVAP -f -sS 1
Ki ngdom
94.159. 177. 30 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 208 |147.237. 72. 217 eidf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 162 [147. 237.0. 200 |Chi na mdu. i df il ET SCAN Potential SSH Scan 1
134.213.133.4 |147.237.72.217 z'ntgegom eidf.il ET SCAN NVAP -sS wi ndow 2048 1
101, 108. 189. 19 1147 237 0.35  |Thai 1 and akavs. i f il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T Y Potential Scan or Brute Force
. L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential
211. 140. 232. 91 [147. 237.0. 200 |Chi na mdu.idf.il . 1
Scan or Infection
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
46.19.85.171 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 21
109. 253. 193. 39 | srael 147.237.76.31 |rakehal. o i1 | SAM NG Engi ne: TGP Inval id nvalid segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dr opped.
46.19.85.171  |israel 147.237. 72, 166 |akaicr.i1 | 2" €M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 98 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85.43 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 120. 167. 202 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 6
46. 19. 86. 88 | srael 147.237.76.30 |himsh.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 5
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 5
46.19. 85.21 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 207 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
84.228.62.213 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 207 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber aert 4
2.54.46.52 I'sr ael 147. 237 77. 243 |t 1 e, o 11 | €AM NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
46.19.85.21 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5.22.131.93 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
77.127.240. 154 | srael 147.237.72. 166 |aka ich. i1 | SAMNg Engi ne: TGP Inval id nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
109. 65. 218. 193 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
207.46.13.152 |Uited Sates |147.237. 77 243|mobiteiar.i1 |2 €M N9 Engine: TP Invalid nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
5.22.134. 109 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
192.0.81. 57 Lhited Sates [147.237.77.216|dover.idf.il [Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
109. 66. 39. 207 |1 srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
50. 18. 94. 121 Lhited Sates |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
31.168. 164. 126 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 86. 88 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
2.54.32.31 I 'srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 2
192. 0. 80. 167 Lhited Sates |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
46.120.91. 125 [l srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 2
46. 19. 86. 36 I 'srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.32.31 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 175 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 2
46.19. 85.21 I 'srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
213.57.203.53 |lsrael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
208.115.113.89 |lhited Sates |[147.237.72.166 |aka. idf.il drop SAMrul e drop 2
2.54.32.31 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2
46. 19. 85. 21 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 1
216.218.206.70 |Lhited Sates [147.237.8.24 |e.lifestyle.idf|Geo-1 ocation enfor cement Geo-1 ocati on i nbound enf orcenent  |drop 1
31.168. 164. 126 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber aert 1
208.115.113.89 |Wited Sates |147.237.76.31 |nakchal.idf.il |dr op SAMrule drop 1
2.52.181.90 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d AGK nunber noni t or 1
185.32.179.111 |l srael 147.237.72.166 |akaidf.il  |Bad TCP sequence mﬁsgfnsmt wthdifferent | onitor |1
46. 19. 85. 149 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
141. 212. 122. 143|United Sates |147.237.0.200 |rdu.idf.il Geo-1 ocati on enf or cement Geo-| ocati on inbound enforcenent  |drop 1
45. 33. 61. 138 147.237.76.86 |[navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 1
82. 80. 210. 133 |l srael 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
212.235.98.139 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 157 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 7
82.81.2. 165 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for www aka. i df .il/ Bl ock
] . . D stributed Lhaut hori zed URL Access on
199. 16. 156. 124 |Wited Sates |147.237.77.216|dover.idf.il vawei i 1/si p storagelfiles/ 5/ si ze220x0/ 17765 | pg B ock 4
81.218.241.26 |[lIsrael 147.237.77.216|dover. i df.i |l Mil tipl e Unauthori zed URL Access from 81.218. 241. 26 Bl ock 4
. . . Unaut hori zed URL Access to
176.13.8. 151 I srael 147.237.77.243|nobi l e.idf . il nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 3
46. 19. 85. 142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
m ny- kosher -kravi . i d _ .
46.117. 164. 60 | srael 147.237.0. 17 fil Miltiple Il1egal Paraneter Encoding from46.117. 164. 60 None 3
2.54. 46.52 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 3
. . Mul tipl e Whaut hori zed Method for Known URL from
79.179.183. 139 |lIsrael 147.237.72. 166 |aka. i df . i | 29. 179. 183, 139 B ock 3
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |[hited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
79.181.151.54 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None
207.46.13.1 Uhited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt Bl ock
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
199. 59. 148. 210 |lhited Sates |147.237.77.216|dover.idf.il Wi df i1/ p storage/ files/ 5/ si ze220x0/ 17765, | pg B ock 2
m ny- kosher-kravi . id _ ,
109. 253. 215. 76 |l srael 147.237.0. 17 £l DOstributed I11egal Paraneter Encodi ng None 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 2
. . Unaut hori zed Method CPTI ONS for
84.94.38. 200 I srael 147.237.72.166 [aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2
66.249. 64.235 |l srael 147.237.77. 216 |dover.i df .|l Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
37.26.148.164 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
110. 168. 186. 130|Thai | and 147.237.77.216|dover.idf .il eMi | Hoar di ng Bl ock 1
84.109. 69. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
207.46.13. 1 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/incl ude/ vdi ngck. php B ock 1
199.30.25. 146 |Uhited Sates |147.237.72.166|aka. i df.i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.179.183.139 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df i/ mai n/ sachar/ B ock 1
; ] . D stributed Lhaut horized URL Access on
158.130.0.242 |[lhited Sates |147.237.77.216|dover.idf il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
m ny- kosher - kravi .id i i
46.117.164.60 |lsrael 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
f.il mny- kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
2.54.25.242 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
213. 8. 245. 50 I srael 147.237.77.216|dover.i df .l v i df i1 /i nages/ 1. he sear chback. png B ock 1
109. 67.57.217 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 65. 80 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. ht m B ock 1
176. 13. 8. 158 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
119. 94.188.203 |Pilippines |147.237.77.216|dover.idf.i | Dstributed PHP Attenpt B ock 1
89. 138. 209. 209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
207. 46.13. 65 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
’ . . Unhaut hori zed URL Access to
199. 59. 148. 209 |lhited Sates |147.237.77.216|dover.idf.il Wi df i 1/i p storagel il es/ 5/ si ze220x0/ 17765, | pg B ock 1
176.12.139. 77  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
2.54.34. 200 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
213.151.35.216 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . DO stributed Unaut hori zed URL Access on
109. 163.234.9  [Ronani a 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
- - Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ nai n/ nai n. asp B ock 1
119. 94. 188. 203 |Pilippines |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to wwidf.il/xnrpc. php Bl ock 1
46.19. 86. 134 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
207. 46. 13. 80 Lhited Sates |147.237.72.166|aka. i df.i | Unhknown Parangter </script in wawaka. idf.il/ishurimnain/url None 1
79.183.106.80 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.120. 167. 202 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
176. 13.5. 170 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.43. 201 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
82.81.2.165 I srael 147.237.72.166|aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/sip_storage/files/ 1/ B ock 1
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