12-22-2015-06:04:07 to 12-22-2015-07:04:07

1"PT SwNn Q.
Ov IDF Under Attack
www.gov.il Da.||y Report

[Top Targets |
2, 400+"
1, 800" M dover.idf.il
7 M aka.idf.il
1, 200" M navy.idf.il
M refuah.idf.il
Number -,. M nat pash.idf.il
Att(zlcks °00 M hal ag.idf.il
[Matal.idf.il
M obile.idf.il
tikshuv.idf.il
M ggcenter. aka. i df . i

Top Tar get

[Top Attackers |

2, 4007

B 167. 114. 156. 16
41.33.231. 90
I 66. 249. 75. 201

1, 200-

109. 65. 152. 244
N r(;ber | W 195. 34. 150. 18
Attacks 600 M 86.59. 114. 184

1 204. 13. 200. 200
W 184. 105. 247. 203

A AR |07
N O

X R % o > o, 197. 157. 244. 243
R G A N =
Ne SV RN G A% A >
. N Vv Q-+ Vv
™ X . v
N o) O)Q ¢ X > A
NY v P i ,\9'\

Top Attackers



12-22-2015-06:04:07 to 12-22-2015-07:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3483

204. 42. 253. 130 Lhited Sates 147.237.76. 86 navy.idf.il ock_Udp All _Nets dr op 2

112. 6. 209. 207 Chi na 147.237. 76. 148 gocenter. aka.idf.il Bl ock Udp Al Nets drop 1

112. 6. 209. 207 Chi na 147. 237.76. 196 e svivaidf.il Block Udp All Nets drop 1

198. 20. 69. 98 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

27.5.160. 123 India 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
86.59. 114. 184 147.237.77. 176 Austria nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
197. 157. 244. 243 147.237.76. 31 Somal i a nakchal .idf.il ET SCAN Potential SSH Scan 1
196. 12. 190. 13 147. 237. 8. 45 Ruerto R co eeitanidf.il ET SCAN NMAP -sS wi ndow 4096 1
178.20. 72. 19 147.237.0. 17 Italy mny- kosher -kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
166. 63. 122. 229 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147. 237.72. 217 France eidf.il ET SCAN NMAP -sS wi ndow 1024 1
202.95.141. 114 147. 237.76. 42 I ndonesi a refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
202. 95. 141. 114 147. 237.76. 42 I ndonesi a refuah.idf.il ET SCAN NVAP -f -sS 1
197. 157. 244. 243 147.237.77. 233 Sonal i a atal .idf.il ET SCAN Potential SSH Scan 1
197. 157. 244. 243 147.237.0. 34 Sonal i a tikshuv.idf.il ET SCAN Potential SSH Scan 1
196. 12. 190. 13 147. 237. 8. 45 Ruerto R co eeitanidf.il ET SCAN NMAP -sS wi ndow 3072 1
180. 97. 106. 162 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
166. 63. 122. 229 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
5. 39. 222. 253 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 95. 141. 114 147.237.76. 42 I ndonesi a refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
197. 157. 244. 243 147.237.77. 243 Sonal i a nobi |l e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66.249.75.201 |United Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid —invalid segnent retransnissi on drop 16
Ret r ansni ssi on Packet dropped.
109. 65. 152. 244 |l srael 147.237. 72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or
109. 65. 152. 244 | srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber alert
101.177.16.132 |Asstralia 147. 237. 77. 216 |dover . i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
46. 19. 86. 33 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.176.204.58 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  imvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.171 I srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber noni t or 3
79.176.212.10 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46.19.86.3 I'srael 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP InvalTd  fimalid segrent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
79.179. 126. 253 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
91.200.12. 143 |Uraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 2
66.249.66.39  |United Sates |147.237.77. 234 |nal ag.idf.il Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dropped.
91.200. 12. 143  |lkrai ne 147.237.76.30 |hinush.idf.il drop SAMrul e drop 2
66.249.75.209 |United Sates |147.237.76.86 |navy.idf.il Streanng Bngine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
201.51. 45. 85 Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 86. 246 | srael 147.237.77. 243 |nobile.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
149. 78. 145. 250 |[Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.6 Lhited Sates |147.237.76.201 e atal.idf.il Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
216.218. 206. 80 |[Lhited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound enf or cenent |dr op 1
184.105.139. 95 |Uhited Sates [147.237.72.217 |e.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
2.52.157.80 I srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvali d ACK nunber noni t or 1
85.64.166.191 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
216. 218. 206. 115|lhited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
46. 121. 96. 199 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 3. 146. 249 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
42.62.74.77 Chi na 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 1
178.20.72. 19 Italy 147.237.0.33  [idf.il drop drop 1
216.218. 206. 88 |[Lhited Sates |147.237.8.50 |e.tikshuv.idf.il |Geo-|ocation enforcement Geo-1 ocati on i nbound enf or cenent |dr op 1
46. 19. 86. 99 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 203|Lhited Sates |147.237.8.50 |e.tikshwv.idf.il |Geo-1ocati on enfor cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
5.22.134.81 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
137.116.71.170 |Uhited Sates [147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
85. 64. 185. 72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 1
218.22.211.69 |China 147.237.8.24 |elifestyle.idf.il|Geo-| ocation enforcenent Geo-1 ocati on i nbound enf or cenent |dr op 1
178.20.72.19 Italy 147.237.0.35 |akawvs.idf.il drop drop 1
104.37.3.69  |Wited Sates |147.237.77. 216 |dover.idf. il Header Rejection ?gjﬂitrej ection pattern found in - opior |1
216.218. 206. 88 |lhited Sates |147.237.76. 197 |e. hi nush.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop
184. 105. 247. 203|thited Sates |147.237.76.34 |yohal an.idf.il drop drop
46.19.86.120 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mﬁsrcireansm wehdifferent Jopnitor |1
5.102.254. 121 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
137.116.71.170 |Uhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
85. 64. 185. 72 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
196. 219. 224. 69 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
178.20.72.19 Italy 147.237.0.200 |rdu.idf.il Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
107.150.61. 10 |Lhited Sates [147.237.76.34 [yohalan.idf.il drop drop 1
216.218. 206. 107|lhited Sates |147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1




12-22-2015-06:04:07 to 12-22-2015-07:04:07

|Top Attackers In V\AF|

Attacker Address

A tacker

‘ Target Address |Site

Sgnature

Devi ce

‘Count

W cogat . i df . i |/ shar ed/ user cont r ol s/ header upper /

Country Action
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 2
86.59.114.184 |Austria 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 2
. . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i df i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
176.13. 8. 167 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.52.151. 145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
109. 65. 152. 244 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None 1
86.59.114. 184 |Austria 147.237.77. 176 [nat pash. i df . i | Mil tipl e Uauthorized LR Access from 86.59. 114. 184 B ock 1
. . D stributed Lhauthori zed URL Access on
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
: ] ] Unaut hori zed URL Access to
207.46.13.151 |wnited Sates |147.237.72.166 |aka.idf.il ww aka. i of i 1/i turi d asp/ ci spl ayal | sol i ders, asp B ock 1
157. 55. 39. 13 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter catid in aka.idf.il/main/snalinifag. aspx None 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Dstributed Lhauthorized URL Access on
77.247.181.165 |Netherlands  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 178. 255. 215. 87 Bl ock 1
46. 19. 86. 99 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css |B ock 1
109. 67. 18. 141 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
86.59. 114. 184 |Austria 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to v cogat.idf.il/xnirpc. php Bl ock 1
68.180.228.112 |[lhited Sates |147.237.77.216|dover.idf.il Ml tiple Unhauthorized URL Access from 68. 180. 228. 112 Bl ock 1
157. 55. 39. 51 Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 157.55. 39. 51 Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194. 79 |Wited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
80.74.100. 131 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
192. 114. 91. 233 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None
46. 19. 86. 204 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
_ m ny- kosher - kravi . id _
141. 212.122. 129|lhited Sates |147.237.0.17 £l Uhaut hori zed URL Access to /x B ock 1
87.68.64.116 | srael 147.237.72. 166 |aka. i df . i | tnknoun Paraneter VI EASTATEENCRYPTED i n None 1
wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to v idf.il/atal 1/izkor/viewtext.asp |B ock
157. 55. 39. 51 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawi i df . il /bundl es/ boot strap Bl ock
: . ] D stributed ULhauthorized URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
84.110.37.147 [israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
141.212. 122. 129|Wnited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /x Bl ock 1
104. 37. 3. 69 Lhited Sates |[147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
: ; ] Unaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8906- he/ r ef uah. aspx Bl ock 1
176.12. 151. 175 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Wited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
. . D stributed Lhauthorized URL Access on
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
155.94.222.12 |Uited Sates [147.237.77.74 (lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
104. 37. 3. 69 Lhited Sates |[147.237.77.216|dover.idf.il eMi | Hoar ding Bl ock 1
60.58.178.56  [lhited Sates |147.237.77. 176 |nat pash. i df . i | thaut hori zed URL Access to B ock 1
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