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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3352
27.109. 145. 190 Macau 147.237. 76. 147 chinuch. aka.idf.il ock_Udp All _Nets dr op 1

185. 35. 62. 220 S tzerl and 147.237.76. 199 e. nakchal .idf.il Bl ock Udp Al Nets drop 1

27.109. 145. 190 Macau 147.237.76. 148 gocenter.aka.idf.il Bl ock Udp Al Nets drop 1
122.209.17. 130 Japan 147.237.76.176 test.ncore.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 46 147.237.76.86 |Lhited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 186 |147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
59. 45, 79. 117 147.237. 77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
178.20.72. 19 147.237.0.19 |itay madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
169. 54.244.89 |147.237.8.24 |Netherlands elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.0.33 |Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.96.213.135 |147.237.77.205|lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 12. 180. 248 |147.237.76.30 |9 ngapore hi nush. i df . i 1 ET SCAN NMAP -sS w ndow 3072 1
116. 12. 180. 248 |147.237.76.30 |9 ngapore hi nush. i df . il ET SCAN NVAP -f -sS 1
200, 76. 187. 243 1147, 237 76.34 |Mexi co T ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 208  |147.237. 77. 243 nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 178 |Chi na e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
182. 75. 6. 126 147.237.8.28 |india e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
178.20. 72. 19 147.237.0.16 |[italy ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df . i | ET SCAN Potential SSH Scan 1
169. 1. 122. 52 147. 237. 0. 200 rdl. i of i | ET SCAN NMAP -sS wi ndow 3072 1
46.219.254.51  |147.237.77. 233 |krai ne aal.idf.il SERVER- WEBAPP admi n. php access 1
146.185.250.2  |147.237.77.212 ?éj:i;’}m e. dover.idf il ET SCAN Potential VNC Scan 5900- 5920 1
116. 12. 180. 248 |147.237.76.30 |S ngapore hi nush. i df . i | ET SCAN NVAP -sS w ndow 2048 1
112 252 297 1011147, 237. 76. 30 |chi na hirmsh i df i | ET SI)AN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237.77. 227 |Chi na e. hanaz. i df .i ET SCAN Potential SSH Scan 1
185.130.5.208 |147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 36
Sreamng Engine: TP Invalid i i ssi
66.249.66.39  |United Sates |147.237.77.234|nal ag.idf.il 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
64.41.200.101 |lhited Sates [147.237.76. 147 |chinuch. aka.idf.il drop SAMrul e drop
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
89.138.76.100 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
Sreanming Engine: TCP Invalid i i Ssi
2.52.51.32 I sr ael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i sSi
66.249.79.121 |wited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 2
Sreaming Engine: TCP Invalid i i ssi
157.55.39. 253 |Whited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
207.46.13.24  |Wited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
89.138.76.100 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 2
Sreanming Engine: TCP Invalid i i Ssi
40.77.167.7 Lhited Sates [147.237.76.200|eitan. aka idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransnm ssi on Packet dropped.
73.186.169.19 |lLhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |1
192.118.60. 69 |lsrael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
89.248.167. 162 |Netherlands |[147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
208.115.113.89 |lLnited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 1
139. 196. 104. 39 |Chi na 147.237.77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
84.109.99.13  [Israel 147.237.77. 226 | "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number moni tor |1
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 1
208.115.113.89 |United Sates [147.237.77.216|dover.idf.il drop SAMrul e drop 1
85. 65. 6. 28 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber nonitor |1
5.22.131.123 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
208.115.113.89 [tnited States [147.237.77.226| 1" chanatz. aka. tdf |4 o SAMrule drop 1
208.115.113.89 |Lnited Sates [147.237.72. 166 |aka.idf.il drop SAMrul e drop 1
137.116.71. 170 |[Whited Sates [147.237.8.27 |enadimatal.idf.il |Geo-1ocati on enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206. 72 |tited Sates |147.237.77.178|e natpash.idf.il Geo- | ocati on enf or cenent i?olr ggﬁ;'mo”  nbound drop 1
184. 105. 247. 224 (Ui ted Sates |147.237.77. 121 |e. navy.idf il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
208.115.113.89 |tnited Sates [147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
139. 196. 104. 39 |oni na 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site S gnature Acti on ‘Count
87.69.137.187 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None
46.219. 254.51 |Wkraine 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock
46.219. 254. 51 |kraine 147.237.77.233|atal .idf .il PHP At t enpt B ock
) . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |Whited Sates [147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 2
: . . O stributed Uhaut hori zed URL Access on
204. 13. 200. 200 |Lhited Sates [147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
181. 64. 159. 131 |Peru 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 2
m ny- kosher - kr avi . i ' i
84. 228. 144. 192 | srael 147. 237. 0. 17 rry Paranet er Type \/1 QI at ion ct | 00$Cont en_tF"IaceI—bI_dgr 1$t xt AreaRenarks in B ock 2
af.il mny-kosher-kravi.idf.il/tenpl ates/trai ning/trai ni ng. aspx
46.219. 254. 51 |krai ne 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 46. 219. 254, 51 B ock 2
46.219. 254. 51 |kraine 147.237.77.233|atal .idf.il Mil tiple Unauthorized LR Access from 46.219. 254. 51 B ock 2
66. 249. 64. 239 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
207.46.13.6 Lhited Sates|147.237.77. 216 |dover.idf . il D stributed Lhaut hori zed URL Access on waww idf.il/error.htm B ock 1
m ny- kosher - kr avi . i , .
176. 13. 4. 187 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.13. 4. 187 None 1
; - . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates[147.237.77.176 |mat pash. i df . i | vaw cogat . i df . i 1/ 901- ar/ cogat . aspx B ock 1
37.26.149. 143 |lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
195. 154. 168. 82 |France 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.i|/wp-1ogin. php B ock 1
66.249.66.21 |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237. 76. 31/ 938- he/ nakhal . aspx B ock 1
46.219. 254. 51 |lkraine 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
: . . O stributed Uhaut hori zed URL Access on
208.184.112. 74 |Lhited Sates [147.237.77. 216 |dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
176.13.8.50 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
79.176.63.188 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.219. 254. 51 |kraine 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
46.219. 254. 51 |krai ne 147.237.72. 166 |aka. i df . i | Adm n Bl ocki ng B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df . il Il1egal HITP \ersion HITH B ock 1
} . . O stributed Uhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates [147. 237. 77. 216 |dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.66.24 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed UR. Access to 147.237.76.31/robots. txt B ock
216. 218. 206. 66 |Lhited Sates |147. 237. 77. 216 |dover . i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
46.219. 254. 51 |krai ne 147.237.77.233|atal .idf.il Adnin Bl ocki ng B ock 1
. . Uhaut hori zed URL Access to
178.255. 215. 87 | France 147.237.77. 216 [dover . i df . i | www, i df . i |/ 1133- 19278- he/ kkkkkkk=2aa22d8bkkkkkkk 2aa22dsb |2 O !
m ny- kosher - kravi . i i EVENTV/ i
84. 228. 144. 192 |I srael 147.237.0.17 y Paraneter Type Molation | ALIDATON TN B ock 1
af.il mny-kosher-kravi.idf.il/tenpl ates/traini ng/trai ni ng. aspx
: ] . O stributed Uhaut hori zed URL Access on
65.52. 150. 162 |lhited Sates |147. 237.77. 216 (dover.i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
46.219. 254. 51 |kraine 147.237.72. 166 [aka. i df . i | Ml tiple Admin B ocking from 46.219. 254. 51 B ock 1
) . . DO stributed Whaut hori zed URL Access on
107.178. 194. 87 |Whited Sates [147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 178 |l srael 147.237.76.31 |nakchal .idf.il nakhal i of . i 1/t enpl at es/ shar ed/ user cont rol s/ header pper / Bl ock 1
46.219. 254. 51 |krai ne 147.237.77.233|atal .idf.il Mil tiple Admin B ocking from46.219. 254, 51 B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
} . . O stributed Uhaut hori zed URL Access on
204.13. 200. 200 [Wited Sates [147. 237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
m ny- kosher - kr avi . i j i
176.13.4.187 |Israel 147.237.0. 17 my llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi . i df.il/ajax/ creat ecapt chai nage. aspx
. . Uhaut hori zed URL Access to
66. 249. 78. 234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ nai 1/ gi yus/ gener al . aspx B ock 1
195. 154. 168. 82 |France 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
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