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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3124
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|Top Attackers In IPS|

At t acker Address‘Attacker Gountry |Target Addr ess |Site |Sgnature
106. 38. 241. 147 |Chi na 147.237.77. 216 |dover . i df . i|C103: HTTP: User Agent Sogou-+web+spi der Bl ock 1
185. 63. 188. 120 |Russi an Federation |147.237.76. 86 |navy. i df.i1{16798: HITP. QWU Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
) . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
66.96.193. 178 |147.237.76.30 |lhited Sates hi nush. i df.il i 1
Potential Scan or Brute Force
51.254. 44. 137 |147.237.76. 44 E?';;gom erefuahidf.il |ET SCAN Potential SSH Scan 1
210. 117. 121. 60 [147. 237. 0. 19 Ok‘f)rea Republic | oimatalicf.il |[ET SCAN NVAP -sS wi ndow 3072 1
166. 63. 122. 229 |147. 237. 77. 234 |nited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
98.119. 105. 221 [147.237.0.19 |thited Sates |[nadimatal.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
98.119. 105. 221 [147.237.0.19 |Uhited Sates |madimatal.idf.il |ET SCAN NVAP -f -sS 1
_ _ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
61.220. 44. 158 [147.237.8.27 [Tai wan e.nadimatal .idf.i . 1
Potential Scan or Brute Force
210. 117. 121. 60 [147. 237. 0. 19 Ok‘f)rea Republic | oimatal.icf.il |[ET SCAN NVAP -sS wi ndow 4096 1
198.20.69. 74  |147.237.77.178|thited Sates |e.natpash.idf.il |ET DROP Dshiel d B ock Listed Source 1
168. 62. 238. 153 |147. 237.76. 42 [lthited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
166. 63. 122. 229 |147. 237. 77. 234 |tnited Sates |halag.idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 |147.237.0.19 |lhited Sates |nadimatal.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 4
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor |4
Russi an ) ... |Streaming BEngine: TGP Invalid |invalid segment retransmssion.
95.108.158.145 - - -0 147.237.76. 200 |ei tan. aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreaming Engine: TCP Invalid i i ssi
2.52.137.98 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Russi an o Streaning Engine: TCP Invalid |invaid segnent retransnission.
95. 108. 158. 167 er ot on 147.237.72. 166 |aka.i df i Ret r ansm ssi on Packet dr opped. drop 3
Russi an L Sreaming Engine: TP Invalid |invaid segnent retransnissi on.
141. 8.132. 112 eration 147.237.72. 166 |aka.i df .i Ret r ansi Ssi on Packet dr opped. drop 3
208.115.113.89 |Lhited Sates  [147.237.72. 166 |aka.idf.il dr op SAMrule drop 3
Sreanming Engine: TP Invalid i i ssi
40.77.167.89  |Wited Sates  |147.237.76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. |y, 2
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |Lhited Sates  [147.237.77.74 |[lawidf.il dr op SAMrul e drop 2
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 2
31.13.112.119 |lreland 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
208.115.113.89 |Lhited Sates  [147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 2
Sreaning Engine: TGP Invalid i i ssi
157.55.39.55  |nited Sates  |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. g, 2
Ret r ansni ssi on Packet dr opped.
137.116.71.170 |Wited Sates |147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocation enfor cenent Sﬁ?;ggi'ﬂf” I nbound drop 1
74.82. 47. 44 Wited Sates  |147.237.76. 197 |e.himsh.idf.il  |Geo-1ocation enf or cenent Geo- I ocati on i nbound drop 1
enf or cenent
31.13.110.102 |lreland 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 1
184.105.139.98 |wnited Sates [147.237.77.61 |e.cogat.idf.il  |[Geo-1ocation enfor cement Geo-I ocati on i nbound drop 1
enf or cenent
2.54.49. 248 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
139. 196. 104. 39 |cni na 147.237.77. 212 |e.dover.idf.il  |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
77.126.6. 75 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 1
31.13.110.122 |lreland 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 1
109. 65. 152. 244 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 1
2.54.49.248 I srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d ACGK nunber noni t or 1
216.218. 206. 108|tited Sates  [147.237.8.14 |e.orchot.icf.il |Geo-1ocati on enf or cerment Geo-| ocati on i nbound drop 1
enf or cenent
89.248.167. 162 |Nether| ands 147.237.0.35 |akavs.idf.il drop SAMrul e drop 1
109. 65. 152. 244 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.12 Lhited Sates [147.237.0.35 |akaws.idf.il dr op drop 1
2.54.53.143 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
91.200.12.139 |lkraine 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data  |nonitor 1
31.13.112.120 |ireland 147.237.77.74 |lawidf.il drop First packet isn't SN drop 1
Russi an . R SYNHAXK retransmit with different .
130.193.51. 91 er ot on 147.237.76. 200 [eitan. aka. idf.il |Bad TCP sequence vi ndow scal noni t or 1
74.82.47.43 Lhited Sates  [147.237.8.28 |[e.nobile-ks.idf.i1|Geo- | ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
2.54.53. 143 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 92 | srael 147.237.0.19 |nadimatal . i df . i I|{Suspi ci ous Response Code Bl ock 3
. . . Unaut hori zed URL Access to
2.52.137.98 I srael 147.237.77.243|mobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 2
190. 160. 132. 228|Chil e 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
: . . DO stributed Unhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
91.200.12.139 |lkraine 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock
40.77.167. 81 Lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
} . . D stributed Unhaut hori zed LRL Access on
204.13.200. 200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
91.200.12.139 |Wkraine 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwidf.il/xnrpc. php B ock 1
208.184.112. 74 |wited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed LR Access on B ock 1

Wy i df i | /1133- 22638- he/ dover . aspx.

] . . D stributed Unaut hori zed LRL Access on
204.13.200. 200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1

' : : D stributed Unauthorized URL Access on
107.178.194.79 [lhited Sates |147.237.77.216|dover.idf.il i df.i1/1133- 22638- he/ dover . aspx. Bl ock 1

D stributed Unaut hori zed LRL Access on

5.9. 36. 66 Ger many 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
216.218.206. 68 |lLited Sates |147.237.72.167|i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . D stributed Unaut hori zed LRL Access on
193.90.12.89  [Norvay 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
207.46.13.129 |Wnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/anan B ock 1
: . . Unaut hori zed URL Access to
8.37.70.41 Uited Sates |147.237.77. 216 |dover . i df .1 vw i dff . 1/ engl i sh/ &usg=al kj rhj yt xsar u_- ki rxz74exr dr 5 ox6g B ock !
195. 154. 194. 111 |France 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock 1
207.46.13.170 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 1
107.178.194. 87 |Wited Sates |147.237.77. 216 |dover. i df . | Distributed thaut hori zed LR Access on Bl ock 1

wawv i df i | /1133- 22638- he/ dover . aspx.
Unaut hori zed URL Access to

8.37.71.78 Uited Sates [147.237.77.216|dover.idf.il waw i df . i1/ 1116- en/ dover . aspx&usg=al kj r hi | ur 6mzi gzgyOvét bst p5_I vt nm [Bl ock 1
q
195. 154. 194. 111 |France 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed LRL Access to wwu cogat . idf.il/wp-1ogin. php B ock 1
91.200.12.139 |lkraine 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 91.200. 12. 139 B ock 1
; ] . DO stributed Unhaut hori zed URL Access on
208.184.112.74 |lhited Sates (147.237.77.216|dover.idf.il i df i 1/1133- 22461- he/ dover . aspx. Bl ock 1
109. 65. 152. 244 |l srael 147.237.72. 166 [aka. i df . i | SS. Untraceabl e Gonnection - sigal gs DoS Attack None 1
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