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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3328
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|Top Attackers In IPS|

At t acker Address‘Attacker Gountry |Target Addr ess |Site |Sgnature
52.1.90.117 Lhited Sates 147.237.72. 156 |[anan. i df . i [|13840: TLS. QpenSSL Heartbeat Packet Bl ock 1
69.30.213.138 |lhited Sates 147.237.77. 216 |dover . i df . i|CL000106: HTTP. naj estic bot B ock 1
185. 63. 188. 120 |Russi an Federation |147.237.76.86 |navy. i df.il{16798: HITP. GW Bash HITP Header Remote Code Execution Vul nerability [B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59. 45. 79. 117 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
191.33.7.114 147. 237. 0. 200 Brazil rdu, i df i | ET SCAN NVAP -sS w ndow 4096 1
183. 60. 48. 25 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.34 Chi na yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
74.208. 220. 120 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 226 Chi na waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 76. 197 Chi na e. hinush. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.8. 27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
191.33.7.114 147. 237. 0. 200 Brazil rdl. i df i | ET SCAN NMAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 120 147. 237.8. 27 Net her | ands e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry [Target Address ([Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
. SYN+AK retransmit with different :
81.227.10.179 |Sweden 147.237.72. 166 |aka.i df . i1 Bad TCP sequence i ndow scal e moni t or 13
208.115.113.89 |[wnited Sates 147.237.77. 74 |lawidf.il drop SAMrul e drop 9
Sreanming Engine: TCP Invalid i i ssi
40.77.167.7 Wited Sates  |147.237. 76. 200 |ei tan. aka i of i 9 =9 Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
208.115.113.89 |[wnited Sates 147.237.72. 166 |aka. i df . i | drop SAMrul e drop 8
64.41.200.101 [lLited Sates 147.237.72. 14 |dover.idf.il (ol ddr op SMMrule drop 7
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 7
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data monitor |4
172.242.21.12 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
172.56.41.165 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
190. 139. 146. 42 |Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.66. 149 |lnited Sates  |147.237.76. 200 |ei tan. aka i df.il 9 =g Invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
Iran, Islanic . . . )
77.77.76.3 Republ i ¢ of 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 1
N R Unexpect ed post SYN packet - RST
197. 231. 221. 211|Liberia 147.237. 77. 216 [dover. i df i drop or SYN expect ed drop 1
Iran, Islanic . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 1
77.237.138.202 |Czech Republic |147.237.77.176|matpash.idf.il [Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46. 19. 85. 168 I 'srael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence Invalid ACK nunber noni t or
197.231.221. 211 |Liberia 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow noni t or
95. 38. 61. 199 IF;.$B| i'i'g;"'c 147.237.77. 216 |dover.idf.il  [Bad TOP sequence Invalid ACK nunber moni tor |1
46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
67.227.163.231 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1
87.69. 42. 84 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |1
. . SYNVAXK retransmit with different )
46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 1
Iran, Islamc R )
77.77.76.3 Republ i ¢ of 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 1
41.33.232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber monitor |1
89. 138. 160. 120 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
. . SYNVAXK retransmit with different )
46. 19. 86. 192 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 1
184. 105. 247. 232|lhited Sates 147.237.77. 121 |e.navy.idf .il Geo-1 ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count

179.218.66.97 |Razil 147.237.72.166|aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
] . . D stributed Uhaut hori zed URL Access on

204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
’ . . DO stributed Whaut hori zed URL Access on

107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

179.218.66.97 |Brazil 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1

87.69.105.237 [Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
} . . DO stributed WLhaut hori zed URL Access on

204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133 22638- hel dover . aspx. Bl ock 1
] . . D stributed Uhaut hori zed URL Access on

107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

. . . Uhaut hori zed URL Access to

37.26.147.246  |Israel 147.237.77.243|nobi l e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1748 Bl ock 1

91.228.196. 139 |Pol and 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1

207.46.13.170 |United Sates |147.237.77. 216 |dover. i df . i | Whaut hori zed URL Access to . B ock 1

wwy i df .il/consol e/ core/doc ngr/iaf.org.il

] . . D stributed Uhaut hori zed URL Access on

107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1

40.77. 167. 82 Lhited Sates [147.237.0.34 |[tikshuv.idf.il Uhaut hori zed URL Access to ww tikshuv.idf.il/site/links. aspx Bl ock 1
. ny- kosher - kravi . i df . .

184. 105. 247. 196|lhited Sates |147.237.0.16 i Uhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1

91.228.196. 139 |Pol and 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df . i | /wp-si gnup. php B ock 1

208.115.111. 73 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
] . . D stributed Uhaut hori zed URL Access on

108. 166. 168. 158|Lhited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 1
A ] . URL is Above Root Drectory

197.231.221. 211 |Liberia 147.237.77. 216 dover . i df . i | vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js B ock !
] . . DO stributed Unaut hori zed URL Access on

107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
; ] . O stributed Uhaut hori zed URL Access on

208.184.112.74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . DO stributed Unaut hori zed URL Access on

108. 166. 168. 158|Lnited Sates |147.237.77.216|dover. i df.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

77.237.138.202 |Czech Republic|147.237.77. 176 |mat pash. i df .| Unaut hori zed URL Access to / B ock 1
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