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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3506
113. 91. 98. 140 Chi na 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il |block-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
66. 249. 64. 238 I srael 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to | ocate existing FQkeditor B ock 4
66. 249. 64. 233 I srael 147.237.77.216 |dover.idf.il Cl000108: HTTP. Trying to |l ocate existing FQeditor Bl ock 1
106. 38.241.106 |China 147.237.77.170 |maarachot.idf.il [CL03: HTTP. User Agent Sogou+web+spi der B ock 1
181. 95. 43. 58 Argentina 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
119. 90.18.5 147. 237. 76. 200 Chi na eitan. aka. idf.il ET SCAN Potential SSH Scan 1
119.90. 18.5 147. 237.76. 197 Chi na e. hi nush. i df . i | ET SCAN Potential SSH Scan 1
74. 208. 220. 120 147. 237.76. 30 Lhited Sates hi nush. i df i | ET SCAN Potential SSH Scan 1
46.151.54. 178 147.237.0.15 Wrai ne kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
197. 157. 244. 243 147. 237.76. 30 Somal i a hi mush. i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 208 147. 237.76. 201 e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 208 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
182. 75. 6. 126 147.237.8.28 Indi a e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
119.90.18.5 147. 237.76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
119. 90.18.5 147.237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
119.90. 18.5 147. 237.76. 196 Chi na e.sviva.idf.il ET SCAN Potential SSH Scan 1
51. 254. 44. 137 147.237.77.176 Lhi ted Ki ngdom nat pash. i df .i | ET SCAN Potential SSH Scan 1
208.67.1.3 147.237.8. 46 Lhited Sates e.chinuch.idf .il ET SCAN Potential SSH Scan 1
185. 130. 5. 208 147. 237. 76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 75. 6. 126 147. 237. 8. 46 India e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119.90.18.5 147. 237.76. 202 Chi na e haagidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

212.179.218.43 |lsrael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 26
Sreaming Engine: TGP Invalid i i ssi

212.143. 40. 198 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.

46.19. 85. 61 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 6

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i Ssi

66.249.66.13  |Wnited Sates |147.237.0.19 |nadimatal.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

82.2.169.199  |United K ngdom|147. 237. 77. 216 |dover.i of .i | 9 =g Invalid segnent retransmssion. -y 6
Ret ransn ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
Sreaning Engine: TCP Invalid ' i ssi

46.19.85.251  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.

Russi an . ... |Sreamng Engine: TCP Invalid Invalid segnent retransnission.

130. 193.51.91 Feder ati on 147.237.76. 200 |eitan. aka. i df.il Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid ' i ssi

2.54.31.70 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.

5.175.193.232  |Ger many 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 3
Sreamng Engine: TCP Invalid i i SSi

79.176.118. 148 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.

Russi an s Sreamng Engine: TCP Invalid Invalid segnent retransmssion.

141.8.132. 112 e ot on 147.237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i SSi

46.19.86.220  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.180.116.78 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

185.3.146. 111 |Israel 147.237.77. 243 |nobi l e.i df . il Bad TCP sequence Invalid ACK nunber noni t or 2

46. 19. 85. 50 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2

41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 2

76.21.54. 96 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1

46. 19. 85. 50 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 1

46. 19. 86. 21 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 1

187. 153. 153. 150 |Mexi co 147.237.72.166 |aka.i df .i 1 Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 1

76. 21. 54. 96 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1

212.179.218.43 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

139. 196. 104. 39 |Chi na 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1

. . SYNVACK retransmt with different .

46.19. 86. 213 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence wi ndow scal e noni t or 1

46. 19. 85. 159 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or

212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
] . . D stributed Unauthori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
173.252.74.101 |Uhited Sates  |147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
’ . . D stributed Unauthori zed URL Access on
107.178.194.87 |Lnited Sates  [147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
. . D stributed Unauthori zed URL Access on
150.70.173.10  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o . i 1/ mobi | e/ i 1V gi yus/ general . aspx B ock 1
’ . . D stributed Unauthori zed URL Access on
66.230. 230. 230 [Wited Sates  |147.237.77.216|dover. i df . i v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
212.179. 218. 43 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ t ext . css Bl ock
173.252.122. 123|Uhited Sates  |147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
66.249.66.81 | srael 147.237.72. 166 |aka. i df . i | thaut hori zed LR Access to B ock 1
v aka. i df . i |/ nobi | e/ mai n/ gi yus/ gener al . aspx
- . D stributed Lhaut hori zed URL Access on
37.187.129. 166 |France 147.237.77. 216 |dover . i df .i | v i df i | / 1133- 22461- hel dover . aspx. B ock 1
] . . D stributed Unauthori zed URL Access on
199. 68.196. 124 |[lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
68.180.228.112 |lhited Sates  [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin wa i df . i|/1361- he/ dover . aspx B ock 1
66.249. 64. 153  [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . i|/993/ pat zar . aspx Bl ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | www i df . i 1/ hebr ew or gani zat i on/ ar mor ed/ kkkkkkk=belea418kkkkkkk_ [B ock 1
belea418
. . D stributed Lhaut hori zed URL Access on
66.249.78.9 I srael 147.237.72. 166 |aka. i df . i | v aka, i o . i 1/ mobi | e/ i 1V gi yus/ gener al . aspx B ock 1
. . D stributed Unauthori zed URL Access on
37.187.129.166 [France 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
173.252.90. 125 |lhited Sates  |147.237.72. 166 |aka. i df .i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 224 lhited States  |147.237.76.31 |nakchal .idf.il | =" = e 11073 hef nakhal . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 20422- he/ i df gdover . aspx Bl ock 1
. . . Unaut hori zed Met hod HEAD f or
187. 153. 153. 150|Mexi co 147.237.72. 166 |aka. i df . i | ww aka, i o .| / port al nil ui it enpl at es/ i nner . asp B ock 1
109. 186. 18. 236 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . D stributed Unauthori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
] . . Uhaut hori zed UR. Access to waw idf.il/english/x
40.77.167.81 Lhited Sates  [147.237.77.216|dover.idf.il 8 ACP AR AV A C Ay (P Ab B ock 1
173.252.122. 117|Uited Sates 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
- . D stributed Lhaut hori zed URL Access on
79.134. 234. 247 |l cel and 147.237.77. 216 |dover . i df .i | v i df i | / 1133- 22461- hel dover . aspx. B ock 1
66. 249. 64. 238 |l srael 147.237.77.216|dover .i df . i | Lhaut hori zed URL Access to wawidf.il/english Bl ock
192. 157. 245. 130|Wited Sates  [147.237.77.216|dover.i df .i | Whaut hori zed LRL Access to waw i df.il/pricing B ock
- . D stributed Lhaut hori zed URL Access on
150. 70.173. 10  |Japan 147.237.77.216|dover . i df .i | v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Paranet er anp; docld in v aka. i df.il/patzar/klali/defaul t.asp |None 1
46.19. 86. 149 I srael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates  [147.237.77.216|dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
173.252.122. 118|Uhited Sates 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
83. 166. 235. 5 RJSf;:I”ion 147.237.77.233|atal . i df .i| Unaut hori zed URL Access to 147. 237.77.233/ B ock 1
66. 249. 64. 243 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
] . . Ml tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
199. 30. 24. 42 Lhited Sates  [147.237.77.216|dover.idf.il from 199. 30. 24. 42 B ock 1
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