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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3135
178. 162. 198. 135 Ger many 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1
177.235. 236. 180 Bazil 147.237. 76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1
177. 235. 236. 180 Brazil 147.237.76. 31 nakchal .idf.il |Block Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry | rget Address |Site |Sgna1ure

45, 59. 196. 109 147.237.77. 216 |dover . i df . i|C1000108: HITP. Trying to locate existing FCKedi tor B ock 36
45.59. 196. 109 147.237.77. 216 |dover . i df . i|0854: HTTP. upl oad* Access B ock 12
185. 63. 188. 120 |Russi an Federation|147.237.77. 216 |dover . i df . i|16798: HITP. G\U Bash HTTP Header Renote Gode Execution Wul nerability |B ock 1
51.254.97.219 [Uhited Kingdom |147.237.76.86 |navy.idf.il[CL000106: HTTP. najestic bot B ock 1
123.126. 113. 154|Chi na 147.237.77. 216 |dover . i df . i|CLO3: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 238 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
208. 80. 155. 223 147. 237. 76. 200 Lhited Sates eitan aka.idf.il Tehila - Perl LWP wth fake user agent 2
119.90.18.5 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147. 237.76. 34 yohal an.i df .i | ET SCAN NMAP -sS wi ndow 1024 1
119.90. 18.5 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
169. 54. 244, 82 147. 237. 8. 45 Net her | ands e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
98. 119. 105. 221 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -f -sS 1
119.90.18.5 147. 237. 76. 202 Chi na e halagidf.il ET SCAN Potential SSH Scan 1
51. 254. 44. 137 147. 237. 76. 201 Uhi ted Ki ngdom eatal.idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 42 147. 237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
119.90. 18.5 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 42 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
119.90.18.5 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 42 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
119.90.18.5 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
119.90.18.5 147. 237.76. 148 Chi na gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
172. 245. 11. 57 147.237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 4096 1
119.90.18.5 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147.237.76. 34 yohal an.i df .i | ET SCAN NMAP -sS wi ndow 2048 1
119.90. 18.5 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
168. 62. 238. 153 147.237.77.121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119.90.18.5 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 42 147. 237. 0. 200 Chi na rdu, i dff i | ET SCAN Potential SSH Scan 1
119.90. 18.5 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
222.186. 56. 42 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
119.90.18.5 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
119.90. 18.5 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
178.20. 72. 19 147. 237.76. 31 Italy nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
119.90.18.5 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
172. 245. 11. 57 147.237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
45.59. 196. 109 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaming Engine: TP Invalid i i ssi
87.68.48.146 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.148 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 15
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.70  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.229. 134. 101 |l sr ael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
157.55.39. 253 |lhited Sates  |147. 237.72. 166 |aka i df il 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .il dr op First packet isn't SN drop
46.19.85.123  [Israel 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
66.249.75.101 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Inval i d segrent retransmssi on. dr op 4
Ret r ansm ssi on Packet dropped.
45.59. 196. 109 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor
46.19. 86.243  |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
i Sreaming Engine: TP Invalid i i ssi
130.193. 51, 91 |Ussian 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Federation Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.50.168  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
109. 66. 182. 240 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
] S SYNPAK retransnit with different )
70.187. 150. 131 |Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
46.19.86.129  [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
185. 89. 217. 231 147.237.76.31 |nakchal.idf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor
46.19.85.188  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or
Sreaming Engine: TP Invalid i i ssi
176.13.17.79  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. dr op 2
Ret r ansni ssi on Packet dr opped.
46.19.85.101 |israel 147. 237. 76. 147 [chinuch. aka. i df .i1|Bad TCP sequence I'nval i d ACK nunber noni t or
185.3.146. 111 |l srael 147.237.77. 243 |nobil e.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid [ i ssi
157.55.39.180 |Wnited Sates  |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |y o 2
Ret r ansni ssi on Packet dr opped.
46.19.86.243  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 2
46. 19. 85. 46 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 89. 217. 231 147.237.76.31 |nakchal .idf.il Directory Traversal directory traversal overflow noni t or 1
54.186.248.49 [Uited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
46.19.85.194  [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
208.115. 111. 68 [thited Sates  |147.237.77.74 |lawidf.il drop SAMrul e drop 1
37.26.149. 214 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 1
46.19.86.195 [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 89. 217. 233 147.237.76.31 |nakchal.idf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 1
137.116.71. 170 |Uhited Sates  |147.237.76. 202 |e. hal ag.i df .i | Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
64.246.187.42 |Wited Sates  [147.237. 72. 166 |aka.i of i Header Rgj ection :‘ﬁ:;trej ection pattern found in - oo |1
46.19.85.222 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvali d ACK nunber noni t or 1
87.69. 2. 183 | srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19.86.243  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
185. 89. 217. 234 147.237.76.31 |nakchal.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |noni tor 1
5.22.129.165 [l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.138. 148 |I srael 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SINAK retransmt with different | onvor |1
w ndow scal e
185. 89. 217. 226 147.237.76.31 |nakchal.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
194. 72. 238. 241 |Uni ted Ki ngdom|147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 1
5.175.193.232 |Ger many 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
115. 230. 126. 48 |Chi na 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
37.26.149. 214 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1
46.19.86.132 |lIsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site S gnature Action ‘Count
45,59, 196. 109 147.237.77.216 |dover. i df . il Mil tipl e Uhaut horized URL Access from 45.59. 196. 109 B ock 3
194, 180. 84. 134 |Ger many 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 194. 180. 84. 134 Bl ock 2
45.59. 196. 109 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt Bl ock 2
199. 30. 25. 101 |lLhited Sates |147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
176.13.23.92 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80. 246. 136. 216 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46. 19. 86. 18 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
194. 72. 238. 241 E?';;gom 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to / B ock 1
149. 88. 31. 122 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
66. 249. 66. 24 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
31.154. 144.56 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
) . . DO stributed Whaut hori zed URL Access on
204.13.200. 200 |Lhited States |147.237.77.216 |dover. i df .| v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
176. 67. 201. 86 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/894-en/i df gdover . aspx B ock 1
93. 76. 247. 204 |Wkraine 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/nazi' a=0 B ock 1
. . Unaut hori zed URL Access to
46.19.86.140 |Israel 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p,_st or age/ {1 | es/ 8/ 1668. doc B ock 1
157.55.2.171 |thited Sates |[147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/giyus/asp/rec. asp Bl ock 1
208. 80. 155. 223 |Lhited Sates |[147.237.76.200|ei tan. aka.idf.il Uhaut hori zed Met hod HEAD for wwu ei tan. aka.idf.il/ None 1
. . . Unaut hori zed URL Access to
180.76.15. 146 |Chi na 147.237.76.42 [refuah.idf.il ww refua atal .idf.il/tenpl ates/ shared/ usercontrol s/ header upper/ Bl ock !
) . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Lnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
46.19.86.149 [Israel 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code Bl ock 1
. . Unaut hori zed URL Access to
194. 180. 84. 134 |Ger many 147.237.76.86 [navy. i df. il Wy navy. i df.il/sip storagel/fil es/ 0/ si ze338x0/ 1640. j pg B ock !
) . . Uhaut hori zed URL Access to
157.55.39.210 |Whited Sates [147.237.77.216|dover.idf.il ww i df . i |/ 1283- 18058- en/ dover . aspx <a hr ef = B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
213.8.128.105 |lsrael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/hinush Bl ock 1
. . . Unaut hori zed URL Access to
183. 206. 167. 34 |Chi na 147.237.76.42 |refuah.idf.il vw refua. atal i of .i1/] s/ f ckedi tor/ edi tor/ B ock 1
) . . Unaut hori zed URL Access to
107.178.194. 87 |United Sates |[147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- hel dover . aspx. B ock 1
54.186.248.49 [Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | B ock 1
ww. chanat z. aka. i df i
157.55.39. 253 |Wnited Sates |147.237.77.226] . Wnaut hori zed URL Access to Bl ock 1
il want chanat z. aka. i df . i1/1086- en/ hanaz. aspx
. . . Unaut hori zed URL Access to
66.249.79. 119 |[lsrael 147.237.77.243|nobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1771 B ock 1
. . Unaut hori zed URL Access to
45.59.196. 109 147.237.77. 216 [dover . i df . i | wwy i df . i |/ ckedi tor/ ckfi nder/ core/ connect or/ asp/ connect or . asp Bl ock !
. . URL is Above Root Drectory
185. 89. 217. 231 147.237.76.31 |nakchal .idf.il vw nakhal i f i1/ /i mages/ shar ed/ hore. png B ock 1
115. 230. 126. 48 |Chi na 147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to waw idf.il/ckfinder B ock 1
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
) . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Lhited States |147.237.77.216 |dover. i df .| v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
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