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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3378
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
172.98. 67. 18 147.237. 76. 44 e.refuah.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
78. 46. 174. 197 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
136. 243. 5. 215 Ger many 147.237.76. 86 navy.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

66. 249. 81. 202 147.237.76. 30 Lhited Sates hi nush. i df . i1 ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 81. 205 147.237.76. 30 Wited Sates hi nush. i of .i ET SCAN NVAP -sSA (2) 4
66. 249. 81. 208 147.237.76. 30 Lhited Sates hi nush. i df .i ET SCAN NVAP -sA (2) 2
66. 249. 66. 77 147. 237. 76. 30 Lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 78. 153 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
208. 80. 155. 223 147. 237. 77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
89. 248. 167. 155 147.237.77. 178 Net her | ands e. nat pash. i of . i | ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 167. 155 147.237. 76. 197 Net her | ands e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature z\tl:(;i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
213.151. 32. 163 | srael 147. 237. 77. 243 |nobi | e.i df .i | 9 =g Invalid segnent retransnission. drop 36
Ret ransm ssi on Packet dropped.
66.249.81.212 [lWited Sates 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber alert 28
66.249.81.212 |Uhited Sates 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |28
66.249.81.212 |lhited Sates  |147.237.77.216|dover.idf.il  [drop thexpect ed post SYN packet - RST |y o, 28
or SYN expect ed
213.57.135.17 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SINACK retransmt with different 1ooniior |20
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
131.253.25.135 |Wnited Sates 147.237.77. 234 |hal ag.i df . 9 =g Invalid segnent retransnission. drop 18
Ret r ansm ssi on Packet dropped.
66.249.81.218 |lhited Sates 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |17
66.249.81.218 |United Qates  |147.237.77.216|dover.icf.il  |drop thexpect ed post SYN packet - RST |y o), 17
or SYN expect ed
66.249.81.218 [lLited Sates 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 17
66. 249. 81. 215 R‘Sf:;”ion 147. 237. 77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber aert 15
66. 249. 81. 215 F“SS;:I”ion 147. 237. 77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nunber monitor |15
Russi an sl Unexpect ed post SYN packet - RST
66. 249. 81. 215 er ot on 147.237. 77. 216 |dover.i df .i | drop or SYN expect ed drop 15
Sreanming Engine: TGP Invalid i i ssi
79.181.223.19 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmission. drop 15
Ret ransnm ssi on Packet dropped.
176. 228. 164. 137|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |14
162.216.198. 32 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
176. 228. 164. 137|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 14
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.116  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
46.19. 86. 121 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreanming Engine: TCP Invalid i i ssi
109. 64.81. 206 |l srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
46. 19. 85. 240 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 248 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TP Invalid ' i ssi
132.66.231.8  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.181 |Israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segment retransmissi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 66. 29.104  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmissi on. drop 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
5.22.134.101  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
85.64.215.87  |israel 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181.222.59  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
109. 67.31. 246 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.81.209 |Whited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
84.109. 152. 170 |l srael 147.237. 72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TP Invalid i i ssi
176.12. 149. 223 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransission drop 6
Ret ransm ssi on Packet dropped.
213.57.119. 122 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
91. 200. 12.7 Lkrai ne 147.237.77. 170 |naarachot . i df .il |dr op SAMrul e drop 4
46.120.91. 125 |Israel 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
91.200. 12. 106  |lkrai ne 147.237.77. 170 |m@arachot.i df .il [dr op SAMrul e drop 4
41.254.2. 48 5' byai”ri'o;;b 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 4
91.200.12.141  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 4
Li byan Arab . . . .
41.254.2.48 Jaahi riya 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber nmoni t or 4
46. 19. 86. 236 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor (4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |4
46.19. 86. 178 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber nonitor |4
185. 32.179. 117 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi
5.22.134. 81 I'srael 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
. . SYN+AK retransmit with different .
84.228.34.150 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence vi ndow scal e nonitor 3
Sreanming Engine: TCP Invalid i i ssi
79.178.201.30 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 145. 228 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
176. 13. 16. 48 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 65. 61. 146 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 90
109. 66. 150. 174 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |53
176. 13.13. 95 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 26
79.181.222.59 | srael 147. 237.77. 243 |nobi | €. i df . i | fbﬂrg?&Tﬁ?s\;cﬂa?/icﬂ;n;%eaa;sﬁiwd in Bock |21
213.151.32.163 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 12
87.69.213.134 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bock |6
107.167.113. 95 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/anan Bock |4
85. 65. 61. 146 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 3
2.54. 15. 239 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bock |3
79.180. 175. 203 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
Pal esti ni an . . .

188. 161. 108. 211 I;rcrl: I;io;g, 147.237.77. 216 |dover . i df . i | ggiﬂiﬁpﬁy’f@i g:ﬁg_&m&) None |3
5.29.187. 226 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109. 253. 195, 1771 srael 147.237.0.17 |m|nd):‘ Ii<:)sher— krav Distributed I11egal Parameter Encoding None |2
72.9.148.10  |United Sates [147.237.76.86 [navy.idf.il m“tngs;' e e navy. aspx. aspx Bock |2
85. 250. 172. 148 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.60. 119 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
66. 249. 65. 80 I srael 147.237. 76. 147 [chi nuch. aka. i df .i| |Dstributed Unaut horized URL Access on wau chi nuch. aka. i df . il/404. ht m|B ock 2
79.181.222.59 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 2
109. 64. 81. 206 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bock |2
66.249.81. 215 I srael 147.237.77. 216 |dover . i df . i | R Zf_pli’?‘/’?_'f"_’t/i?{g‘zcst/‘;rhﬁre  menust rech. prg Bock |1
204.13.200. 200 [United Sates [147.237.77. 216 |[dover . i df . i | D stri ot ec 1?;;f2§g;§?ﬂe%v§‘ff;p£” Bock |1
62.27.5.114 Ger many 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp-admn/ B ock 1
176.12. 150. 217 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.109. 152. 170 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.54.182. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1

NULL Character in Method o B o
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PAIZ [[#23] 1 [[#3]][[#3] 1T [#01] ([[#21] ] [[#19]] AA¥AA [[#22] ] A A
79.177.227. 141 |l srael 147.237.77. 216 |dover . i df .i | Ff;onﬁ [A[ gg]ﬁi[i[l][ Lgﬁ]ﬁﬁé/A L[ #24]] A A Achole [ [#23]1[ [#3]][[#3 Bock |1

1T0T#01] ([[#21] TL[#19] ] A-A¥AA [[#22] | AR [#0] ] cA s

[ [#15]] ZAoA°[ [ #6] ] ARAPpGAcq] [ #14]] A2 X/ >[ [ #28] ] NA| [ #20]] At

[[#6]]/ ue [#23] ] [[#3] 1 [[#3]1[[#0]] ([[#21]][[#19]] A-M¥AA[[#22]]A AR

[[#19] ] VAA CA Ao [ #6]] Ace] [ #17] ] A
69.171.228.122 |lLhited Sates [147.237.72.166|aka.idf.il Unhtraceabl e S3. Sessi ons: sigal gs oS Attack None 1
213.57.182. 163 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
94.136. 40. 75 LKTir:ge(cjjom 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wordpress/wp-adm n/ B ock 1
66.249.78.111 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized URL Access on 147.237.72. 166/ robot s. t xt B ock 1
179.43.151.66 |Sntzerland [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 179. 43. 151. 66 Bock |1
85. 64. 215. 87 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
79.182.212.7 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.149.228 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
173.236.172.8 |[lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp/wp-admn/ B ock 1
2.52.53.8 I srael 147.237.72. 166 |aka. i df . i | ?:'L;;F;IZZFUSI;V; dtivhal fui dth Lhi code Encoding on LR/ Paranet er (+) Bock |1
79.177.227.141 |israel 147.237.77. 216 |dover.idf .l Distributed Unknown HTTP Request Met hod B ock 1
85. 65. 145. 69 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wan refua. atal .idf.il/sip storage/ B ock 1
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paramet er Type M ol ati on PageNumin waw i df . i|/1379- he/ dover . aspx B ock 1
207. 46.13. 72 Lhited Sates |147.237.72.166|aka. i df.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bock |1
64.13.192. 23 Lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/test/wp-adnin/ B ock 1
176.13. 4. 82 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.109. 166. 171 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
5.22.134. 101 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bock |1
157. 55. 2. 168 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.i| |Dstributed Uauthorized URL Access on www chi nuch. aka. i df .il/404. ht m|{B ock 1
79.180.163.72 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85. 64. 216. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
179.43.151.66 |Sntzerland [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
80. 246.136.53 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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