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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3500

88. 249. 84. 29 Tur key 147.237.77. 234 halag.idf.il |Frk Under Attack Con_Tcp dr op 2

185. 35. 62. 46 S tzerl and 147.237.76. 30 hi nush. i df . i | ock Wdp Al Nets drop 1

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

37.26.146.210 [147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 9
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 246. 120. 38 |147. 237 77. 2161 51 ael dover i df il ET DC5 Large anount of TCP Zer oWndow - Possible Nkiller2 3
DDos attack
187.120. 82. 122 |147.237.0.33 |Rrazil idf.il ET SCAN Potential SSH Scan 2
61.149. 161. 186 |147.237. 77. 178 |Chi na e. mat pash. i of .i | G°PL SCAN nmap TCP 2
187. 120. 82. 122 |147. 237. 72. 217 |Brazi eidf.il ET SCAN Potential SSH Scan 1
40.115.58. 160 |147.237.76.202|lhited Sates |e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.120. 82. 122 |147.237.8. 14 |Brazil e.orchot.idf.il ET SCAN Potential SSH Scan 1
187.120. 82. 122 [147.237.0.16 |Brazil ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
187. 120. 82. 122 |147. 237. 77. 178 |Rrazi | e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
178.20.72.19 [147.237.8.28 |italy e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
187. 120. 82. 122 (147. 237. 77. 121 |Brazi e.navy.idf.il ET SCAN Potential SSH Scan 1
83.56.3. 111 147.237.77. 205 |Spai n prishaidf.il ET SCAN NVAP -sS w ndow 2048 1
187. 120. 82. 122 (147. 237. 76. 202 |Brazi | e halag.idf.il ET SCAN Potential SSH Scan 1
187. 120. 82. 122 |147. 237. 76. 147 |Brazi chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
17 51 6378 147 237 0 35 |Russian akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
187. 120. 82. 122 (147. 237. 76. 34 |Brazil yohal an. i df .i| ET SCAN Potential SSH Scan 1
51.254. 44. 137 [147.237.76.34 |United Ki ngdom |yohal an.idf.il ET SCAN Potential SSH Scan 1
187.120. 82. 122 (147.237.8.45 |Brazil eetanidf.il ET SCAN Potential SSH Scan 1
187. 120. 82. 122 |147. 237.0. 200 |Brazil . i df il ET SCAN Potential SSH Scan 1
187.120. 82. 122 [147.237.0.17 |Brazil mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
187. 120. 82. 122 |147. 237. 77. 205 |Brazi | prisha idf.il ET SCAN Potential SSH Scan 1
182.75.6.126 |147.237.0.35 |india akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
187. 120. 82. 122 (147. 237. 77. 176 |Rrazi | nat pash. i df . i | ET SCAN Potential SSH Scan 1
83.56.3. 111 147. 237. 77. 205 |Sai n prisha idf.il ET SCAN NVAP -sS w ndow 4096 1
187. 120. 82. 122 (147. 237. 77. 61 |Brazil e.cogat.idf.il ET SCAN Potential SSH Scan 1
83.56.3.111 147.237. 77. 205 |Spai n prisha.idf.il ET SCAN NVAP -f -sS 1
187. 120. 82. 122 |147. 237. 76. 199 |Brazi | e. nakchal .idf .il ET SCAN Potential SSH Scan 1
79.183.127. 30 [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
187. 120. 82. 122 (147. 237. 76. 42 |Rrazil refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
2.54.58. 34 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 18
Sreaming Engine: TGP Invalid i i ssi
109. 67. 140. 77 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 18
Ret ransni ssi on Packet dropped.
77.126.89.210 |israel 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 17
46.19.85.248  [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 16
2.54.58. 34 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber aert 10
31.210. 186. 152 |I srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Invalid ACK nunber noni t or 10
2.54.58.34 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 10
reanming BEngine: TCP Invali i i ssi
2.52.186.107 |[Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid  invalid segnent retransnissi on. drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.146.138 |Israel 147.237.72. 167 |i shuri maka. i f . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
37.26. 146. 243 |l srael 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 8
91.200.12. 141 |Wkrai ne 147.237.77. 170 |naarachot i df .il |dr op SAMrule drop 8
46.19.85.224  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
reanming BEngine: TCP Invali i i ssi
109. 67. 162. 176 |I srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid  invalid segnent retransmissi on. drop 6
Ret ransni ssi on Packet dropped.
213.57.182. 163 |I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
70.196.71. 158 |Wnited Sates |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
213.57.182. 163 |I srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Invalid ACGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
84. 229, 134. 101 |I srael 147.237.72. 166 |aka i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
176.13.0.186 |israel 147.237.77. 243 |mobi e iop. i | SAM NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.243  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 6
reanming BEngine: TCP Invali i i ssi
84.95.217.152 |Israel 147.237.77. 243 |t e iop i1 | €AM NG Bngine: TQP Invalid - finvalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.54.56.251  |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.242 |Israel 147.237.72. 166 |aka i of .i | Bad TCP sequence Invalid ACGK nunber noni t or 5
94. 159. 145. 221 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 207 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
91. 200. 12.7 Lkrai ne 147.237.77. 170 |maarachot . idf .il |dr op SAMrul e drop 4
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
91.200. 12. 141 |Wkrai ne 147.237.77. 216 |dover.idf .i | drop SAMrule drop 4
91. 200. 12. 106 |lkrai ne 147.237.76. 31 |nakchal .idf.il dr op SAMrul e drop 4
5.29.78.111 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19. 85. 12 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 4
46. 19. 85. 28 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
91.200. 12. 106 |lkrai ne 147.237.77. 170 |mmarachot . i df .il [dr op SAMrul e drop 4
212.143. 142. 56 || srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 4
91. 200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid ' i ssi
84.228.61.253 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 129. 64 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.176. 169. 189 |l sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65.147.2  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.180.48.38 |l srael 147. 237. 77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
i Sreaming Engine: TGP Invalid i i ssi
92.16. 156, 193 | t&d 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ki ngdom Ret r ansni ssi on Packet dr opped.
46.120.91. 125 |Israel 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
2.54.4.111 I srael 147.237.72. 166 |aka i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79. 182, 176. 130 |I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 40 147.237.72. 166 |aka i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.177.2.84  |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
40.77.167.12  |wited Sates |147.237.77. 243 |nobile.idf. il 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker Devi ce

Target Address |Site Sgnature

‘Count

Country Action
37.26.146.210 |Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 322
37.26. 146. 210
37.26.146.210 |Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (403) in Session from Bl ock 163
37.26. 146. 210
37.26.146.210 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 107
85.65.61.146 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 74
2.52.4.56 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 33
2.52.186.130 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 2. 52. 186. 130 B ock 25
46.19.85.114 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 21
68.180.229. 110 [Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 9
37.26.146. 243 |lIsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
2.52.186.107 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 3
2.54.161.160 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.4.178  |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.19. 120 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
66.249.65.80 [lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 2
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 |Lhited Sates (147.237.77.216 |dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
m ny- kosher - kr avi . i _ _
85. 65. 239. 24 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
46.19.86.115 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
] - - DO stributed Whaut hori zed URL Access on
204.13.200. 200 |Lhited Sates (147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
87. 69. 65. 56 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il Bl ock 2
m ny- kosher - kr avi . i
94. 159. 139. 143 |l srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
Unknown Par arret er
85. 65. 230. 126 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acekHbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19.86.112 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
122.224.8.111 |China 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to wn atal .idf.il/ckfinder B ock
. . S Lhtraceabl e Gonnection - Protocol violation
82.166.42.35 |[lIsrael 147.237.77.216|dover . i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54, 26. 83 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
95.86.71.213 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
76.181.28.91 |lnited Sates |147.237.72.166(aka. i df.il NULL Character in Header Nane at B ock 1
87.69.172. 152 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
162.205.92. 239 |Lhited Sates |147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation ct| 005Content A acetbl der 1txtEnai | in Bl ock 1
wa i df . i 1/1038- en/ dover . aspx
84.229.131. 191 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
77.127.133. 253 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
91. 228. 196. 139 |Pol and 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df . il/wp-si gnup. php Bl ock 1
. - Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.57.29. 4 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i f . |/ mai v sachar/ decl ar at i onexpl anat i on. aspx None 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
) . . Unaut hori zed URL Access to
129.114.58. 110 [Lhited Sates  [147.237.77.176|mat pash. i df . i | ww cogat . i df . i | /tenpl at es/ general /. nav_nenu_w apper Bl ock !
83. 130. 115. 227 |I srael 147.237.77. 216 |dover. i df . i | Distributed thauthorized UR. Access on B ock 1
vy i df i |/ https: /v df.il/
2.54.42.103  |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
105. 159. 245. 1 |Mor occo 147.237.77.216|dover.idf .l D stributed Lhaut hori zed LRL Access on v idf.il/arr/ Bl ock
76.181.28.91 |wiited Sates [147.237.72.166|aka.idf.il NLLL Character in Method A [[#0]][[#0]1[[#0]1[[#19]] At B ock
- - Unaut hori zed URL Access to
66. 249. 66. 28 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
89. 133. 140. 38 |Hungary 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
85. 64.103. 217 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
46.19.85.114 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
176.13.0.186 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode Bl ock 1
79.178. 119. 228 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
37.26.146.210 |Israel 147.237.0.19 |[nadimatal .idf.il Too Many 403: Response Code per Session Bl ock 1
Uhknown Paraneter catld in
109. 64. 218. 151 [l srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er/ f avi ¢ [None 1
on. g f
Anonynous . . D stributed Uhauthorized URL Access on
93.115.95.205 |5 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22638- hel dover . aspx. B ock 1
76.181.28.91 |[Lhited Sates |147.237.72.166|aka.idf.il Ill1egal Byte Gode Character in Header Nane Bl ock 1
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