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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3131

105. 107. 183. 209 Ageria 147.237.77.216 dover.idf.il SYN H ood out of context drop 2

180. 175. 85. 137 Chi na 147.237.76. 198 e.yohalan.idf.il |Bock Wp Al Nets drop 1

27.145. 224. 136 Thai | and 147. 237. 76. 198 e.yohalan.idf.il |Bock Wip All Nets drop 1




12-21-2015-21:04:06 to 12-21-2015-22:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
62. 210. 85. 77 France 147.237.77. 216 dover.idf.il |ClL000106: HITP. najestic bot B ock 1
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
58. 253. 96. 122 147. 237.0. 33 Chi na idf.il ET SCAN NVAP -f -sS 1
46.120. 128. 52 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
40. 115. 58. 160 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 115. 58. 160 147. 237.76. 148 Lhited Sates gqcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
178.20.72.19 147.237.72. 14 Italy dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 147.237.8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 47. 52, 157 147.237.77. 74 Chi na lawidf.il ET SCAN NVAP -f -sS 1
58. 253. 96. 122 147.237.0. 33 Chi na idf.il ET SCAN NMAP -sS wi ndow 2048 1
51. 254. 44. 137 147. 237.76. 196 Uhi ted Ki ngdom esvivaidf.il ET SCAN Potential SSH Scan 1
40. 115. 58. 160 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.108. 132. 58 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
195. 22. 126. 20 147.237.8.28 Pol and e.nobi | e-ks. i df il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
115. 47. 52. 157 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
58. 253. 96. 122 147.237.0.33 Chi na idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

188. 247. 78. 107 |Jordan 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 33

94. 159. 145. 221 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15

68. 68. 96. 204 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 12

94.230.86.216 |lIsrael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber nonitor |10

109. 67. 182. 105 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 10

5.102. 254. 13 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |9

Russi an ) D Streaming Engine: TCP Inval i d |invalid segnent retransnission.
130. 193.51.91 Federat i on 147.237.76. 200 |eitan. aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 9
reamng Engi ne: TCP Invali i i ssi

79.176.16. 141 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

46.19.86.200  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 114 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

5.22.129. 92 I srael 147. 237. 77. 243 |mobi l e. i of . | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 67. 124.89  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 90 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber alert

46. 19. 85. 90 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i Ssi

109. 65. 169. 129 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 6
Ret ransni ssi on Packet dropped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6

75.228.62.174 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence alert 5

109. 67. 17. 77 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber alert 5

75.228.62.174 |lhited States  |147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber nonitor |5

89. 138. 78. 230 | srael 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 5

75.228.62.174 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence monitor |5

109. 67. 17. 77 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber nonitor |5

188. 120. 148. 168|l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |5

185. 3. 144. 72 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5

46. 19. 85. 160 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |5

46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

5.102.254.221 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

85.64.44.252  |Israel 147.237.76. 200 |6 tan. aka. i of . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

65.55.210.63  |Lhited Sates |147.237.76. 200 [eitan aka idf.il 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.

2.52.3.218 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4

46. 19. 86. 248 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4

195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4

2.52.3.218 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid sequence nunber nonitor |4

94.230.86.219 |lsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i SSi

109.30.24.39  |wited Qates |147. 237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

149.88. 140.99 | srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

79.180.134.54 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.228.197.24 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

188. 120. 148. 220|1 srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi

185.3.146.213  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

2.52.3.218 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d AGK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi

79.182.191. 254 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.0.186 [l srael 147.237. 77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.177.52.21  |israel 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

5.102. 254. 58 I srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi

46.19.86.108 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

87.69.50.244 [ srael 147.237.77. 226 '} chanatz.aka.1df |pag TGP sequence Inval i d ACGK number alert 3
Sreanming Engine: TCP Invalid i i SSi

77.125.92.84  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185. 27. 105. 155 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 159 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 77
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 61
46.19. 86. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 59
68.180.229. 110 |Wited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 24
46.116.119. 137 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 19
66. 249. 65. 93 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 12
176.13.5.81 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 11
2.54. 150. 104 | srael 147.237.77.216|dover.i df . il Mil tipl e Unaut horized UR. Access from 2. 54. 150. 104 B ock 9
. - . Paraneter Type M ol ati on Repeat Password in
84.111. 4. 162 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e. i df 1| / sachar/ changepassvor d B ock 6
68.180.229.239 |lLhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code Qust om Tenpor ary B ock
88.208.252.195 |United Ki ngdom|147.237.72.166|aka.idf.il Mil ti pl e Unhaut hori zed LRL Access from 88. 208. 252. 195 B ock
m ny- kosher - kravi . i d
84.228.144.192 |lsrael 147.237.0. 17 f inly Ostributed |11 egal Paraneter Encoding None 4
5.102. 254. 165 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
95. 86. 82. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
85. 64. 25. 115 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SSL Sessi ons: (Qpen Mde None 2
79.180.134.54  |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
62.219.137. 5 — 147.237.72. 156 |aman. i df .i | Ml ti pI(_e Untraceabl e SSL Sessi ons from 62. 219. 137.5 ( Uhknown None 2
S Sessi on)
. . Unaut hori zed Met hod HEAD for
79.183.131. 11 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i 1V gi yus/ gener al . aspx Bl ock 2
37.238.83.58 Irag 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wanidf.il/arr/ B ock 2
46. 19. 86. 115 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspi ci ous Response Code B ock 2
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/newsitel english B ock 1
62.128.48.166 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
208.184.112.74 |hited Sates  [147.237.77.216 |dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il www. i df . i1/1133-20162- he/ kkkkkkk=0f f 22d83kkkkkkk_0f f 22d |Bl ock 1
83
. . Unaut hori zed URL Access to
2.54.150.104  [Israel 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 23032- hel dover . asp Bl ock 1
. . Unaut hori zed Met hod PCBT for
109. 186. 156. 139! srael 147.237.72. 166 |aka. i df . i | v aka, i df i 1/ mai n/ sachar/ f ag, aspx Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/nai n/ hone/ None 1
104.131.193. 233|ULhited Sates  [147.237.72. 156 |anan. i df . il Lhaut hori zed UR. Access to list.ips.gov.il/robots.txt B ock 1
199. 115.117. 117|Uhited Sates  |147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72.156/ _asteri sk B ock 1
87.69.9. 143 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/ pdf B ock 1
81.101. 107. 163 |United Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw idf.il/error. htm Bl ock 1
162.205.92.239 |Whited Sates  |147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation ctl 00SContent A acetbl der 1StxtEnai | in gy () 1
wa i df . i 1/1038- en/ dover . aspx
2.54.19. 235 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |Bl ock
109. 65. 99. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
93.173.145. 144 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - . Unhaut hori zed URL Access to
183. 206. 167. 34 |Chi na 147.237.76.42 |refuah.idf.il wwvref ua atal i df.il/fckedi tor/editor/ B ock 1
85. 65. 17. 228 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
2.54.161. 185 I 'srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx |B ock
. . DO stributed Whaut horized URL Access on
109. 201. 154. 217 |Net her | ands 147.237.77.216|dover . i df . i v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
79.182.172.12 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
- - Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
’ . . Unaut hori zed URL Access to
107.178.194.79 |Wnited Sates  [147.237.77.216 |dover. i df .i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
46.120. 255. 9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
199. 115.117. 117|Uhited Sates  |147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ _asteri sk B ock
i m ny- kosher - kravi . i d
83.166.234.6  |sSian 147.237.0.17 y Distributed Unaut hori zed URL Access on 147.237.0. 17/ B ock 1
Feder at i on foil
24.173.182.186 |lhited Sates |147.237.77.176 |mat pash.idf.il Uhaut hori zed URL Access to waw cogat. i df.il/894-ar B ock 1
176. 13. 0. 186 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
2.54.25. 242 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 67.17. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
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