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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3488

66. 249. 64. 153 | srael 147.237.77. 74 lawidf.il |TCQP handshake viol ation, first packet not syn drop 132
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 93

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 10
31.168. 240. 21 I srael 147.237.72. 166 aka.idf.il |Block Udp Al Nets drop 3

183. 60. 48. 25 Chi na 147.237. 76. 42 refuah.idf.il{JLM Under Attack Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Device Action |Oount
106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
149. 202. 48. 207 Ger many 147.237.72.166 |aka.idf.il C1000106: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

At acker

Target Address country Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
37.26.149. 181 [147.237.0.19 |israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
183.60.48.25  [147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.8.46 |Wited Sates [e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 140. 136 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176.31. 157 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.89.62 |147.237.72. 166l srael aka.idf.il portscan: TCP O stributed Portscan 1
194. 90. 199. 242 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
183.60.48.25 [147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
109 64.71. 210 |147. 237 77 170 1 1 ael vaarachot i df i | ET DOS Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
80. 246. 139. 121 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
78.46.94.179  |147.237.77.74 |Ger many lawidf.il Tehila - Perl LW with fake user agent 1
218.26.233.70 [147.237.0.17 |China mny-kosher-kravi .idf.il ET m Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address [Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf i1 drop First packet isn't SW drop 22
83. 244. 55. 126 (';a'cisgi'g&a” Territoryly 47 237.77. 176 |natpash.icf. il |Bad TCP sequence Inval i d ACK nunber aert 12
41.33.231.90 |Egypt 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |12
83. 244. 55. 126 gcisgi':('ja” Territoryl 47, 237.77. 176 |natpash.icf. i1 [Bad TCP sequence Inval i d ACK nunber moni tor |12
37.26.149.221 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SACK retransmt wth different oo |12
W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
62.90.131.58 |isradl 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. 10
Ret r ansni ssi on Packet dr opped.
Pal estinian Territory s
83.244.55. 126 Cocup ed 147.237.77. 176 |natpash.idf.il  |drop drop 10
84.229.42.155 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber nonitor |10
Sreaning Engine: TGP Invalid i i sSi
46.19.85.80  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. 9
Ret r ansmi ssi on Packet dr opped.
84.110. 211. 218 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |8
Sreanming Engine: TGP Invalid i i ssi
176.13.0.129  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. fq 8
Ret r ansni ssi on Packet dropped.
84.110. 211. 218 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
2.54.34.36 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunber noni t or
Pal estinian Territory R Uhexpect ed post SYN packet -
83.244.55. 126 Gecup ed 147.237.77. 176 |natpash.idf.il  |drop RST or SYN expect ed drop 7
46.19.86.211 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit wih different |onior |7
W ndow scal e
2.54.34.36 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |7
5.102. 254. 135 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
62.0.84. 119 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
31.168. 68.203 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
46.19.85.241 |Israel 147.237. 72. 166 |aka. i df . i g =g Imvalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78. 146 |Wnited Sates 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. fq 6
Ret r ansni ssi on Packet dropped.
46.19.85.107 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 6
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
2.54.34.36 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 107 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 24 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.85.250 |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.61.234 |Isral 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66. 249. 69. 163 |Uhited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
2.168. 113. 149 |Ger many 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 5
85.64.202. 118 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
157. 55. 39. 85 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 5
85.64. 202. 118 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber nmonitor |5
213.6.0.13 Cpba'cis;i'géa” Termitoryt 147 237.77. 176 |natpash.iof.il  |dr op Frst packet isn't SIN drop 5
31.168. 68. 203 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |4
37.142.250. 172 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 4
62.0.207.1 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 4
Pal estinian Territory R -
5.34.162. 99 Qccupi ed 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.142.250. 172 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.86.198 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 73 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 86. 121 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
. . SYNFAK retransmit with different .
46. 19. 86. 121 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
84.110. 211. 218 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i SSi
217. 132. 48. 103 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
79. 180. 190. 133 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.54.186.100 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
79. 183. 222. 233 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
87.68.254.99 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.149.181 |[lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 490
37.26.149.181 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 266
149. 88. 136. 175 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 205
37.26.149.181 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 108
149. 88. 136. 175 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 107
149. 88.136. 175 |Israel 147.237.0.19 |nadimatal .idf.il Eg.'\;:ylgé_ tlgg Sane Response Code (403) Tn Session from g o\ 39
217.132.48.103 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 39
2.54.15. 239 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
2.54.45. 85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 22
2.52.181. 242 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Uhaut horized URL Access from2.52.181. 242 B ock 20
46.19. 85. 253 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 15
62. 90. 131. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
46. 19. 85. 168 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
79.177.207.21 |israel 147.237.0.17 ;nlnly kosher-kravi. 1d |, iyed I1legal Paraneter Encoding None 4
85. 64.230.126 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 3
37.26.149.181 |[Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
81.218.241.25 |[Israel 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 81.218.241. 25 B ock 3
46. 19. 86. 130 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.59. 175 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 67.173. 84  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
78. 46.94. 179 Ger many 147.237.77.74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 78.46.94. 179 B ock 3
46.19. 85. 14 I'sr ael 147.237.0.17 ][nlnly kosher-kravi.id |, i ped I1legal Paraneter Encoding None 2
85. 65. 35. 118 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
93.173.237.222 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None

176. 12. 144. 213 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

92.99. 94. 168 ;:ii]::tdesﬁ’ab 147.237.77. 176 |mat pash. i df . i | Uhaut hor i zed LRL Access to ww cogat . i df . il/894-ar B ock 2
107.77.76.116 |lUnited Sates 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . il/navy/ B ock 1
66. 249. 65. 93 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock
204.13.200.200 [Uhited Sates  |147.237.77. 216 |dover. i df .i | b stri bt oc 1?;;2;;5?&%&??:&” Bl ock 1
176.13.12. 159 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
217.132.77.86 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.125.131.191 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
207.46.13.170 [lLnited Sates 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/watch_fragnents_aj ax B ock 1
109. 64.37.190 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
62.0.84.119 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
192. 185. 4. 56 Lhited Sates 147.237.76.200(ei tan. aka. i df . i | Unhaut hori zed Met hod HEAD for www ei tan. aka.idf.il/ None 1
93.173.181.103 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
84.111.153.122 | srael 147.237.72. 166 |aka. i df . i | i&?ﬁiﬁ'leﬁfgfﬁi%' Protocol violation None 1
176.12. 136. 161 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
31.168.68.203 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 253. 132. 26 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
79.176.214.229 |[israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
212.199. 107. 106 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
2.52.181.242  |israel 147.237.76.42 |refuah.idf.il Vlm“rt ;‘U; :gl _Li%f _?‘I";‘:f;_;toorag o/t i1 e/ 1688, brn B ock 1
107.178.194.79 |Uhited Sates  |147.237. 77. 216 |dover . i df . | 111 1155, 25656 nel dover. s Bock |1
66. 249. 65. 99 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
204.13.200.200 |Wited Sates  [147.237.77. 216 |dover. i df .| D stri buted 1?;;};;&;;?&%&??:&” Bock |1
176.13.23.160 |Israel 147.237.0.17 ;nlnly kosher-kravi .id r%’;";’[ o LR Phooding - ff?ﬂiﬁiﬂ;ﬁg :_ua'spixn Bl ock 1
37.26.149.213 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
81.218.241.25 |lIsrael 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to v idf.il/inages/1. he/error.png |B ock
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