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167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TGP D stributed Portscan 2
66.249.78.165 |147.237.72.166|W0ited Sates  [akaidf.il SER\/ER APAO—E.Apache nod_ssl non-SSL connection to SS. port 2
deni al of service attenpt
46. 19. 86. 220 147.237.77. 216 [I srael dover.idf.il portscan: TGP D stributed Portscan 1
176.13. 8. 180 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
5.22.131.92 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
149. 88. 180. 144 [147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
146.185.250. 2  |147. 237. 76. 34 ?;Z:;;”im yohalanidf.il  |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.8.50 |Netherl ands e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
80. 246. 140. 52  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
217.12.199. 239 |147.237. 76. 147 |Wkrai ne chinuch. aka.iof .i I[ET SCAN NVAP -sS wi ndow 1024 1
77.127.135. 239 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
66.249. 66. 144 |147.237.76.31 |Wited Sates  [nakchal.idf.il  |ET SCAN NVAP -sA (2) 1
182. 75. 6. 126 147.237.72. 166 |Indi a aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.116. 170. 189 |147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
176, 226, 234. 170|147 237 77, 216 |FUSS AN dover i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
37.143. 82. 50 147. 237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 4096 1
146.185.250.2  |147.237. 76. 202 ?;Z:;;”im ehdagid.il |[ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48.195  |147.237. 76. 147 |Net her | ands chinuch. aka.idf.i[|ET SCAN NVAP -sS w ndow 1024 1
81.218.251. 250 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.179. 142, 149 |147.237.72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
213.57.86.10 147.237.76.86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 1
182.75.6. 126 147.237.76.86 |India navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 64,238  |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
182. 75. 6. 126 147.237.8.46 |india e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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89.138.101.79 [ srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence v?l:dgirfgaslnlt wth dfferent moni tor |45
132.74.217.97 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 42
194.90.184.33  [Israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence VS“”;' d;itvrsi”asl”lt wth different moni tor (32
109. 253. 218. 100|l sr ael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176.13.1.5 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 25
85.65.79.202  |israel 147.237.72. 166 |aka. i of . i1 Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
85.250.177.92 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 22
15. 90. 166. 11 Lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop 20
176.13.8.91 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 20
176.12.148.26 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 19
176.12.138. 139 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 19
176.12.145.30 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 18
2.54.26.79 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 18
2.54.26.79 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
2.54.26.79 I srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 18
176. 12. 148. 26 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 18
2.54.26.79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
109. 64. 135.90 | srael 147, 237, 72. 167 |i shur i maka i o || S NG Engine: TCP Invalid — finvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
2.54.26.79 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber noni t or 18
82.80.198.164 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor |16
5.102.254.214 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 15
46.19.85.74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
176. 13. 8. 100 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 15
176. 12. 138. 139 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 14
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
213.57.252.181 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 12
194. 180. 84. 134 |Ger many 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP I nvalid  Jinvlid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
46.19.85.35 I srael 147. 237, 72. 167 |t shurimaka i of || €2 NG Engine: TGP Invalid invalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dropped.
66. 102.9. 81 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
85.250.177.92 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber aert 11
46. 19. 86. 107 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
109. 67.17. 77 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 10
149. 78. 145. 198 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
66. 102.9. 91 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
46.120. 167. 202 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 10
109. 67. 17. 77 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 10
79.177.20.176 [Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
79.176.81.179  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
31.168.21.218 |israel 147. 237. 72. 166 |aka. i f . i Streanmng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
176. 13. 18. 88 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 9
192.115.90.82 |Israel 147. 237, 72. 167 [i shuri maka i o1 || S NG Engine: TP Invalid invalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dropped.
212.117. 154. 242|I srael 147.237.0.19  |radimatal icr i[> €3 Ng Engine: TCP Invalid  finvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
46.19. 85. 74 I srael 147.237.77. 233 |ata .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
46.121. 100. 154 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
149.78.10.225 |Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
149.78.10.225 |Israel 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
37.26.147.179 |Israel 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
66.102. 9. 101 Uited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
77.126. 87. 80 I srael 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 7
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Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
212.117. 154. 242|1 srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 72
46. 19. 85. 93 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
46.19. 85. 108 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
46.19.85.5 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 15
212.235.98. 139 |lIsrael 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 212, 235. 98. 139 B ock
212.117. 154. 2421 srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock
m ny- kosher - kr avi . i
176. 13.17. 20 | srael 147.237.0. 17 of niyl Dstributed |11egal Paraneter Encodi ng None 4
80.178.11.226 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 3
176. 12. 150. 214 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46. 19. 85. 228 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.218.241.25 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ $$$&282$%$ B ock 3
46.120. 167. 202 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 2
. . Uht raceabl e SS. Sessions: Protocol violation
66.249. 78. 165 |Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN OLI ENT HELLO) None 2
176. 13. 2. 104 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
212.199. 57. 197 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
80. 246. 136. 147 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
185. 27.216.5 Irag 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed URL Access on v idf.il/arr/ B ock 2
85. 65. 12. 249 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |lhited Sates|147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
’ . . D stributed Unhauthori zed URL Access on
107.178.194.83 |Lnited Sates |147.237.77. 216 [dover. i df .i | v i df i | / 1133- 22638- hel dover . aspx. B ock 1
185. 32.179. 239 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Dstributed Paraneter Type Mol ation on
46. 19. 85. 74 I st ael 147.237.77.233(atal .idf.il wwatal i f i1/ 1440-hel at al . aspx paraneter search B ock 1
176.13.1.19 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
81.218.251. 252 |[Israel 147.237.77. 216 |dover.idf .l D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
2. 54. 149. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
173.252.74.116 |Uhited Sates|147.237.72.166|aka.idf .il Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |Uhited Sates|147. 237.77.176 |nat pash. i df . i | ww cogat . i df i 1/901- ar/ cogat . aspx B ock 1
62.219.132.41 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
194.90.184.33 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
109. 67. 164. 140 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . D stributed Lhaut hori zed URL Access on
46.19. 86. 42 I srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
184. 105. 139. 68 [Wnited Sates|147. 237. 77. 216 |dover. i df . i | Distributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
. . D stributed Unhauthori zed URL Access on
89.31.57.5 Italy 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
79.182.203. 6 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
217.132.10. 164 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . SS. Lhtraceabl e Gonnection - Protocol violation
37.26.146.174 |Israel 147.237.72. 156 |aman. i df . i | (SSL OONN LI ENT HELLO) None 1
176. 12. 149. 163 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.52.53.243 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 88. 202. 137 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
207.46.13.144 |lLhited Sates|147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
] . . D stributed Unhauthori zed URL Access on
107.178.194. 87 |[lhited Sates [147.237.77. 216 |dover. i df. il v i df i | / 1133 22461- hel dover . aspx. B ock 1
46.121.92. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
192.114.3.241 |israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
84.108.99.164 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Unknown Par anet er
2.54.191. 155 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
173.252.90. 100 |Uhited Sates|147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.176.54.58 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
212.199.57.197 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e QGonnection - Unknown SSL Sessi on None 1
66.220. 146. 183 |lnited Sates [147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
197. 231. 221. 211|Liberia 147. 237.77. 216 |dover . i df . i | LR i's Zbove Root Directory Bl ock 1

v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js
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