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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3392
176. 13. 13. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
188. 231. 205. 160 Lkrai ne 147.237.76. 42 refuah.idf.il Bl ock Udp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal . i df .il Bl ock_Udp Al _Nets drop 1
198. 48. 92. 104 Lhited Sates 147.237.76. 198 e.yohal an.i df .il ock Wp Al _Nets drop 1
79.180. 122. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
122.97. 216. 248 Chi na 147.237.76. 176 test.ncore.idf.il |[JLMPurple Gon Limt Htp drop 1
185. 56. 82. 14 Net her | ands 147.237.76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1
46.19. 85. 210 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

dte

|Signature

2.54.175. 23 147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 8
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
217.194.203.125 |147.237.72.166 |[lIsrael akaidf.il portscan: TCP D stributed Portscan 1
5.29. 14. 190 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.76.31  |[lhited Sates nakchal . i df .i | ET CRCP Dshiel d B ock Listed Source 1
94.102. 48. 195 147.237.77.235 |Netherl ands sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 137. 22 147.237.77.216 |Israel dover.idf.il portscan: TQP D stributed Portscan 1
79.178. 155. 155 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 84 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 177 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stri buted Portscan 1
31.154.8.210 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
213.8.204. 26 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 160. 240. 11 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
94. 102. 60. 89 147.237.0.15 Net her | ands kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
85. 65. 107. 234 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 179. 225. 230 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
79. 178. 34. 202 147.237.72.166 |lIsrael akaidf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 246 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 2. 241 147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

46. 19. 85. 40 I srael 147.237.76. 200 |ei tan. aka.i df .i | S dro 726
Ret ransm ssi on Packet dr opped. P
Sreaming Engine: TGP Invalid i i ssi
80.179.241.21 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 486
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
213. 57. 252. 126 |1 srael 147 237. 72, 167 | shurimaka i o i || S g Engine P Invalid Inval i d segnent retransmssi on. drop 42
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
. . SWNretransmt wth different .
77.125. 150. 186 |I srael 147.237.77. 233 |atal .idf il Bad TCP sequence . noni t or 28
w ndow scal e
R SWNretransnmit wth different .
80.179.241.21 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ noni t or 20
212.179. 21. 194 |I srael 147. 237. 77. 216 |dover i of . i Bad TCP sequence SN retransmt wih different monitor |20
w ndow scal e
138. 134. 102. 16 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
Sreaming Engine: TGP Invalid i i ssi
212.179. 21. 194 [Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 14
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176. 114. 233 |1 sr ael 147. 237. 76. 200 |ei tan. aka. i f . 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
82.80.196.44 |Israel 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
reamn ine: TCP Invali i i ssi
46.117. 44. 252 |israel 147.237. 72. 166 |aka i df .i 1 Strean 9 E'?g e T Invalid Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.176.178.10 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54.32.243  |Israel 147.237.72. 166 |aka. i of .i | Stream g Engine P Invalid Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
5.102. 254. 214 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11
93.173. 192. 143 |I srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
185. 24. 76. 140 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 9
79. 181. 145. 238 |l srael 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
84.94.114.184 |Israel 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 7
. . SWretransmit wth different .
82.80.198. 164 |[lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence vi ndow scal e noni t or 7
37.26.147.168 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIHAK retransmt with different oo o
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
195. 200. 205. 72 |I srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
212.179.42.66 |lsrael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i SSi
46.19.86.11  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46.19.85.168  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 6
84.108.99. 164 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber aert 6
185. 24.76. 140 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.168  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 6
84.108.99. 164 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber noni t or 6
37.26.147.168 |israel 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.177  |Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 5
84.111. 111. 127 |I srael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
. . SWNretransmit wth different .
46.19.86.2 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 4
185. 89. 217. 225 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 4
46. 19. 86. 242 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
84.111.183. 171 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
79.178.1.160 |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i SSi
195. 160. 240. 11 |1 srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.81.43.163 |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i SSi
79.180.167.55 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
84.111.183. 171 |I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.244 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 66 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
79.178.111. 68 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
84.109.1.189 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
e SWNretransnmit wth different .
46.19. 86. 2 I srael 147.237.77. 234 |hal ag.idf i Bad TCP sequence vi ndow scal @ noni t or 3
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19.85.184 |Israel 147.237.72. 166 [aka. i f .i | Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 40 | srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 127
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 118
46.19. 85. 228 I srael 147.237.0.19 |madi matal .idf.il|Too Many of the Sane Response Code (404) in Session from46.19. 85. 228 [B ock 115
80.74.100.131 |Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 111
79. 176. 65. 77 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 93
212.25.102.57 [israel 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 91
80.179.241.21 | srael 147.237.76. 200 |ei tan. aka. i df .| |1°° MY of the Sane Response Cbde (404) in Session from B ock 53
80. 179. 241. 21
176. 13. 13. 10 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 12
192.114.3.241 |israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
2.52.1.171 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
109. 64.176. 161 |Israel 147.237.76.86 |navy.idf.il mu;:vc;'i?éi m‘e::ucrise'/sutsgrfol | ow esour cel or eat of Bock |4
95. 86. 116. 169 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
46. 19. 86. 224 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.17.160 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg?rc:fz.??/g:{egpgrcyim s/ 1 st chi | ddocunent s 1071 B ock 2
2.52.141.65 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
212.117. 154. 2421 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
66. 249. 69. 8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm Bl ock
107.178.194.87 |Uited Sates|147.237. 7. 216 |dover. i df .i | D stri bt oc 1?;“:‘;2;;?&%\/?5?2;” Bock |2
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . i | D stri buted 1?:;?%;?&%\/?21;” Hock |2
66. 249. 69. 51 | srael 147.237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspici ous Response Code_Qust om Tenpor ary B ock 2
107. 167. 112. 127|United Sates|147. 237. 77. 216 [dover. i df . i | Distributed Whaut hori zed URL Access on waw i df .i|/anan B ock 2
192.118.73.46 |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df.il/894-he B ock 2
66.249.66. 131 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
213.8.204.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
2.54.139. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
107.178.194.79 |Uited Sates|147.237. 7. 216 |dover. i df . i | D stri bt oc 1?;;:‘;’25?&%\/?5?2;” Bock |1
66.249.64.230 [ srael 147.237.77. 216 |dover . i df . | e e b sdover . aspx Bock |1
109. 16. 156. 126 |United Sates |147. 237. 7. 216 [dover. i df . i | chaut (;:‘().rillzlesci' piof‘;;iffi L <l 2e220x0) 17365, pg Bock |1
84.111.161. 253 |Israel 147. 237.72.166 |aka. i df . i | m”;’k“; I'ZT?T?L:: nf;;fr?;c/t p'a?/(;ficgz_'v:isgfc‘)hsamar Setl25 in None 1
80. 246. 139. 230 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e QGonnection - Protocol violation (SSL_GONN QLI ENT_HELLO [None 1
46.19.86.2 I'srzel 147.237.77.233|atal . i df . i | e ot horized R _A:;’gis on Bock |1
37.26.149. 143 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 64. 220. 177 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
77.126.165. 238 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89. 21. 95. 252 Wkrai ne 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation toDate in v idf.il/1283-en/ dover. aspx B ock 1
66. 249. 64. 238  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/aman/site B ock 1
Unknown Par anet er
46.117.165.77 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $passwor dUpdat e$hi ddenUpdat ePa [None 1
ssword in waw aka. idf.il/main/giyus/fag. aspx
185.117. 215. 3 147.237.77. 216 |dover . i df .i | D stri bt oc 1?;;}2%;;?&%&?22;” Bock 1
84.94.114.184 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
46.19. 85. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
173.252.90.229 |[Uited Sates|147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.181. 164. 231 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.66.191 [Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ | ayout 2. css B ock 1
217.194. 203. 125|I srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
5. 29. 148. 122 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
107.178.194. 87 |Uhited States[147. 237. 77. 216 [dover . i df . i | D stri buted 1?:;?;;%?&%\/?21;” Bock |1
84.111. 232. 137 |[lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
66.249. 64. 233  [Israel 147.237.77.216|dover.idf . il Distributed Waut horized URL Access on waw idf.il/error. htm B ock 1
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . i | e 1) 1155, 2461 el dover. aue Bock |1
80. 246. 139. 230 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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