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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3106

118. 222. 115. 189 Korea, Republic of 147.237.76. 34 yohal an.idf.il |B ock Wdp All Nets drop 1

81.218. 56. 125 | srael 147.237.0. 34 tikshuv.idf.il |[Bock Wp All Nets drop 1

85. 25. 217. 16 Cer many 147.237.76. 30 hi nush. i df .i | Bl ock Udp All Nets drop 1

85. 25. 217. 16 Cer many 147.237.76. 31 nakchal .idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

27.5.180. 194 India 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

|Signature

79.177.201. 16 147. 237. 72. 166 I srael akaidf.il ET SCAN NVAP -sS w ndow 4096 2
45.79.70.23 147. 237. 0. 200 du. i df il ET SCAN NVAP -sS w ndow 1024 1
2.54.56. 113 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176.13.1.98 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179. 102. 39 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
79.177.53. 17 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 219. 237. 147 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 233 Ghi na atal.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 187 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 149. 137 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
178.20.72.19 147. 237. 0. 200 Italy mdu. i df il ET SCAN NVAP -sS wi ndow 1024 1
84.109. 235. 122 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
77.125. 133. 180 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
61.182.170. 38 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 179 Chi na e nmazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 34
2.54.172. 110 | sr ael 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 33
46. 19. 85. 102 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 31
195. 160. 240. 11 |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |27
46. 19. 85. 219 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 22
199.30.24.77  |Wited Sates |147.237.77.234|halag.idf. i Streaming Engine: TCP Invalid invalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
185. 89. 217. 225 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 14
213.57.132.46 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 11
213.57.132.46 [Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
46.19.85.3 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 11
46.19. 86. 121 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
213.57.132.46 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent | opnivor |12
46.19.85.3 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
212.101. 249. 140|Lebanon 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
84.94.103.248 | srael 147.237.77. 233 |atal i df il Bad TCP sequence mdze\:,rsaé;rit wth different moni tor |9
79.180.61.136 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 42 I st ael 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
2.52.185. 186 I sr ael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.155 [Israel 147.237.0.19 |nadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
2.54.6.208 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 174 I srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvalid ACK nunber noni t or 8
176. 12. 140. 183 | srael 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 8
Ret r ansni ssi on Packet dr opped.
5. 102. 254. 221 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
62.219.132.25 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.184. 200 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 199 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
213.57.134. 147 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 36 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.3 I srael 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
80.246.136.2  |Israel 147. 237, 72. 167 | shurimaka i o || S NG Egine: TGP Invalid  invalid segnent retransmissi on. drop 6
Ret ransmi ssi on Packet dr opped.
62.0.113. 12 I'sr ael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 199 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
213.57.138.20 |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.180. 209. 207 |Israel 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
213.8.204. 20 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.3 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
82.80. 29. 186 | srael 147.237.72. 156 |anan. i df . i | drop Frst packet isn't SN drop 6
46. 19. 85. 127 I 'srael 147.237.76.30 |himush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
84.94.103.248 | srael 147.237.77. 234 |hal ag. i . i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |6
213.8.204.20 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or
89.138.71. 10 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
212.179.210. 74 |israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvalid ACK nunber alert
192. 117. 158. 209|i srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
213.57.134. 147 |Israel 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
46. 19. 85. 36 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
212.179.210. 74 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.186.4 I sr ael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.203 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 31
176. 13. 20. 45 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 26
176. 12. 143. 168 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

141.0. 9. 54 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wa i df .i|/anan Bl ock
37.26.148.179 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock

109. 253. 193. 44 |l srael 147.237.0. 17 ;niﬁly- kosher - kravi . i d Dstributed I11egal Paraneter Encodi ng None 4
176.12. 136. 137 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 160 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.12. 156 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 3
176.13.2.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 5. 218 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 3 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 2
176.13.16. 42 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.9. 96 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
107.167.112. 127|thited Sates |147.237.77.216|dover.idf.i | D stributed Unaut hori zed URL Access on wa i df.il/aman B ock 2
195. 60. 232. 57 |l srael 147.237.77.216|dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 195. 60. 232. 57 Bl ock 2
2.54.38.19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.90.148.93  |Ger many 147.237.77.233|atal .idf.il Mil tipl e Unauthori zed URL Access from 212.90. 148. 93 B ock 2
46.19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.148.155 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 2
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il ot (1] 904 813 nel navy. asp. ASpX B ock 2
185.3.146.205 |l srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt :cl’rd'fz‘f? , lciegpgrcyisem e/ stchi | ddocunent s 1071 B ock 2
95.211.239.230 |Netherl ands 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ | evel / 15/ exec/ -/ |B ock 1
192.117. 158. 209l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LR B ock 1
82. 81. 45. 187 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
14.20.29.55  |china 147.237.77. 216 |dover . i df . i | e O ey he e upper Bl ock 1
2.54.19.235 [Israel 147.237.77.233|atal . i df .i | O ted e horized W .A:chis on Bl ock 1
68.180.228. 112 [United Sates |147.237.77.216|dover. i df .|| Paranel er Type Mo aion fggxmmi n Bl ock 1
204.44.127.108 [United Sates |147.237.77.216|dover. i df .|| chaut fort f?ilgzg‘igf;t/zover_aspx) Bl ock 1
109. 65. 110. 160 I srael 147.237. 72. 166 |aka. i df . i | Lleda |?ta;es(/b|dr?ng:z;3:et/zrot;£;k% i iepazlfres Bl ock 1
46.19. 85. 174 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
185.24.76. 140 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
84.108.33.179 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
80.74.107.118 | srael 147.237.72.166 |aka. i df . i | m“;grii ;‘?‘:Imﬁlcgf}fzs;gene ol S5i B ock 1
2.54.139.121 | srael 147.237.0. 17 ;n inly- kosher - kravi . i d Illegal Paraneter Encoding !;2f 284J22w 6"XgghuoH3(! !l E?bW6 None 1
66.249. 64.230 | srael 147.237.77. 216 |dover. i df . i | ﬂ?‘ftzgc;r.iffdzi'glg‘égﬁi/t o er aspx Bl ock 1
213. 8. 204. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None
2.52.38.232 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/sahcar B ock
46.19.85.3 I'srael 147.237.77.233|atal . i df .i | o r2i3b7‘ft7eg ZLQS‘}‘T{‘;L'TE’ oo .A;:chis on Bl ock 1
83.169. 10. 185  |Ger nany 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/aman Bl ock 1
31.168.7.218 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.12. 138. 139 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68.180.230. 224 [Lhited Sates |147.237.76.31 |nakchal .idf.il maﬁztki;ﬁ’%? .\ml f(;;;nhgar?zl,(\ﬁgri.gspx Bl ock 1
46. 19. 85. 255 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
109. 67.50. 9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
37.26.149.191 [Israel 147.237.76.42 |refuah.idf.il o ted pautrorized ﬁaﬁcﬁi on Bl ock 1
185.32.179. 44 |Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
84.108.99. 164 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246. 136. 108 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.139.121 | srael 147.237.0. 17 ;niﬁly- kosher - kravi . i d Mitiple Illegal Parameter Encoding fromz2.54. 139. 121 None 1
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