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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3327
212.199.112. 144 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 228
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 211
183. 80. 210. 154 \i et nam 147.237.76. 39 nobi | e.neitav.idf.il |Bock Wdp All Nets drop 1
183. 80. 210. 154 \i et nam 147.237.76. 42 refuah.idf.il Bl ock Udp All _Nets drop 1
185. 35. 62. 148 Sh tzerl and 147.237.76. 197 e hinush.idf.il Block Np Al _Net drop 1
185. 124.85.7 147.237.76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

176.12. 136. 167 |147.237.77.233|Israel aal .idf.il 2
att ack
52. 6. 202. 63 147.237.76.44 [lnited Sates |e.refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 90 147.237. 77. 216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
37.143.82.50 147.237.76.38 |Netherl ands e.e.neitav.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
217.132.61.30 |[147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
31.168.51. 114 |147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
193.201.227.7 |147.237.76. 176 |krai ne test.ncore.idf.ijET SCAN NVAP -sS wi ndow 1024 1
182.75.6. 126 147.237.77. 121 |Indi a enavy.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
93.174.95.102 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249.78. 172|147 237 72 166 i ted Sates  lakaidh. il SER\/ER—.APAO-E Apache nod_ssl non-SSL connection to SSL port denial 1
of service attenpt
52. 6. 202. 63 147.237.76.31 [Uhited Sates |nakchal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 102 147.237.77. 216 (I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
37.26.147.129 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
213.55.176. 227 |147.237.77. 216 |Sai tzer| and dover.idf.il  |portscan: TCP D stributed Portscan 1
192. 114. 185. 100(147. 237. 77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
176.13.1. 201 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
149. 78. 245. 127 |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
87.69.209.221 |147.237.77.216|Israel dover.idf.il  |portscan: TCP D stributed Portscan 1




12-21-2015-12:04:03 to 12-21-2015-13:04:03

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SYNPAXK retransmit with different

Action

62.219.228.172 |l srael 147. 237. 72. 156 |anan.idf .i | Bad TCP sequence wi ndow scal noni t or 72
62.219.228. 172 |Israel 147.237. 72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 60
62.219.228.172 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 48
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 36
194.90. 128. 205 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence md;it’rsac”;rgt Wth different moni tor |27
176. 12. 136. 167 |l srael 147.237.77.233 |ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 27
15.90. 166. 12 Lhited Sates |147.237.77.176 |nat pash.idf.il drop Frst packet isn't SYN drop 26
199. 203. 173. 198|i srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence V?':dﬁrsa(‘:;”gt with different monitor |26
66.249. 64.250 |United Sates [147.237.77. 234 |hal ag i o i Streaning Engine: TCP Invalid finvalid segnent retransnission drop 20
Ret r ansni ssi on Packet dr opped.
213.57.143. 220 |[lsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 20
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 19
62.0.197. 69 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
176. 12. 136. 167 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 13
80. 246. 130. 160 I srael 147.237.76.42 |refuah.idf il Bad TCP sequence mdﬁrsacr;'it Wth different monitor |12
46.19.85.247  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁ]’(;;tl rea”S”“ wehdifferent | onitor |12
46. 19. 85. 102 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 12
147. 236. 232. 2531 srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  limvalid segnent retransmssion. |y 12
Ret r ansmi ssi on Packet dr opped.
2.52.180. 169 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
2.52.180. 169 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 9
2.52.180. 169 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 9
2.52.180. 169 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
62. 0. 200. 198 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 9
2.52.180. 169 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber nmoni t or 9
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
81.218.0.133 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 8
62.219.228. 172 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence noni t or 8
2.52.149. 167 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
62.219.228. 172 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
212.235.105.53 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.52.148. 46 I'sr ael 147. 237.72. 166 |aka. i df .1 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
2.52.1.125 I srael 147.237. 72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.160.190 | srael 147, 237.72. 167 | surimaka i i1 || €M NG Engine: TP Invalid  Jinvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
149.78.39.91  [Israel 147.237.76.42 |refuah.id.il Bad TCP sequence vS\iYEld:)(\e/'\[/rsa:Salrit Wth different monitor 6
193. 106.52. 34  |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
77.126.97.63  |israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid  invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 115 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85.8 I srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
193. 106. 54. 34 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or
5.102.254.221 [Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
79.176.50.57  [Israel 147.237.76.42 |refuah.idf il Bad TCP sequence mdﬁrsacr;'it Wth different monitor |6
46. 19. 85. 115 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.182.99.117 | srael 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.142.90 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 127 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 144 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
37.26.146.208 |lIsrael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 5
62.219.228. 172 [lIsrael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 15 I srael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 86. 178 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
176.13. 17. 65 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
176.13. 3. 210 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 22
80. 246. 136. 160 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
185. 32.179. 137 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
176.13.0. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
212.90.148.93  |Ger many 147.237.77.233|atal .idf .il Ml tipl e Unaut hori zed URL Access from 212.90. 148. 93 B ock 3
176.13. 13. 89 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 221. 211 i srael 147.237.0. 17 g;nlyl kosher-kravi.i | .. ple I11egal Paraneter Encoding from 109,253, 221. 211 None 3
176.13. 3. 32 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
2. 54.190. 230 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
217. 194. 207. 105|1 srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 2
192.114.1.131  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
80. 246. 139. 205 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19.86.132  |israel 147.237.77. 234 |hal ag. i df .i | e H E');"E f; R D rLeos Feoding on Bock |1
132, 64. 160. 186 |Israel 147.237.76.42 |refuah.idf.il ot ted pautorized éﬁaﬁcgﬁ( on Bock |1
79.170.40.167 |United Kingdom [147.237.0.19 |[nadimatal .idf.il Uhaut hori zed URL Access to madimatal .idf.il/test/wp-admn/ |B ock 1
210.157.22.25 |Japan 147.237.0.19 |madimatal .idf.il Lhaut hori zed URL Access to madimatal .idf.il/wp-adnin/ B ock 1
41.189. 47. 10 Qte Divoire 147.237.77.216|dover.idf .l eMi | Hoar di ng B ock 1
106. 51. 232. 203 [India 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to ww idf.il/xmrpc. php B ock 1
66.249. 64.233 |[Israel 147.237.77.216|dover.idf.i Dstributed Waut hori zed URL Access on waidf.il/error.htm |B ock 1
195.221. 21. 235 |France 147.237.77. 216 |dover . i df . i | mﬁt:forl il 7;’&'&}1223}53;; ragelgi B ock 1
46. 19. 86. 204 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
176.13.20. 155 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
82.213.13.62 [ L?i;”&cupi o |147.287.77. 176 [nat pash. i df . i | mmfgge;t pe M 7'9331;_2/5?;;?2’;;; " Bock |1
46.19. 86. 19 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
157.55.39.221 |Uited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
80. 246. 136. 148 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None
66.249.78.172 |israel 147.237.72. 166 |aka. i df . i | géff%_%ﬁfgiqﬁmmd violation None 1
207. 241. 226. 230|Uni ted Sates 147. 237. 77. 216 [dover . i df . i | miréﬁ‘ftﬁit;“g/”;g;ﬁ;? n:gg/e;i on Bock |1
37.26.149.178 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
Unknown Par anet er
109. 67.48.102 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
87.68. 23. 143 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
62.219.228.172 |lIsrael 147.237.72.156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
194. 90. 128. 205 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il./honas B ock 1
2.54.131. 177 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
81.218.101. 2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 1
46.19. 86. 133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19.85. 15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
138.134.192. 10 |[lsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/nil net Bl ock 1
79.176.50.57  |Israel 147.237.76.42 |refuah.idf.il i;t ;ggﬁg‘c“lzl‘/h:t“;hg;;de dl;'?e :e‘iciiss on Bock |1
5.175.13. 138 Ger many 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on v i df.il/anan Bl ock 1
107.178.194.79 |Uited Sates 147. 237.77. 216 |dover . i df . i | D stri ot ec 1?;;}2;22??}9%&??:&” Bock |1
Unhaut hori zed URL Access to
66.249. 66. 150 |l srael 147.237.76.31 |nakchal .idf.il wan nakhal . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ unde |Bl ock 1
fined
199. 203. 173. 198|I srael 147.237.76.42 |refuah.idf.il ﬂ?_u;g?,r;éefz/:%@csﬁetd% ot ces Bock |1
46. 19. 86. 213 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
176. 228. 45. 161 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.52.0.6 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84. 94. 60. 75 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 84. 94. 60. 75 B ock 1
46.19. 86. 97 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
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