12-21-2015-10:04:04 to 12-21-2015-11:04:04

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 400-
1, 8004 M dover.idf.il
i B adimatal .idf.il
1 2004 W aka.idf.il
’ Meitan aka. idf.il
N”gber B i shuri maka, i df . i
At t acks .refuah.ldf.ll
[Maman.idf.il
: ; B nobile idf.il
R N R N KO O R & atal.idf.il
DS N Y A > & AN M awidf.il
o By & . ¥ ,569 N > \ aw i df . i
O 6\6\ é}&(é\ 6\\& X N
& >
Top Tar get

M 167. 114. 156. 16
176. 13. 16. 189

W 176.12. 151. 15
5. 102. 254. 165

N”Z,ber Il 188. 120. 148. 197
At t acks W 2.52.181. 149
I 46. 19. 85. 79
M 176.13.10. 112
81. 218. 48. 37
M 2.54.158. 30

Top Attackers



12-21-2015-10:04:04 to 12-21-2015-11:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3215

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il |TCQP handshake viol ation, first packet not syn drop 318

147. 235. 8. 59 | srael 147.237.77. 216 dover.idf.il |L4 Source or Dest Port Zero drop 11

79. 180. 70. 47 I srael 147.237.72. 166 aka.idf.il |Block Udp Al Nets drop 3

82. 80.217.70 | srael 147.237.77. 216 dover.idf.il |[Block Udp All Nets drop 3

185. 56. 82. 14 Net her | ands 147.237. 76. 42 refuah.idf.il{Bl ock_ Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 153 Italy 147. 237.76. 42 refuah.idf.il |28 HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
2.54.63.135 147, 237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
2.52.57.138 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
182.75. 6. 126 147.237.76. 38 Indi a e.enmeitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 81. 14. 207 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 176. 150. 153 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
62.219.111. 31 147, 237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
5.29.87.138 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
2.54.59. 147 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 201. 227.7 147. 237. 76. 198 kr ai ne e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178.20. 72. 19 147.237.76. 38 Italy eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.179. 16. 241 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
66. 249. 64. 191 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 155 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address |Ste Signature Acti on ‘Count
46. 19. 85. 79 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |52
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 36
2.54.158. 30 I srael 147.237. 72. 167 |ishurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
Sreamng Engine: TCP Invalid i i ssi
109. 67. 220. 202 |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |y, 18
Ret r ansni ssi on Packet dropped.
176.12. 160. 2 I srael 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 17
Sreamng Engine: TCP Invalid i i ssi
176.13.16.208 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 16
Ret r ansn ssi on Packet dropped.
2.52.181. 149 I sr ael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
reamn ine: TCP Invali i i ssi
80. 246. 136. 148 |Israel 147.237.77. 243 |t Lo i1 | S NG Engi ne: TCP alid invalid segnent retransnission. |, op 12
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
80. 246. 136. 237 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |y, 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 103. 220 |Israel 147.237.72. 166 |aka. i f . 9 =g Inval id segnent retransmssion. |, 12
Ret r ansn ssi on Packet dropped.
2.52.181. 149 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 10
2.52.31.9 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 10
2.52.181. 149 I sr ael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACGK nunier monitor |10
2.52.147.32 | srael 147.237.72. 167 |i shurimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TGP Invalid i i ssi
79.180. 141. 148 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
46.19. 85. 171 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
41.190.3.145 |Ngeria 147. 237. 77. 216 |dover . i df . | Bad TCP sequence SINFAK Tetransmt with different | oo g
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
188. 120. 148. 197 I sr ael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
46.19. 85. 171 I sr ael 147.237.77. 233 |atal i df. il SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.52.181. 149 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect
41.190. 3. 145 Ngeria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
80. 246. 130. 217 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |7
w ndow scal e
46.19. 85. 42 I sr ael 147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert
176.13.16.189 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
82.166.2.248  |Israel 147.237.72. 156 |anan. i of .| Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
176. 12. 160. 2 I sr ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
80. 246. 139. 145 |l srael 147.237.72. 166 |aka.i of .i | SYN Att ack rej ect
46. 19. 85. 42 I sr ael 147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
62.219. 124. 189 I srael 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
176.12.147. 181 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
2.52.181. 149 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
132.76. 50. 6 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.105.48 |l srael 147. 237, 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 253. 133. 57 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
176.13.16. 189 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
80.179.10.213 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 241 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 86. 19 I srael 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.158. 30 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack rej ect 5
2.52.181. 149 I sr ael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
217.132.235.82 |Israel 147.237.76.42 |refuah.icf.il  |Bad TOP sequence S retransmt wth i fferent alert 5
w ndow scal e
81.218.125. 181 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.52. 50. 144 I sr ael 147. 237.72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
217.132.235.82 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt with different monitor ~ [5
w ndow scal e
Li byan Arab e . . . .
41.254.8.71 Janahiriya 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [monitor (5
46. 19. 85. 198 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
2.54.158. 30 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid sequence nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.16.189 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 221
176.12.151.15 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 166
176.13.16. 189 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 110
5.102. 254. 165 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 102
176.13.16.189 |Israel 147.237.0.19 |nadimatal .idf.j (120 & Of the Sane Response Code (403) in Session from Bl ock 67
176. 13. 16. 189
176.13.10. 112 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 51
188. 120. 148. 197 I srael 147.237.76.200 |ei tan. aka. i df . i Ig(;.'\ﬁng ﬂgt. T;fa"e Response Cbde (404) in Session from B ock 48
81.218. 48. 37 I srael 147.237.76.200(ei tan. aka. i df . il [Dstributed Too Many of the Sane Response Code (404) B ock 39
176.12.151.15 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 34
5.102.254.165 | srael 147.237.0.19 |nadi matal .idf.i ?io'\:nzys flége Sane Response (bde (404) in Session from Bl ock 32
80.246.136.22 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 22
176.13.17.198 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
46.19. 86. 169 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 12
131.253.25.191 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed HTTP Met hod B ock 6
131.253.25.191 |[Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waidf.il/study/ aj ax/adtargeting B ock 6
176. 12. 143. 168 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
81.218.27.101 |[Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 6
81.218.27.101 |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to www anan. i df .il/sip_storage/files/ 4/ B ock 5
211.123.214.30 [Japan 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 211.123.214. 30 B ock 5
62. 90. 210. 50 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 7/ B ock 3
79. 180. 150. 189 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.i |/ main/ gi yus/ general . aspx |B ock 3
176. 12. 145. 107 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 176. 12. 145. 107 B ock 2
176.97.116. 171 |krai ne 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 2
109. 253. 194. 250! srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85. 64.83.3 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
8.37.235.181  |United Sates |147.237.77.216|dover.idf.il Poraneer Tvpe M Z'nf‘goc\’/’;rc.t;sogfmnt ent M acerbl der 13t xt i | in Bl ock 2
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“é:;;t'.zichj. ?ﬁsf;_c;s;;gz/ (i1 s/ Of si 2622080/ 3410, | p. Sr ¢ Bl ock 2
107.178.194.79 [Uited Sates |147.237.77. 206 |dover i . i1 | =t T EIURUEEE E Reeees on Bock |2
80. 246. 136. 148 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
180.183.2.170 |Thai l and 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock
204.13.200. 200 [Uhited Sates [147.237.77.216 |dover. i df . i b stri bt oc 1?;;2;;5?&%&??;&” Bl ock 2
132. 70. 66. 10 I srael 147.237.77. 170 [maar achot . i df . i | {Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 4/ 112074. pdf B ock
2.52.181. 149 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i b stri bt oc 1?;;}:%;;?&%&??;&” Bl ock 2
2.54.197. 232 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
157.55.39. 253 |Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter docid in aka.idf.il/mai n/sachar/klali.aspx None 1
80. 246. 136. 223 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
212. 199. 249. 182l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/inages/ shared/ hone. png B ock 1
46. 19. 85. 194 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
5.102.254.234  |Israel 147.237.72. 166 |aka. i df . i | mnacxi (?ri"’}r;er:m?:v ;m\f]ﬁgeimm 'n None 1
132. 74. 208. 157 |l srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178.28.179 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 1
188. 120. 148. 197 |l srael 147.237.76.200(ei tan. aka. i df . i | [Too Many 404: Response Code per Session B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 9067- he/ at al . aspx B ock 1
2.54.12.15 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
95.130.11. 147  [France 147. 237.77. 216 |dover . i df . i | D stri buted lT;;f;ggigg?ﬂe%ﬁ‘ffssp;” Bl ock 1
Lhaut hori zed URL Access to
222.84.2.146 Chi na 147.237.77.234|hal ag.i df . i | wwwy | ogi stics. atal.idf.il/wp-content/plugins/|ogin-val | -ysqow | ogi n_val | . [B ock 1
php
207.46.13.170 |United Sates |147.237.77. 216 |dover. i df i | m“f gfolri'lzlz‘i uﬂ;g:if:u;:“ ons! quest | on/ gt t bssuggest  ons Bl ock 1
37.142.190. 206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157. 55. 39. 25 Lhited Sates [147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
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