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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country

|Target Address|Site

Signature

Device Action|Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3241
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 299
8. 37.235.181 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 10
213. 244.82. 139 Pal estinian Territory, Gcupi ed147.237.77.176 nat pash. i df . il |TGP handshake viol ation, first packet not syn |drop 1
75.72.78. 245 Lhited Sates 147.237.76. 197 e hinush.idf.il|B ock Udp All Nets drop 1




12-21-2015-09:04:09 to 12-21-2015-10:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 187 France 147.237.77.234 hal ag. i df.il C228: HITP.  ArefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
176. 13. 10. 46 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover . idf.il portscan: TCP O stributed Portscan 1
149. 88. 178. 148 147, 237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
109. 65. 205. 144 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
52. 6. 202. 63 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 210. 129. 159 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
207.232.27.5 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 147.237.76. 38 Lhited Sates e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
152. 62. 109. 207 147.237.77. 216 Eur ope dover.idf.il portscan: TCP Distributed Portscan 1
147.236. 238. 21 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
66. 249. 89. 123 147.237.77. 216 Lhited Sates dover . idf.il portscan: TCP O stributed Portscan 1
52. 6. 202. 63 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 28.190. 180 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
199. 191. 56. 187 147. 237.77. 176 Lhited Sates mat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

Pal estinian Territory

Action

213.244.82.139 |00 o 147. 237. 77. 176 |nat pash. i df . i | drop First packet isnt SN drop 859
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
2.54.179. 79 I srael 147.237.72. 167 |i shurimaka.i df .i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 33
79.178.15.2 I srael 147, 237, 72. 167 i shurimaka. i . i1 || SaM g Engi ne: TQP Inval id|invalid segrent retransmssi on drop 30
Ret ransni ssi on Packet dr opped.
46.19. 85. 79 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 24
46.19. 86. 121 I srael 147.237.72. 167 |ishurimaka. i df .il |Bad TCP sequence Invalid ACK nunber monitor |23
8.37.235. 181 Whited Sates 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 21
2.52.63. 194 I srael 147.237.0.15  |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
2.54.161. 17 | sr ael 147.237. 72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
2.54.161. 17 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 17
2.54.161.17 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunber moni tor |17
2.54.161.17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 17
66.249. 64. 250 |Uhited Sates 147.237.77. 234 |hal ag.i of .| Streaning Engi ne: TCP Inval i dinvalid segnent retransnission drop 16
Ret ransm ssi on Packet dr opped.
84.95. 215. 19 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 15
37.26.149.175 |lsrael 147.237.72. 166 |aka. i df.i | dr op First packet isn't SN drop 14
37.26.149.175 |israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 14
37.26.149.175 [ srael 147, 237.72. 166 |aka. i df .| Bad TCP sequence ﬁﬁﬁ;j&;?&gth monitor |14
2.54.161. 17 I srael 147. 237.72. 166 |aka. i of .i | SYN Attack rej ect 13
46. 19. 85. 120 I srael 147.237.72. 167 |ishurimaka. i df .il |Bad TCP sequence Invalid ACK nunber monitor |12
66. 249. 83. 155 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 9
79.182. 165.60 I srael 147. 237, 72. 167 [i shuri maka i o1 [/ 83 NG Engi nex TP Invalid fimvalid segrent retransmssion. |, ) 9
Ret ransm ssi on Packet dr opped.
82. 80. 29. 186 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 9
66.249.83.155 [lLnited Sates 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 9
66.249.83.155 [lhited Sates 147.237.77. 216 [dover.idf il Bad TCP sequence Inval i d sequence nunber moni t or 9
66.249.83.155 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
66.249.83.155 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
2.54.161.17 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 9
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 7
212.68.153. 181 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 7
79.178.29.251 | srael 147. 237.72. 166 |aka i of . i Streaning Bngine: TCP Invalid|invalid segnent retransmssion | 6
Ret ransm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.54.179. 79 I sr ael 147. 237.72. 167 |i shurimaka.i df .i1 |[SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject
109. 226.17.54 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
62.219. 131. 149 |israel 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Inval idinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
79.178.15. 2 | sr ael 147.237.72. 167 |ishurimaka.idf.i| [Bad TCP sequence I'nval i d ACK nunber nonitor |6
80. 246. 130. 217 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence md:)e\:,rsa:;rit wehdfferent | onitor 6
79.178.61.84  |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i dinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
37.26.149.237 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.149. 31 I'sr ael 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Inval i dinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 142 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
212.179.210.74 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 6
37.26.146.145 |Israel 147.237. 72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> Timeout [reject 6
46.19. 85. 142 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |6
212.179.210.74 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 6
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i of . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.179.79 I srael 147.237.72. 167 |ishurimaka. i df .il |Bad TCP sequence Invalid ACK nunber aert 5
2.52. 63. 194 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 35 I sr ael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 86. 169 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 200
46. 19. 86. 169 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 111
2.52.27.18 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 50
109. 253. 194. 250! srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 40
176.13. 17. 65 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 39
46.19. 86. 86 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
83.130.111.21 |Israel 147.237.72. 156 |aman. i df . i | DOstributed I11egal HITP \ersion B ock 3
83.130.111.21 |Israel 147.237.72. 156 |anman. i df . i | Dstributed M formed UR B ock 3
46.19. 86. 152 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 230 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
83.130.111.21 |[Israel 147.237.72. 156 |aman. i df . i | Distributed Unhknown HTTP Request Met hod B ock 3
83.130.111.21 [israel 147.237.72. 156 [aman. i df . i | Distributed Abnornal |y Long Request B ock 3
109. 253. 213. 26 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
83.130.111.21 |[Israel 147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Gode Character in Header Name from83.130.111.21  |B ock 2
80. 246. 137. 203 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁg“lt eh?rc;fz‘f? , t’;‘eggfy‘im s/ 1 st chi | ddocument s/ 1302 Bock |2
89.139.149.83 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 2
180.183.2.170 |Thai l and 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock 2
83.130.111.21 [israel 147.237.72. 156 [aman. i df . i | Mitiple I11egal Byte Code Character in Mthod from83.130.111. 21 B ock 2
83.130.111.21 |Israel 147.237.72. 156 |aman. i df . i | Mitiple Illegal Byte Gode Character in URL from83.130.111. 21 B ock 2
Illegal Byte Gode Character in Method hA«[ [#16]][[#20]] A% [#20]] AA AZ
Ayt AR AE. AsAst AuP2$A° 2A»RaA Af[[#25]]] 5 AVA[ [#1]]1K
83.130.111.21 |Israel 147.237.72. 156 |aman. i df . i | A?YbA- sAceAC( 0A;$A 2A ASOMAYSAZ [ A0Af B ock 1
AGPAy@N R{ [ #1]] F[ [ #4] ]| UGASA¥E. A, qAcA° R, AcA:
[[#11]], [W [#26] ] xA?
66.249.66. 191 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1387- he/ r ef uah. aspx Bl ock 1
176.12.136. 101 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
Ostributed Paraneter Type Mol ation on
46. 19. 86. 105 I srael 147.237.76.42 |refuah.idf.il wan refua. atal .idf.il/1518-he/ ref uah. aspx par anet er B ock 1
ct | 00$Cont ent A acetHbl der 1$t xt Last Nane
107.178.194.83 |Uited Sates 147.237.77. 216 |dover.idf. il [0 o™ Buted 1?;“_?;22;?&%\/2‘??:‘)2” Bock |1
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from 46. 19. 85. 95 B ock 1
84.108.184.143 |Israel 147.237.72. 166 |aka. i df . i | \';\qu\:/(ungkmg. iPc?fr.ainle/trfa:i :/agtiljusllnnai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
80. 246. 139. 165 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
204.13.200.200 [Uited Sates [147.287.77. 216(dover. idf il [0 GG TR IRLIE TR e o Bock |1
2.54.162.229  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt : ci’rc"leie?/ t:eggrcyetzm O e/ 1 st chi | cdocument s/ 1432 Bock |1
83.130.111.21 |Israel 147.237.72. 156 |aman. i df . i | Mal forned HTTP Header Line 1 B ock 1
70.39.157.195 |wited Sates [147.237.77.216|dover.idf.il Lhau th Srs' zed LR Access to wwwidf.i1/1133-23026-hef dover. aspoxax” g (o [y
46.35.253. 161 :32::3 on 147.237.76.42 [refuah.idf.il 2;3;@;%;] legf |\AI ;)L Ztn;ulogt i/ Isgndt of ri end/ sendt of ri end. aspx Bl ock !
82.80.17.163 | srael 147.237.72.166|aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
212.143.85.205 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS At ack None 1
46. 19. 85. 250 I srael 147.237.76.42 |refuah.idf.il Mal formed URL asp. net _sessi oni d=r gs3gt 55c2znxvbyOozyanns; B ock 1
94.230.93.138 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
80.179.10.156 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
192.115.83.5 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
37.142.132.133 |Israel 147.237.72.166|aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
83.130.111.21 |israel 147. 237.72. 156 |anan. i df . i | ?ﬂ;ﬁﬁ&%ﬁﬁgﬁ'&f‘mﬁeﬁﬂi&?m:833' 513())' 111.21 (Protocol violation . o |y
2.52.56.134 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Il1egal Byte Code Character in Paraneter Nane &gt AmG4 [ #15] ] A2/ xCHES
83.130.111.21 [Israel 147.237. 72. 156 |anan. i df .i | E\[Aﬁf(]a[][}tg?]}%fﬁ?gﬂ%&z;? gfgfﬁﬂji[_gz? e Bock |1
4A21 RosK (yol [ #2] ] Atagx"A- Aj & x2 Kbl xoj x” pASCR y8f Ac[ [ #14] ] ~1A8
66.249.78.158 |[lsrael 147.237.72. 166 [aka. i df . i | SSL Uhtraceabl e QGonnection - Protocol violation (SSL_GONN CLIENT_HALLQ [None 1
176. 12. 149. 123 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
107.178.104.87 [Uited Sates [147.237.77. 206 |dover i df i1 |0 T eo UL TR eoess on Bock |1
82.81.38.194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.86.134  [Israel 147.237.76.42 |refuah.idf.il [0 buted hau horized of vt e Bock |1
46.19. 85. 95 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/valta Bl ock 1
85.10. 210.199  |Ger many 147.237.77. 216 |dover. i df . i | Distributed Lhauthori zed U Access on Bock |1

waw i df . i | /1133-22638- he/ dover . aspx.
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