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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3373
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 94
116. 29. 85. 56 Chi na 147.237.76. 198 e.yohalan.idf.il |Block Udp All Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Addr ess étu"’r‘ftkre; Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
46.19.85.107  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.162.114  (147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
222.186.52. 66 |147.237.0.19 |China nedi matal .idf.il [ET SCAN Potential SSH Scan 1
176.12. 139. 23 [147.237. 72. 166 || srael akaidf.il I NDI CATOR- SCAN nyscan 1
168. 62. 238. 153 |147. 237.76. 197 |Whited Sates |e.himush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89.138.167.7 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183.180. 30 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19.85.122  |147. 237.72. 166 [I srael akaidf.il portscan: TCP O stributed Portscan 1
i ET SCAN Behavi oral Unhusual 'y fast inbound Tel net Gonnecti ons,
42.82.239.4  |147.237.76. 148 ?rea’ Republ i c gacenter aka il if o0 L T e e For():/e 1
195. 200. 205. 35 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 4. 98 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
176.12. 139. 23 [147.237. 72. 166 || srael akaidf.il GPL SCAN nyscan 1
147.27.11. 143 [147.237.76.38 |Qeece eemitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
80.179.241.21 |147.237.77.216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19.86.118  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMirul e drop 32
46. 19. 85. 120 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 14
46.19. 85. 110 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
reanmn ine: TCP Invali i i ssi
2.52.56. 111 I srael 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
155.91.64.11  |Europe 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
46.121.74. 93 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 7
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 85. 238 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
Sreamng BEngine: TCP Invalid i i ssi
46.210.175. 216 | srael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 238 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
2.52.56. 166 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.166. 182. 249 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 35 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 5
80. 246. 139. 219 | srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
109. 67. 63. 96 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 86. 63 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 34 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TP Invalid i i ssi
199.30.24. 146 |nited Sates [147.237.76. 200 |ei tan. aka.idf il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
Sreaming Engine: TGP Invalid i i ssi
176. 12. 144. 163 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmission. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 85 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 4
91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46. 19. 85. 35 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91. 200. 12. 143  |krai ne 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 4
Sreaming Engine: TGP Invalid i i ssi
176.12. 139. 222 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmission. drop 4
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
37.26.147.219 |Israel 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.175.116  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
o SWNretransnmit wth different .
80. 246.133. 67 [l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 3
reaming BEngi ne: TCP Invali i i ssi
109. 67. 187. 196 |I srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
62.219. 164. 214 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
46.19. 85. 37 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TGP Invalid i i ssi
2.54.7.45 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109. 65. 49. 225 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.143.166.30 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168. 122. 173 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
46.19. 86. 12 I sr ael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.177.122. 245 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
106.76. 251. 248 |[india 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.199  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 86. 33 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TP Invalid i i Ssi
109.67.19.252 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 35 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
37.26.146.148 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.52.147.170  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
212.179. 218. 166 |l sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 229 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 92 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.145 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 116
2.52. 45,57 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 107
2.52.45.57 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 107
37.26.147.145 |israel 147.237.0.19 |nadimatal .idf.i [0 MY of the Sane Response Code (404) in Session from B ock 57
37.26.147. 145
176.12. 144. 163 |l srael 147.237.76. 200 |ei tan. aka. i df . i | I‘;Z_'\f;ylﬂ_ tlgg Sane Response (bde (404) in Session from Bl ock 38
2.52.45.57 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 31
46. 19. 86. 169 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
46.19. 85. 39 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 13
80. 246. 136. 147 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
5.29.56. 111 | srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for wwwy aka. i df.il/ Bl ock 6
74.208.16.114 |nited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 74. 208. 16. 114 B ock 5
185. 27. 105. 124 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 185. 27. 105. 124 Bl ock 4
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253.192.5 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
195. 200. 205. 2  |Israel 147.237.77.74 [lawidf.il Unaut hor i zed HTTP Met hod Bl ock 3
185, 27.105. 124 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/8/ B ock 3
2.52.18.175  [israel 147.237.76.42 |refuah.idf.il ~ [Tamer pe volat fglg_tr']glor?l:‘;h?”atsixacem der 13txtLastNae in Bock |2
62.210.190.10 |France 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 2
46.19. 86. 132 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
185. 27. 105. 124 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed Method for Known URL on www aka.idf.il/ B ock 2
195. 200. 205.2 |Israel 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 195. 200. 205. 2 B ock 2
Dstributed Paraneter Type Mol ati on on
80.246.133.65 |[lIsrael 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/1518-he/ refuah. aspx par anet er Bl ock 2
ct | 00$Cont ent Pl aceHol der 1$t xt Last Nane
80. 246. 139. 160 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
46. 19. 86. 86 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwwy i df.il/1153- he/ dover. aspx B ock
132.76.61.51  |Israel 147.237.72. 166 |aka. i df . i | m”;k":i A e s—ac\ﬂarE\/’\fqueifngED in None 1
61. 135. 190. 200 |Chi na 147.237.0.19 |nadimatal .idf.i|Uauthorized LR Access to 147.237.0. 19/ Bl ock 1
195. 200. 205. 2 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip_storagel/files/ 4/ B ock
5.29.56. 111 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ U B ock
107.178.194.83 |ited Sates [147.237.77. 216 |dover.idf il [0S oted lT;;f;gzgi_eﬁeﬁvzc_ispzn Bock |1
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
46. 19. 86. 244 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185.32.179. 44 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
176. 12. 144. 163 |l srael 147.237.76.200(ei tan. aka. i df . i | [Too Many 404: Response Code per Session B ock 1
77.126.69.83  |israel 147. 237.72. 166 |aka. i df . i | mnifi ?ﬁﬁ;b;ﬁliﬁafgmm in None 1
46.19. 85. 157 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Miformed URL from 46. 19. 85. 157 B ock 1
109. 201. 154. 217|Netherl ands  [147.287. 7. 216(dover. i df i1 [oo T GG TRIRLIE] TR Aeese o Bock |1
66. 249, 64. 250 | srael 147.237.77.234|hal ag. i df . i | mﬂtgg?rs'tfig. aﬁ Alcd‘;efls /tgmm ot e/ shar od user cort 1ol </ nevren Bl ock 1
212.143.166.30 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/nain/ Bl ock 1
46.117.193. 210 |Israel 147.237.72. 166 |aka. i df . i | iur:kvr\]x:wvmak?ir gﬁtl‘irn;;/'ggig;ggj;"ihp"fiagiiphsamm$e”p' oyment tatusbay .o 1
192. 114. 177. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from192. 114.177. 190 B ock 1
2.54.23.27 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
89.234.157. 254 [France 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;}22&;;?&%&??;&” Bock |1
46.19. 86. 124 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176.13.15.120 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
68.180.228. 112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin vww i df.il/1779-he/ dover . aspx Bl ock 1
46.19. 85. 78 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
132.76.61. 51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
204.13.200.200 |Uited Sates [147.237.77. 216 |dover. idf il |2 ST lT;;f;gzgi_eﬁeﬁvzc_ispzn Bock |1
37.26.146.136 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
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