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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3493
123.151. 42. 61 Chi na 147.237. 76. 44 e.refuah.idf.il |B ock Udp All _Nets Con Linit drop 1
188. 138. 1. 218 Cer many 147. 237. 76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action ‘Count |
188. 165. 15. 160  |France 147.237.72.156 |aman.idf.il 28: HITP.  AhrefBot craw er B ock 1
45.33.61.138 147.237.72.167 |i shuri maka.idf.il|CL000107: DDOS- Spoof ed HTTP Packet s Bl ock 1
106. 38. 241. 147  |China 147.237.77.216 |dover.idf.il C103: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 154 |Chi na 147.237.77.216 |dover.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1
187.122.224.78 |Bazil 147.237.77.216 |dover.idf.il 16643: HITP. Protected File Access ( /proc/sel f/environ) Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

Potential Scan or Brute Force

2.54.6.91 147.237.0.19 [Israel nedi matal . idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 16
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.78.146  [147.237.72.166|lhited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
218.108. 132. 58 |[147.237.76.38 [China eenmeitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
166. 63. 122. 229 |147.237.77.235|lhited Sates [svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
128.199. 41. 249 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
77.53.52.194 147. 237. 72. 167 |Sweden i shurimaka.idf.il Er SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
46. 19. 86. 14 147.237.77. 216 |I srael dover.idf il portscan: TCP D stributed Portscan 1
31.19.116.8 147.237.77. 61 |Ger many e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
166. 63. 122. 229 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181|147. 237.0. 16  [Turkey ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
37.26.147.145 |147.237.0.19 |Israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
24. 232114214 |147.237.0.10 |Argentina vadimatal idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1




12-21-2015-07:04:05 to 12-21-2015-08:04:05

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SN retransmt wth different

94.73.145.90  |Turkey 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 47
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
79.183.131.21 |israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
192.0.81. 17 Wited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
2.54.188.138 I sr ael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
80.179.114.27 |[Israel 147.237.76.31 |nakchal .idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or
80.246.130.2  |Israel 147. 237, 76. 200 [ei tan aka i o i1 || 62N NG Engine: TP Invalid  finvalid segnent retransnissi on drop 8
Ret r ansn ssi on Packet dropped.
46. 19. 85. 53 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 5
144. 131. 136. 120|Austraia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.6.91 | srael 147.237.0.19 |nadi matal.idf.ildr op First packet isn't SN drop 4
54.244.22.103 |thited Sates [147.237.77.176|matpash.idf.il |dr op First packet isn't SWN drop 4
46. 19. 86. 168 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
84.95.209.133 |Israel 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
31.210. 186. 155 |[lIsrael 147. 237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34.150.18 |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data nonitor |4
2.54.188.138 | sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
54.151. 42. 39 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
94.73.145.90  [Turkey 147. 237.72. 166 |aka. i df . Bad TCP sequence mdrostvrsa:;”y wth different aert 4
46.19. 85. 234 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber alert 4
2.54.185. 56 I'srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
147.235.8.68  |Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence Vﬁﬁs&tfﬂsmt wehdifferent Joonitor |3
37.26.147.145 |Israel 147.237.0.19 |nadimatal.idf.i{Bad TCP sequence alert
192.0.99. 128 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or
79.180.177.83 | srael 147.237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dropped.
46.19.85.123  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
185. 27. 105. 106 |Israel 147.237.72. 166 |aka i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dropped.
2.52.18.175 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
37.26.147.145 |israel 147.237.0.19 |medimatal .icf.i|Bad TCP sequence noni t or 3
66.102. 9. 2 Lhited Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
66. 102. 9. 24 lited Sates |147.237. 72. 166 |aka.idf il Streaming Engine: TCP Invalid  invalid segnent retransissi on. drop 3
Ret r ansni ssi on Packet dropped.
37.26.149.175 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
80.178.138. 115 |l srael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.191. 210 I sr ael 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.52.161. 52 I'srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
80.178.138. 115 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 3
147. 235. 8. 68 | srael 147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
46. 19. 86. 126 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 0. 81. 57 Wited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 2
46. 19. 86. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.177.103.40 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
208.115.113.89 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
68. 180. 229. 239 |Whited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
50. 18. 94. 121 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 2
46.19.86.126 | srael 147.237.77. 216 |dover.idf.il  |Bad TOP sequence mﬁﬁsrc:;ansm wehdifferent Joonitor |2
80. 179. 114. 27 | srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber alert 2
2.54.6.91 I srael 147.237.0.19 |nadimatal .idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
212.25.69. 22 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
80.178.138. 115 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
37.26.147.145 |israel 147.237.0.19 |nadimatal .idf.i g‘;?;:?;; flzge Sane Response Code (404) in Session from Bl ock 244
37.26.147.145 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 124
37.26.147.145 |Israel 147.237.0.19 |nadimatal .idf.i g(;?zngn1>/4;flzr5\e sane Response (ode (403) in Session from Bl ock 55
46. 19. 85. 218 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46.19.85. 78 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 7
46. 19. 86. 205 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13.1.3 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
204.13.200.200 [Uited Sates [147.237.77. 216|dover. i df . il |0 o0 o ff;;t;ggggeﬂe%ﬁcispf” Bock |2
109. 65.49. 172 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
109. 253. 130. 28 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
2.54.6.91 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
149.88.181.4  |israel 147.237.72. 166 |aka. i df . i | mngkm:i?.r ﬁnfrtr;r n/Z;ngrﬂslcggyg??ggha'\gxnsscphsaChar $cb14120721 in None 2
87.69.110. 9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
185. 32.179. 142 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
68.180. 229. 239 |[Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 164 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
109. 201. 152. 237 |Netherl ands ~ [147. 237. 7. 216 |dover . i df . i | D stri but oc if;;_t;gg;;_eﬁeﬁfeﬁ?f;p;” Bl ock 1
107.178.194.79 |Uited Sates [147.237.77.216|dover . i df . | D stri uted 1Lf:;f:§2iefﬂe%vﬁc_?sspﬁn Bl ock 1
82.80.130.117 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout dev. css  |B ock 1
157.55.39.30  |lhited Sates [147.237.77.176|mat pash.idf.il [unhauthorized UR. Access to 147.237.77.176/robots. t xt Bl ock 1
46. 19. 85. 174 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
2.54.2.12 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212.143.110.33 |Israel 147.237.72.166 |aka. i df . i | mnaj’(":i;ériﬁrn;e&%faﬁ?;imgg on. asp None 1
91.106.36.165 |lrag 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to ww idf.il/arr/ B ock 1
188.138.9.49  |Germany 147. 237.77. 216 |dover . i df . i | D stri uted ff:é’.t:gé;fﬂeﬁvﬁc_fpfn Bl ock 1
79.178.137.98 |lsrael 147.237.77.74 |lawidf.il Unhaut hori zed LRL Access to ww nag. i df.il/images/ 1. he/infocenteritem |B ock 1
107.178.194.83 |Uited Sates [147.237.77. 216 |dover. idf. il |51 ﬁ";;_tggzgi_eﬂeﬁvﬁfzsp;” Bock |1
84.228.143.245 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
207. 46. 13. 83 Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/nain/drushindnisrot.aspx B ock 1
158. 69. 197. 249 |Uhited Sates |147.237.77.216|dover.idf.il PHP At t enpt B ock 1
66.249.66.191 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css Bl ock 1
109. 65. 182.59  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46.19. 85. 197 I srael 147.237.76.42 |refuah.idf.il Ml formed URL B ock 1
212.143.110. 33 | srael 147. 237.72. 166 |aka. i df . i | m”;’kmglﬁr?rf;;r J;;&?f;;ggﬁcﬁg'\::pfcphsaChar$e”p' oymentStatus in fy, .o 1
93.173.128. 203 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from93.173. 128. 203 B ock 1
192. 115. 177. 202I srael 147.237.77. 176 |nat pash. i df . i | mué:g(’;i_fz?_ ﬂj‘sips_csfifatg;ﬁ | s/ 8/ 4629, pg Bl ock 1
79.179. 183. 139 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/mai n/ sachar/ B ock 1
46.121. 206. 225 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.i|/mai ns/ sachar B ock 1
149.50.72.109 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e S3L Sessi ons: sigal gs oS Attack None
107.178.194.83 |Uited Sates [147.237.77. 216|dover . i df . | D stri bt ec 1T§;f2§gi3§_eﬁeﬁvﬁc_isp£” B ock 1
37.26.148.229 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
85. 64.162. 159 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
207.46.13.117 |nited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
158. 69. 197. 249 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.i|/magm /web/ magni . php B ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
109. 65. 212. 194 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85. 197 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method 5 in URL B ock 1
2.54.165. 104 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
94.73. 145. 90 Tur key 147.237.72. 166 |aka. i df . i | MBSQ Dmta Retrieval with Inplicit  Qonversion Erors None 1
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