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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3107
222.186.21.181 Chi na 147.237. 76. 147 chinuch.aka.idf.il [JLM Under Attack_Con_Tcp dr op 2

140. 240. 126. 98 Chi na 147.237.76. 177 ncore.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature |Devi ce Action |Oount |
106. 38.241. 106 |China 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
187.122.224.78 |Prazil 147.237.77.176 |nat pash.idf.i| [16643: HITP. Protected File Access ( /proc/sel f/environ) B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Country

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 191 [147.237.77.74 |[Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
146. 185. 250. 2 [147.237.8.27 g;:::t”ion enadimatal .idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
98. 119. 105. 221 [147. 237. 76. 147 |Lnited Sates chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 [147.237.8.24 |Wkraine elifestyle.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
14,119, 86.208 1147 237 034 |ni na Cikshov.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 82. 106. 200 |147. 237. 76. 201 |I ndi a eatal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
98. 119. 105. 221 [147. 237. 76. 147 | ted Sates chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
98. 119. 105. 221 [147. 237. 76. 147 |Lhited Sates chinuch. aka.idf.il [ET SCAN NVAP -f -sS 1
66.249.78.165 |[147.237.72.166|lhited Sates  |aka.idf.il SERVER APACFE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
31.19.116.8 147. 237. 77. 121 |Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreanmng Engine: TCP Invalid

Inval i d segnent retransnission.

2.54.54. 105 I srael 147. 237. 76. 200 [ei tan. aka.i df . | S dro 894
Ret ransm ssi on Packet dr opped. P
R SYNretransmt wth different .
80. 246. 130. 242 |Israel 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal e monitor |78
80. 246. 130. 242 I srael 147.237.77. 233 |atal i df .i | Bad TCP sequence SWretransmt wth different | oniior a6
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
Sreanmng Engine: TCP Invalid i i SSi
66.249.64.119 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | o 16
Ret r ansni ssi on Packet dr opped.
172.56.23.199 |Uited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
109. 253. 142. 207|lI srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
188. 120. 148. 235l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
172.56.23.199 |UWited Sates [147.237.72.166 |aka.idf. il Bad TCP sequence SINFACK retransmt wth moni tor |4
different w ndow scal e
46. 19. 85. 150 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |3
reamng Engi ne: TCP Invali i i ssi
212.143.60. 114 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid imvalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dr opped.
64.246.165.50 |[Lhited States |147.237.0.15 |kosher-kravi.idf.il  |Header Rgjection rﬁitre’ec“on pattern found in | oivor |3
reamng Engi ne: TCP Invali i i ssi
109. 67. 205. 248 | srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid imvalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
77.125.124. 181 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
176. 13. 6. 109 I srael 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |2
Sreamng Engine: TCP Invalid i i ssi
68.180. 229. 121 |United Sates |147.237. 76. 200 |ei tan. aka.idf il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
81.169. 237. 146 |Ger many 147.237.76. 176 |test. ncore. i df .i | drop SAMrul e drop 2
46. 19. 86. 27 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |2
46.19. 86. 27 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
109. 253. 142. 207|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 2
46. 19. 86. 245 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 102|Wnited Sates |147.237. 76. 199 |e. nakchal .i df .i Geo- | ocati on enf or cenent il?olr gg‘;;'mon I nbound drop 1
45.33.61. 138 147. 237.77. 226 :"”‘W‘:ha"m' aka.tdf-1 g 6k HTTP Non Gompl i ant Failed to handl e connection data [monitor |1
155.94.222.12 |wited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
89.248.167.162 |Netherlands |147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
216.218.206. 67 |Uited Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
66. 249. 69. 10 | srael 147.237.0.33 [idf.il drop drop 1
199. 115. 117. 117|Whited Sates [147.237.0.16 |ny-kosher-kravi.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |1
31.168. 1. 226 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 1
216.218.206. 86 |Lnited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
199. 115. 117. 117|Wnited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
s SYNtACXK retransmt wth .
46. 19. 86. 245 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vi ndow scal & monitor |1
184. 105. 139. 122|Uhited Sates [147.237.77. 243 |nobile.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 95 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
89.248.167.162 |Netherlands |147.237.77.216 |dover.idf.il drop SAMrule drop 1
216.218.206. 71 |lLited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
199. 115. 117. 117|wnited Sates [147.237.0. 17 ]["I"Iy kosher-kravi.id |qy\ At ack SYN -> SYN-ACK -> RST rej ect 1
. . SYNtAXK retransmt with .
46.19. 86. 84 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence different vi ndow scal e nonitor |1
184.105. 139. 76 |wnited Sates [147.237.77. 212 e dover.idf il Geo- | ocati on enf or cenent g?olr ggi'n?n I nbound drop 1
37.26.146.181 |[lIsrael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
216.218. 206. 100|ULhited Sates |147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113. 84 |lnited Sates [147.237.77.74 (lawidf.il drop SAMrul e drop 1
46.121.202.81 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 200|Wnited States [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site S gnature Acti on ‘Count
2.54.54.105  |Israel 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from g 193
2.54.54, 105
2.52.52.27 I srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 104
2.52.52. 27 I srael 147.237.0.19 |nadimatal .idf.il ;022'\”;”23’ 2°7f the Sane Response Code (404) in Session from g 62
185, 32. 179. 217 |I srael 147.237.0.19 |nadimatal .idf.il DO stribut ed Suspici ous Response Qode B ock
5.29.171.53 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
m ny- kosher - kravi . i
176. 13. 20. 26 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
] . . D stributed ULhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates 147.237.77. 216 |dover.idf.i v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . D stributed Uhaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77.216|dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . . D stributed ULhaut hori zed URL Access on
204. 13.200. 200 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
176.13.1. 80 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
66. 249. 64. 230 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.54.54. 105 I srael 147.237.76.200|ei tan. aka. i df . il Too Many 404: Response Code per Session B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates 147.237.77.216|dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
} . . Uhaut hori zed URL Access to
68.180. 228. 175 |Lhited States 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 994- 9700- hel r ef uah. aspx B ock 1
. . Mul tiple Whaut horized Method for Known URL from
37.142. 222. 233 |l srael 147.237.72. 166 |aka. i df . i | 37 142 292 233 Bl ock 1
. . . . S Whtraceabl e Gonnection - Protocol violation
85.250.189.3 |Israel 147.237.72. 167 i shurimaka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 64. 233 |l srael 147. 237.77. 216 |dover . i df . i | Lhaut hori zed LR Access to B ock 1
ww i df.i | /atal /i zkor/ vi ew i ngt op. asp
] . . D stributed Uhaut hori zed URL Access on
204. 13.200. 200 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
69.194.230.99 [Whited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal.idf.il/wp/wp-admin/ Bl ock 1
37.142. 222. 233 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/ B ock
178. 33. 160. 252 |Spai n 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-adm n/ B ock
. . Uhaut hori zed URL Access to
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel {1 | es/ 6/ 3126. | pg Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.177. 221. 94 |1 srael 147. 237. 0. 19 madimatal idf.il Parmter T)_/pe \:1 ol atl_on ct | 00$Cont ent A acetbl der 1$t xt Mbbi | e in B ock 1
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
41.79. 186. 89 ;agim'f’ofuq' ted 147.237.77.216|dover. i df .il SSL Untraceabl e Connection - Cpen Mde None 1
2.52.52.27 | srael 147.237.0.19 |madimatal .idf.il Too Many 403: Response Code per Session B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il www; i df . i |/ hebr ew or gani zat i on/ homef r ont / kkkkkkk=cd078036 |B ock 1
kkkkkkk _cd078036
93. 173. 128. 203 |I srael 147.237.72. 166 |aka. i df . i | llegal Byte (e Character in URL /mainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Uhaut hori zed URL Access to
66.249.78.97 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
208. 115. 113. 89 |Lhited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df . il/894-he B ock 1
37.142.196. 69 | srael 147. 237.72. 166 |aka. i df . i | Mil tiple Lhtraceabl e SS. Sessions from37.142.196. 69 (sigal gs None 1
DoS At t ack)
157.55.39. 133 |Lhited Sates 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed LRL Access to maarachot.idf.il/71905-he/*,f.join( |B ock 1
80.179.119. 22 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
62.219.187.7 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None 1
184. 105. 139. 70 |Lhited Sates 147.237.77. 243 |nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
94. 159. 207. 165 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
. . S Whtraceabl e Gonnection - Protocol violation
66.249. 78. 165 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN QLI ENT FELLO) None 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |Lhited Sates 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
37.142.196.69 |[lIsrael 147.237.72. 166 |aka. i df . i | SS. Untraceabl e Qonnection - sigal gs DoS Attack None 1
. . Uhaut hori zed URL Access to
80. 246. 130. 242 |I srael 147.237.77.233|atal . i df .il 147, 237. 7. 233/ 1501- he/ at al . aspx Bl ock 1

12-21-2015-06:04:02

to 12-21-2015-07:04:02




