12-21-2015-05:04:09 to 12-21-2015-06:04:09

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da”y Report

|Top Targets |
2, 000
1, 5004" M dover.idf.il
] M aka.idf.il
1, 0007 Watal.idf.il
M navy.idf.il
Number 5001 B awidf.il
a 1 B refuah.idf.il
At acks 0- . . .
' [Meitan. aka.idf.il
& B mobile.neitav.idf.il
K\
& anan. i df il
B mny-kosher-kravi .idf.il

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
41.33.231.90

I 176.13. 21. 241
195. 34. 150. 18

" Z,ber Il 66. 249. 64. 163
Attacks M 41.33.232. 66

I 68. 133. 26. 208

Il 93.173.236.124
190. 236. 194. 40

M 70. 188. 54. 187

Top Attackers



12-21-2015-05:04:09 to 12-21-2015-06:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3240
45.58.118. 218 147.237.76. 44 e.refuah.idf.il B ock_UWp Al _Nets dr op 1
78.188. 239. 33 Tur key 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.64. 191 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.78.146  |147.237.72.166|Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
98.119. 105. 221 |147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
98.119. 105. 221 |147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -f -sS 1
94. 102. 60. 89 147.237.77.19 |Netherl ands | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 77. 226 |France wa chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
106. 125. 182. 106(147. 237.8.27 |China e.madimatal .idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
98.119. 105. 221 |147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NMAP -sS w ndow 2048 1
94. 102. 60. 89 147.237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
62. 75. 236. 76 147. 237. 77. 227 |Ger many e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?ca\t/ii (;i
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .il drop SAMrule drop 34
66.249. 64,163 |United Qates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Inval id |imvalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |6
176.13.21.241 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber monitor |6
68.133.26.208 |Lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
176.13.21. 241 |Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
199.30.24.78  |Wited Sates |147.237.76.200|eitan aka.idf.il Streamng Engi ne: TCP Invalid |invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
93.173.236. 124 |Israel 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 4
98.252.51.195 |Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
70.188.54.187 |Lhited Sates |147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
190. 236. 194. 40 |Peru 147.237.72. 166 |aka.i of .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
185.3.146. 117 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |3
185. 120. 126. 85 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
2.54.13.79 I'srael 147. 237.72. 166 |aka. i df .| Sireamng Engine: TCP [nval 1d Jinvalid segnent retransmission | ) 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 230 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
37.26.148.221 [Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 98 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
77.126.58. 207 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 2
74.82. 47.50 Lhited Sates |147.237.77.179|e. nazi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
155.94.222.12 |Wited Sates |147.237.76. 196 |e. sviva.idf. il Geo- | ocati on enf or cement Sﬁfolrggihton i nbound drop 1
84.108. 137. 167 |Israel 147. 237. 72. 166 [aka.i df .i Bad TCP sequence I'nvalid ACK nunber noni t or
73.136.136. 103 |Lhited States  |147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |1
46. 19. 86. 98 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert
184.105. 139. 84 |Wnited Sates |147.237.77. 226 V‘:"IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.29.2 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert 1
139. 196. 104. 39 [Chi na 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
77.126.58.207 |lIsrael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
185. 3. 146. 206 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
37.26.148.221 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
155.94.222.12 |wnited Sates [147.237.77.233atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates |[147.237.8.24 |elifestyleidf.il  |Geo-1ocation enforcenent Sﬁfolrggihton i nbound drop 1
199. 30.24. 148 |Whited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 1
184.105.139.91 |[whited Sates [147.237.0.33 [idf.il drop drop 1
2.52.29.2 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
139. 196. 104. 39 |Chi na 147.237. 76. 148 |gqcenter. aka. i df .i | dr op drop 1
74.82.47.16 Wited Sates [147.237.0.33 [idf.il drop drop 1
208.115.111. 68 |Lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1
46.117.180.29 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber aert 1
184. 105. 139. 102|wnited Sates  [147.237. 77. 121 |e navy. i df .1 Geo- | ocati on enf or cenent Sg;’;ggﬁ;infn i nbound drop 1
139. 196. 104. 39 [Chi na 147. 237. 76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
80.246.133.41 |Israel 147. 237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence I'nvalid ACGK nunber aert 1
100.36.106.48 |[Wnited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.20 Lhited Sates |147.237.76.202|e. halag.idf. il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
46.117.180.29 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
184. 105. 139. 102|nited Sates [147.237.77.233|atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.148.221 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber aert 1
146. 185. 234. 48 gz::;”ion 147.237.76. 42 |refuah.idf.il drop SAMrule drop 1
80.246.133.41 |[lIsrael 147.237.77. 170 |naar achot . i of . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Country Action
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 |thited Sates |147.237.77. 216 |dover. i df il v i df i | / 1133 22638- hel dover . aspx. B ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77. 216|dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
109. 67.39.170 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
2.54. 144. 45 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
m ny- kosher - kravi . i ing - : i
109. 253. 214. 146 | srael 147.237.0.17 my Doubl e LRL Encoding - paraneter: Feturnurl in B ock 1
df.il mny-kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
. . DO stributed Lhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66.249. 66. 137  [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
. . D stributed Uhauthorized URL Access on
66.249. 78.246 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
31.210.187.152 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
149. 78. 11. 53 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
. . DO stributed Lhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
66.249. 66. 142  [Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to list.ips.gov.il/index-files/listlxls B ock
207.46.13.170 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df.il/watch fragnents_aj ax B ock
68.180. 228. 112 |hited Sates |147. 237. 77. 216 |dover.idf .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
] . . Unhaut hori zed URL Access to
40.118.1. 136 Wited Sates |147. 237.77. 216 [dover. i df . il v i dff . 1/t enpl at es/ sendt of ri end/ sendt of i end. aspx28anp B ock 1
184. 168. 152. 148|Uhited Sates |147.237.76. 42 |refuah.idf.il Lhaut hori zed LRL Access to refua atal.idf.il/test/wo-admn/ B ock 1
84.228.65.178 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66. 249.78. 60 I srael 147.237.77.233(atal i df .| atal.idf.il/tenpl ates/ shared/ usercontrol s/ navnenu/ undef i ned Bl ock !
] - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wnited Sates |147. 237.77. 216 |dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher - kravi . i i i
109. 253. 210. 233 sr ael 147.237.0.17 fy-Kosher-Kkra |I1egal Paraneter Encoding [B( in . None 1
af.il m ny-kosher -kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
68.180. 228. 112 |hited Sates |147. 237. 77. 216 |dover.idf .i | Uhaut hori zed URL Access to ww i df.il/dover/ sitel honepage/ asp B ock 1
Unhaut hori zed URL Access to
66. 249. 64. 133 |l srael 147.237.77.234|hal ag. i df . i | wan | ogi stics.atal .idf.il/tenpl ates/shared usercontrol s/ navnenu/ und B ock 1
efi ned
185. 3. 146. 117  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
; . . DO stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77. 216 |dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 78. 67 I srael 147.237.77.233|atal .idf.il atal idf.i1/tenpl ates/ shared usercont rol s/ navnenu B ock 1
m ny- kosher - kravi . i i i
109. 253. 210. 2331 sr ael 147 237.0. 17 ny Par anet er Type \/1 o_I at|pn ct| 00$Cont ent_PI acetbl der 1$t xt Password in B ock 1
af.il m ny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
74.82.47.2 Lhited Sates [147.237.76.39 |nobile.neitav.idf.il [Unhauthorized URL Access to 147.237.76.39/ B ock
66.249. 64.233 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/error.htm B ock
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |lhited Sates |147.237.77.216|dover. i df .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
’ . . D stributed Uhauthorized URL Access on
107.178.194.83 |Lnited Sates [147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- hel dover . aspx. B ock 1
66.249.78.160 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter gt; in v aka.idf.il/main/rabanut/general . aspx [None 1
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