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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3401

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn dr op 896

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il|Frk Under Attack GCon Htp drop 2

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il|Frk Purple Gon Linmit Htp drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Sgnature

149. 202. 112. 63 |Ger many 147.237.77. 216 |dover . i df . i{0361: HITP. Protected File Access (/etc/ passwd) B ock 1
149. 202. 112. 63 |Ger many 147.237.77.216 |dover . i df . i|16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
149. 202. 112. 63 |Ger many 147.237.77.216 |dover . i df . i|2809: HTTP: IS TRACK Met hod B ock 1
149. 202. 112. 63 |Ger many 147.237.77. 216 |dover . i df . i|3886: HITP. Qoss Ste Scripting in PCST Request B ock 1
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|Top Attackers In |D|

Target Address

At acker
Country

Signature

Potential Scan or Infection

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.240. 144. 64 |147.237.77. 226 |Chi na wa chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
222.186.56.42 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
198.20.69.74 |147.237.77.243|lhited Sates |nohile.idf.il ET OROP Dshiel d B ock Listed Source 1
61.240. 144. 64 (147.237.76.42 [China refuah.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.8.45 [lLnited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il GPL WEB SERVER TRACE at t enpt 1
37.143.82.50 |147.237.77.178|Net her| ands e. matpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 228. 33. 167 |147. 237. 72. 217 LKJi"intgegom eidf.il ET SCAN NMAP -sS wi ndow 1024 1
5.39.222.253 [147.237.0.34 |[Netherlands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.60.89 |147.237.0.16 [Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 |147. 237. 72. 14 |krai ne dover.idf.il (ol d) ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
61. 240. 144. 64 |147.237.77. 243 |hi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
222.186.56. 42 |(147.237.76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.77.178|hi na e. mat pash. i df . il ET SCAN Potential SSH Scan 1
222.186.56. 42 (147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 (147.237.76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
61.240. 144. 64 |(147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
149. 202. 112. 63 |147. 237. 77. 216 |Ger many dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
61.240. 144. 64 (147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
149. 202. 112. 63 [147. 237. 77. 216 |Ger many dover.idf.il GPL VB SERVER / et ¢/ passwd 1
37.143.82.50 |147.237.77. 178 [Net her| ands e. mat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
94.102.60.89 |147.237.0.35 [Netherl ands akavs. i df.il ET SCAN NVAP -sS wi ndow 1024 1
5.39.222.253 [147.237.0.33 [Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 |147. 237. 72. 14 |krai ne dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
20,129, 125. 192 |147 237, 0. 19 |q eece vadimatal idf i ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry|Target Address |Jte Signature
41.33.231.90 Egypt 147. 237. 77. 216 |dover i f .i | drop SAMrule drop 34
141.0.14.171 Eur ope 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
46.19.86.246  |Israel 147. 237.77. 226 :’W“Cha"atz' aka.Tdt-1 |4 op First packet ismt SWN drop 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |noni t or
79.180. 134. 215 |Israel 147.237.77. 226 :’WCham’tz' aka.1df- 1 loyN At ack SYN -> SYN-ACK -> RST rej ect 4
46.19.86.246 | srael 147. 237.77. 226 ;“”““Cha"atz' aka.idh-T1pad TCP sequence Inval i d ACK nurber monitor |3
Russi an . Streamng Engi ne: TCP I nval i dfinvalid segnent retransnission.
141.8.132.112 | 2 on 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TP Invalid i i ssi
157.55.39.11  |Wited Sates  |147.237. 7. 243 |nobile.i df .i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
149. 202. 112. 63 |Ger many 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|nonitor |2
213.57.145.90 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval id ACK nunber alert 2
85. 250. 255. 44 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
109. 67. 112. 176 |l srael 147.237.72. 166 |aka.idf . i1 SYN At tack SYN -> SYN-ACK -> Tineout |[reject 2
213.57.145.90 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval id ACK nunber nonitor |2
54.241.198.78 |lLited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |noni t or 2
184.105. 139. 119|wnited Sates  |147.237.76. 201 |e. atal i of .i Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
184. 105. 247. 227|Whited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop
8.37.227. 68 g”&;ymus 147. 237.77. 216 |dover. i df .1 Bl ock HTTP Non Conpliant  |Response out of state moni tor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |United Sates 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|nonitor |1
74.82. 47. 20 Lhited Sates 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
45.79. 168. 168 147.237.77. 176 |nat pash. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data|nonitor |1
184. 105. 247. 199|tnited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 202. 112. 63 |Ger many 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
187.137.36. 112 |Mexico 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
23.29.122.222 |lhited Sates 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|nonitor |1
174.236.36.41 |Lnited Sates 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval id ACK nunber noni tor |1
74.82.47.48 Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 76 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |1
184. 105. 247. 199|Wnited Sates  |147.237.77. 121 e navy. i df.il Geo- 1 ocati on enf or cenent ﬁ?;:ggﬁ;'nfn I nbound drop 1
Li byan Arab s . ) . .
154.127.64.35 |1 - va 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data|nonitor |1
89.248. 167. 162 |Netherl ands 147.237.72. 217 |e.i of .1 Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
23.96.208.137 |Lhited Sates 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data|nonitor |1
184.105.139.91 |Uited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 70 |Lited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 76 | srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 207|Wnited Sates  |147.237.0.17 ;“I"I" kosher-kravi-1d loyN At t ack SYN -> SYN-ACK -> RST rej ect 1
155.94.222.12 |wited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
89. 248. 167. 162 |Net her| ands 147. 237, 77. 121 |e. navy. i of . i Geo- | ocation enforcement |0 !ocation inbound drop 1
enf or cenent
73.49.31. 119 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.170 |Lhited Sates 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
184.105. 139. 119|Wnited Sates  |147.237.8.28 |e.nobil e-ks.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
216.218. 206. 106|Uni ted Sates  |147.237.0.200 |rdu.idf.il Geo- | ocation enforcement |0 !ocation inbound drop 1
enf or cenent
46. 19. 86. 246 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
184. 105. 247. 208|nited Sates 147.237.77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
89.248.167. 162 |Nether| ands 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 1
74.82.47.10 Lited Sates 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.172 |Lhited Sates 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

Sgnature

Devi ce

‘Count

Country Action
194.90.15.61  [Israel 147.237.72.167|i shuri maka. i df .i| [0 My of the Sane Response Code (404) in Session from B ock 142
194. 90. 15. 61
149. 202. 112. 63 |Ger nany 147.237.77. 216 |dover.i df .i | Ml ti pl e Uhaut horized URL Access from 149, 202. 112. 63 B ock
109. 67. 112. 176 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
46.118.155. 216 [Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Lhaut hori zed URL Access from 46. 118. 155. 216 B ock
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 [lLhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
149. 202. 112. 63 |Ger many 147.237.77.216|dover . i df .i | Mil tipl e Unknown HTTP Request Met hod from 149. 202. 112. 63 Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 2
40.77. 167. 89 Lhited Sates |147.237.76.200|eitan. aka.idf.il Uhaut hori zed URL Access to v eitan. aka. i df . i |/ header upper/ B ock 1
. . . Uhknown Paraneter | in
178.255. 215. 87 |France 147.237.76. 147 chi nuch. aka. i df . i | ww chi nuch. aka. i df.il/tenpl at es/ sendt of ri end/ sendkt of ri end. aspx None !
73.49.31. 119 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 1
149. 202. 112. 63 |Ger many 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il|/894-he/ B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. ny- kosher - kravi . i df .
216.218. 206. 66 |lLhited Sates |[147.237.0.16 O Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
184. 168. 152. 148|Uhited Sates |[147.237.0.19 |nadi matal.idf.il Lhaut hori zed URL Access to madimatal .idf.il/wp-adnin/ B ock 1
141.0.14. 171 Eur ope 147.237.77. 176 |nmat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/894-ar B ock 1
. . Unaut hori zed URL Access to
81.209.177.95  [Europe 147.237.76.42 |refuah.idf.il wwy refua. atal .idf.il/shared usercontrol s/ header upper/ Bt ock !
195. 154. 146. 225|France 147.237.77. 216 |dover.i df .i | I11egal HITP Version HITH B ock 1
66. 249. 64.240 |Israel 147.237.77. 216 |dover.i df . i| Unaut hori zed URL Access to 147.237.77. 216/ r obot s. t xt B ock 1
149. 202. 112. 63 |Ger many 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method NETSPARKER in LR B ock 1
wan i df . i |/ 894- he/ dover . aspx
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
219.94.129.86 [Japan 147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to madimatal .idf.il/old/ wp-adm n/ Bl ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ sachar / B ock 1
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
184.168.200.23 |[Uhited Sates |147.237.0.19 |madi matal.idf.il Unaut hori zed URL Access to nadi matal .idf.il/wp/ wp-adm n/ B ock 1
82.145. 45. 44 Eiqlr:gegom 147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to madimatal . idf.il/wordpress/wp-admn/ |B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 243 |Israel 147.237.77. 216 [dover. i df . il Jidf i 1/1283-17900- en/ dover . aspxyou Bl ock 1
157.55.39. 113 [thited Sates [147.237.76.86 [navy.idf.il PHP At enpt B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180. 228. 112 |[lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 1
187.137.36. 112 |Mexi co 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Gonnection - Cpen Mde None 1
85. 250. 255. 44 [l srael 147.237.72. 166 [aka. i df . i | SSL Uhtraceabl e Gonnection - Cpen Mde None 1
66.249. 66. 136 [l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
’ . . Unaut hori zed URL Access to
157.55.39. 113 |United Sates |147.237.76.86 [navy. | df.il W, navy. i df . i1 /994-8814- he/ count er 2812009124353/ count er . php Bt ock !
109. 66. 37. 137 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css |8 ock
72.29.127.17 Uited Sates |147.237.0.19 |[madimatal .idf.il Uhaut hori zed URL Access to madi matal .idf.il/bl og/wp-adm n/ B ock
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1133- 19538- he/ dover . aspx Bl ock 1
194. 90. 15. 61 I srael 147.237.72.167|i shuri maka. i df . il Too Many 404: Response Code per Session B ock
149. 202. 112. 63 |Ger many 147.237.77.216|dover . i df . i | Unaut hori zed HTTP Met hod Bl ock
; . . D stributed Lhaut horized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
212.1.210.166 |lLhited Sates [147.237.0.19 |nadimatal.idf.il Uhaut hori zed URL Access to nmadimatal .idf.il/test/wp-admn/ B ock
66.249. 66. 191 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1356- he/ r ef uah. aspx |B ock
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