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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3445
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count |
106. 38.241. 147  [China 147.237.77.216 |dover.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 152 France 147.237.0. 15 kosher-kravi.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91. 201. 236. 114 147.237.8.28 krai ne e.mobi | e-ks. i df .i ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 115. 58. 160 147. 237. 0. 200 Lhited Sates rd. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147.237.77. 226 Net her | ands wa charmat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
168. 62. 238. 153 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 31. 224. 80 147. 237. 0. 200 Chi na rd. i df . i | ET SCAN Potential SSH Scan 1
82.117.208. 243 147. 237. 77. 205 prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147.237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
37.143.82.50 147. 237.77. 226 Net her | ands Wi chamat z. aka. i df i | ET SCAN NMAP -sS w ndow 4096 1
168. 62. 238. 153 147.237.8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address

dte

Signature

Devi ce

‘Count

Gountry Action
79.182.70.173 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt wth different monitor |40
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreaning BEngine: TQP Invalid i i ssi
66.249.64.250 |lhited Sates |147.237.77. 234 |halag.idf.il g =g Invalid segnent retransmssion. g, 20
Ret ransm ssi on Packet dropped.
208.115.111. 68 |Lhited Sates  |147.237.77.74 |lawidf.il drop SAMrule drop 10
75.34.39.128 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or
41.33.232.66 |Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
157.55.2.187 |Wited Sates |147. 237.72. 166 |aka i df .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
75.34.39.128 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
75.34.39.128 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 4
208.115.113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
75.34.39.128 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
66. 87.115. 189 |[Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
93.173. 236. 124 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
Russi an R
146.185.234.48 |- - o 147.237.77.74 |lawidf.il drop SAMrule drop 4
167. 114. 156. 16 |[Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
100. 127. 146. 3 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
75.34.39. 128 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
66.249.78.216 |UWited Sates |147.237.77. 243 |nobil e.idf il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.124  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
46.19.86.246 |l srael 147.237.77. 226 [ chanat z. aka. 10 |paq TOP sequence Invalid ACK nunber moni tor (3
) . . SYNtAXK retransmt with .
75.34.39.128 |Whited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 2
81. 169. 237. 146 |Ger many 147.237.77.179 |e.nazi .idf .il dr op SAMrul e drop 2
46.19. 86. 154 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
89. 248. 172. 147 |Net her| ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversa overflow noni t or 2
68.37.119.56 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence monitor |2
81. 169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2
213.57.207. 123 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor 2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il drop First packet isn't SWN drop 2
68.37.119.56 |[Lnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACGK nunber aert 2
68.37.119.56 |Lhited States |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor 2
66.249.69.18  |Israel 147.237.0.33  [idf.il dr op drop 1
52.28.32.164 |Lhited Sates |147.237.76. 148 |gocenter. aka.idf .il drop drop 1
130. 193. 51. 91 ?éﬁ::;r: o 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
46.19.86.246 |Israel 147.237.77. 226 Vﬁw chanatz. aka. 1df |\ At t ack SYN -> SYN-ACK -> Tinmeout  |reject 1
68.37.119.56 |Lhited States |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber nonitor |1
52.28.32.164 |lited Sates |147.237.76.201 e atal.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
155.94.222.12 |Wited Sates |147.237.77.226 V‘:’:W chamat z. aka. i df | N A t ack SYN -> SYN-ACK -> RST rej ect 1
52.28.32.164 |Whited Sates |147.237.76.38 |e.e.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
203. 127. 96. 216 |S ngapor e 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
52.28.32.164 |Wiited Sates |147.237.76.196 |e. sviva idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
139. 196. 104. 39 |Chi na 147.237.77. 234 |hal ag.idf .i| SYN At ack SYN -> SYN-ACK -> RST rej ect 1
W chanat z. aka. i df SYN+ACK retransmt with .
46.19.86.246 |[lIsrael 147.237.77.226 | Bad TCP sequence different vindow scal e noni t or 1
68.37.119.56 |Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52.28.32.164 |lhited Sates |147.237.76. 202 |e. hal ag.idf.il Geo- 1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
52.28.32.164 |Lhited Sates [147.237.76.39 |nobileneitav.idf.il |SYN Atack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19.86.175 |[lsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
2.52.176.45 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 127. 96. 216 |S ngapor e 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
Unaut hori zed URL Access to
95. 86. 92. 250 | srael 147.237.77. 216 |dover.idf . il waw. i df . i1/ &a=u&ed=0ahukew 6ooh14-vj ahui axgkhwuuanoqf ggnnaa&usg= |B ock 2
af gj cnhcdsh5r yhkeugapx! dsq7f owj waw
85. 64. 16. 10 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
89.138. 68. 250 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . i|/994-8613- he/ navy. aspx. aspx Bl ock 2
89.248.172. 147 [Netherl ands  |147. 237. 77. 216 |dover. i df . i | LR is Avove Root Drectory wwidf.il/../shared/clientscripts/clientscripts.js |B ock 1
66.249. 78. 234 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200. 200 |Wnited States [147.237.77.216(dover.idf.il | & ) 1133 20461 he/ dover . aspx. B ock 1
- . Uhaut hori zed URL Access to
81.209. 177. 189 |Rur ope 147.237.76.42 |refuah.idf.il wan refua atal .idf.il/tenpl ates/shared/ usercontrol s/ header upper/ B ock !
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock
66.249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
5.156. 163. 186 |Romani a 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw idf.il/qar/ B ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200. 200 |Wnited States [147.237.77.216(dover.idf.il | & ) 1133 22638 he/ dover . aspx. B ock 1
66.249.69. 77 |lIsrael 147.237.77. 176 |mat pash. i df . i | |Uhaut hori zed URL Access to ww cogat.idf.il/tenpl at es/ news/ news. aspx B ock 1
. . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Uited Sates (147.237.77.216|dover. i df. i1 | o as onsl hel dover . aspx. B ock 1
68. 180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Par areter Type M ol ati on PageNumin www i df . il/1153-he/ dover . aspx Bl ock 1
40.77.167.89 |Whited Sates |147.237.76.200|ei t an. aka. i df . jinknown Paraneter version in wweitan. aka. idf.il/css/style.css None 1
207.46.13.129 |lLhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwnidf.il/atal 1/izkor/ nai n. asp B ock 1
87.69.91.181 |[Israel 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ Bl ock 1
66.249.78.104 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Uited Sates (147.237.77.216|dover. i df. i1 | & 0 1 a0 oo6as he) dover . aspx. B ock 1
68. 180. 228. 175 |Lhited States [147.237.76.42 |refuah.idf.i| [Unauthorized URL Access to 147.237.76. 42/ 994- 9031- he/ r ef uah. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
46.166.190. 167 |Netherlands  147.237.77. 216 [dover.idf.il |- ) 1133 22638. he/ dover . aspx. B ock 1
66.249. 78. 111 |l srael 147.237.72. 166 |aka. i df . i | Distributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
. . D stributed Lhaut hori zed URL Access on
194. 150. 168. 79 |Ger many 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.13 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
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