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Top Attackers



12-21-2015-02:04:00 to 12-21-2015-03:04:00

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3104
66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 162
118. 244. 216. 39 Chi na 147.237.76. 199 e. nakchal .idf.il|JJLMPurple Gon Limt Tcp drop 1




12-21-2015-02:04:00 to 12-21-2015-03:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
149. 202. 112. 62 Ger nany 147.237.77. 216 dover.idf.il |[10767: HITP. Acunetix Security Scanner B ock 1




12-21-2015-02:04:00 to 12-21-2015-03:04:00

|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
94.102. 48.195 |147.237.76.31 |Netherlands nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 78.165 |147.237.72.166 |Lhited Sates |aka.idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
36.72.228.72 [147.237. 76. 202 |I ndonesi a e.halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218.77.79.38  [147.237.76. 196 [Chi na e.svivaidf.il ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
36.72.228.72 |147.237.76. 202 |I ndonesi a e halag.idf.il ET SCAN NVAP -f -sS 1
191. 237. 42. 242 |147. 237.72. 217 |Uhited Sates [e.idf.il ET SCAN Potential SSH Scan 1
117.31.224.80 |147.237.0.35 |[China akavs. i df . i | ET SCAN Potential SSH Scan 1
117.31.224.80 [147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
94.102. 48.195 [147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 167. 162 |147. 237. 76. 34 |Net her| ands yohal an. i df .il ET SCAN Rapi d | MAP (onnections - Possible Brute Force Attack |1
37.143.82.50 [147.237.77. 170 |Net herl ands nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 3072 1
36.72.228.72 |147.237. 76. 202 |I ndonesi a e.halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198.20.69.98 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN Potential SSH Scan 1
191. 237. 42. 242 |147.237.76.39 |Uited Sates [nobile. neitav.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25 |147.237. 76. 200 |Chi na eitan. aka. idf.il ET SCAN Potential SSH Scan 1
117.31.224.80 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
117.31.224.80 [147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1




12-21-2015-02:04:00 to 12-21-2015-03:04:00

|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste Signature

Country
79.182.70.173 |israel 147.237.72. 166 |aka. i df . Bad TCP sequence SN retransmt wth different monitor 118
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
216. 165. 95. 5 Lhited Sates  [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  [nonitor 4
93.173.236. 124 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SW drop 4
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
reaming BEngine: TCP Invali i i ssi
109. 64.32.136 | srael 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.146.237  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 200 I srael 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
2.54.147.160  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 32 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka i df. il g =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 2
Sreaning Engine: TQP Invalid i i ssi
109.30.25.238 |Wited Qates  |147.237.72. 166 |aka i df il g =g nvalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
204.12.251.37 |United Qates  |147.237.72. 166 |aka i of .i 9 =9 Inval i d segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
68.180.229. 239 |Wnited Sates  |147.237.72. 166 |aka idf.il g =g nvalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.
. . SYN+AXK retransmit with different .
46.19. 86. 200 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Wi ndow scal e noni t or 2
208.115.111. 68 |Lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 2
200. 52. 205. 120 |Mexi co 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
62.210.181.15 |France 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
8.37.227. 69 é{ng(r;yrmus 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Response out of state monitor |1
208.115.113.84 |lhited Sates  |147.237.77.74 |lawidf.il dr op SAMrule drop 1
185. 3. 146. 112 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 1
200. 52. 205. 120 |Mexi co 147.237.0.35 |akavs.idf.il dr op drop 1
139. 196. 104. 39 |Chi na 147.237.76. 42 [refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 78 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
200. 52. 205. 120 |Mexi co 147.237. 77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 stls;;”ion 147.237.76. 44 |e.refuah.idf.il |Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cerent |drop 1
67.212.175.138 |Lhited Sates  |147.237.72.166 |aka idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [nonitor 1
213.57.151. 134 |Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
155.94.222.12 |wited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 32 I srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
213.57.151. 134 |Israel 147.237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
200. 52. 205. 120 |Mexi co 147.237.0.33 |idf.il dr op drop 1
100. 127. 110. 81 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 1
5.22.131. 146 | srael 147.237.77. 170 |naarachot . i df .i [[Bad TCP sequence Invalid ACK nunber noni t or 1
70.39.186.218 |Satellite Providd147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46.19. 86. 32 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different oo 1
w ndow scal e




12-21-2015-02:04:00 to 12-21-2015-03:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.13.9. 42 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
46.116. 190. 208 |I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
46. 118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf.il Mil tipl e Uaut hori zed URL Access from 46. 118. 155. 216 B ock

Lhi ted . . D stributed Unaut hori zed URL Access on
204.13.200.200 o 147.237.77. 216 |dover. i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bock |2
149. 50. 72. 109 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2

Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.79 | g - o 147.237.77. 216 |dover. i df . i | v i dff i | / 1133 22638- hel dover . aspx. Bock |2
91.143.80.201 |Germany  [147.237.77.216|dover.idf .il Distributed Lhauthori zed U Access on Bock |2

W i df i |/ 1133- 22461- he/ dover . aspx.

Ml formed WRL [[#22]] O ARA=9a€] [ [#19] ] 8a9x3[[#23]] O VA a€'AZAY
AR{ a€¢sAY;

xxYl A NAEt & [ [ #23] ] ¢ qx?l qBs[ [ #7] ] AvdONa2 aA/a€cesmaee A¥A! vA

79.182.70.173 |[lIsrael 147.237.72. 166 [aka. i df . i | [[#12]] aAt f CASXs] [#5] ] [ [#4]] Arx! a€° eArA ASAE2SAVATY Bl ock 1
AoRo[ [#18] ] [[#24]11 &2[ [#3]] hi adj [ [#8] ] G4 [#16] ] ¥ x™A VAAEXESKA ka,
-x3bAAYx A A3« r xEAUACOYD3; x?QUA. Ece18€? @ A¥p[ [ #21] ] x3
79.182.70.173 |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
183. 79. 222. 38 |Japan 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66.249. 78. 2 B ock 1
109. 65. 152. 244 || srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. - S Lhtraceabl e Gonnection - Protocol violation
79.182.70. 173 |l srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Illegal Byte Code Character in Query String d3x3 EtG/4cA>QUAZYAEZ
RozOnes[[#2] ] A s[[#19]]*) GEPRBAE° ¢! j . d [ #7] ] [ [#21]] A€™XV[ [#17] ]
IT[#24]1[[#0]] %" xf! A2A?3 O4 f 4,84€2A™AUI At Avx™[ ° C@ES on [[#22]]1 6 /&
. . A2A»x'98€! [ [ #19] ] 8q9xF[ [ #23]] O VA; a€"AZAYAR| 4€¢sAYs
79.182.70.173 |Israel 147.237.72. 166 |aka. i df . i | XxV1 A AAEE 65 [ [ #23] ] 00 a2l qw] [ #7] ] AVICTAR akvaccesnaes A¥A vAs Bl ock 1
[[#12]] aAtf GYASxS[ [ #5] ] [ [#4]] Arx! a€° eA?A; ASAE?$AYAYY
Ao [#18]][[#24] 11 42[[#3]] hi adj [ [#8]] O4[#16]] X XA vA AEXESKA K3,
- xShAAYXx Ag A3« r xEAUACOYD 3
Lhited . . DO stributed Whaut hori zed URL Access on
208.184.112. 74 o o 147.237.77.216|dover . i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Uhauthorized URL Access on
150. 70. 173. 48 |Japan 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bock |1
66.249. 78. 254 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df . i |/ nobil e/ nai n/ gi yus/ general . aspx  |Bl ock
93.160.60.22 |Denmark 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock
66. 249. 64. 124 |l srael 147.237.76.86 |navy.idf.il O stributed WUhaut horized UR. Access on navy.idf.il/eitan/tnuna/ defaul t.asp B ock 1
. . NULL Character in Header Name at Ace?A¢! [[#11] ] AeA¢Ax] [ #17]] A2u
79.182.70. 173 |l srael 147.237.72. 166 [aka. i df . i | JAG] [#14]] AR A-A f Oh A2[ [ #8] ] AnAZ8g- [ [ #0] ] AAELBy U B ock 1
Illegal Byte Code Character in Header Nane ARAYAYOR RAg[[#26]] A™
79.182.70.173 |Israel 147.237.72. 166 |aka. i df . i | Be 3A1j AEAUA3 Acr ; BZob[ [ #20] ] L[ [ #28]1 A?) A...A° ASATA"A 2WAE DARAC B ock 1
~AS[[#28] 1 Al A...A?6A" 5, ~A- MAA- Ag AYASH+ AtA?<A?[ [ #3011 AT[ [ #22] ]
66.249.78. 2 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/mimain/ haredi nd general . aspx B ock 1
. . DO stributed Whaut hori zed URL Access on
109. 201. 152. 24 [Netherl ands  |147.237. 77. 216 |dover.i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
79.182.70.173 |Israel 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 36 Headers B ock 1
Illegal Byte Gode Character in URL [[#22]] & A2A»x9a€! [ [ #19]] 899x8
[[#23]]1 0 vA; a€"AZAYAR| a€¢sAvs
_ . A R bl K RPN A 2 KR f o ARl R
79.182.70.173 |israel 147. 237.72. 166 |aka. i df . i | 0N A PAELO L[ #23]] 00 Pl afb[ [#7]] AVAOTAS a/vagoesnae® AvA vA Bock |1

[[#12]] aAtf GYASxS[ [ #5] ] [ [#4]] Arx! a€° eA?A; ASAE?$AYAYY

BoPo[ [#18] 1 [ [#24]1i A2 [ [#3]] hi adj [ [#8] ] O/ [#16] ] X x™A vA:AEXESKA ka3,
-x3bAAYx Aj A3« r xEAUACVD3; x?CuA. Ecela€?@A¥p[ [ #21] ] x3

D stributed Lhauthorized URL Access on

150. 70. 173. 48 |Japan 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

67.212.175.138 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df .il/eitan/ pratindpirteykat ava/ B ock 1
66. 249. 64. 159 [l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v nag. i df . i|/993/ pat zar . aspx B ock 1
Lhited . . DO stributed Unaut hori zed URL Access on
107.178.194.79 (o 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bock |1
NULL Character in Method A A AzA¥I AcA( [#0]] A?[ [#25] ] e Aj 4LAE[ [ #30] ] AS
Avt @
79.182.70.173 |Israel 147.237.72. 166 |aka. i df . i | A2A. A<A ASA¥AAL [ #17] ] A" AAA; ~>TAUAS A uBce| [ #26] | - Ava ZA* B ock 1
DApAceA«mA” A...UAL 6qRA?A[ [ #25] 1 Aji #A
79.182.70.173 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header Val ue B ock 1
Lhi ted ; ; D stributed Uhauthorized URL Access on
204.13.200.200 o 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22638- hel dover . aspx. Bock |1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1

Unknown HTTP Request Method A A° AzA¥| ACAq [ #0]] A?[ [ #25]] e Aj 4LAE
[ [ #30] ] ASAv+@

79.182.70.173 |[Israel 147.237.72. 166 [aka. i df . i | in URL [[#22]] & AA2A»x9a€! [ [ #19]] &q9x3[ [ #23] ] O VA a€"AZAYAR{ a€¢sAv,  |B ock 1
xxYI A ~AEL & [ [#23] ] & gx?l gAs[ [ #7] ] AvdOag aA/a€cesmage A¥A vA
[[#12]] aAtf CYASxS[ [ #5] ] [ [#4]] Arx! a€° eA?A; ASAE?$AYAYY

AoAs [#18] ] [[#24] i A2 [[#3] ] hi adj [ [#8]] O/ [ #16] ] X' x™A vAAEXESKA k4,
-x3bAAYx AgA3 e r xEAuAeO/h3

46. 118. 155. 216 |krai ne 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
79.182.70.173 |[Israel 147.237.72. 166 [aka. i df . i | I1egal HITP \ersion B ock
176. 12. 149. 255 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
68.180. 228. 112 LSthlatt:sd 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock 1

66. 249. 64. 233 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unhaut hori zed URL Access from 66.249. 64. 233 B ock 1




12-21-2015-02:04:00 to 12-21-2015-03:04:00

A tacker
Country

Target Address

Site

Sgnature

NULL Character in Parameter Narme d3x3 EtC/4 cA»>QUAZYAEZ
B zOne > [#2])1 K s[[#19]]*) aE?RBAE° x¢! j . d[ [#7] 1 [ [#21] ] &EXY[ [ #17]]
[ [[#24] 1 [[#0]] ¥ xf! A2A?0 O £ 4,04€2A™MAU AL Av™([ " C@ES in [[#22]1 & &£

79.182.70.173 |Israel 147.237.72. 166 |aka. i df . i | X1 A AAEE 65 [ [ #23] ] 00 a2l qw] [ #7] ] AVICTAR akvacoesnaes A¥A vAs Bl ock
[[#12]] aAtf GYASKS[ [ #5] ] [ [#4]] Arx! a€° eA?A; ASAE?$AYAYY
BoPo[ [#18] ][ [#24]1i A2 [#3]] hi adj [ [#8] ] O/ [#16] ] X x™A vA;AEXESKA ka3,
~x8bhAAYx AgA3 e r x€EAuAeOvh3
Illegal Byte Code Character in Method A A0 AzR¥ AtAc
[[#0]] A?[[#25]] e A 4LAE[ [ #30] ] ASAv+@
79.182.70.173 |[Israel 147.237.72. 166 [aka. i df . i | A2A. AcA  R8A¥AAL[ [ #17] 1 A" AAA; A>TAUA A uBce[ [ #26] ] - Avs ZA® Bl ock
DApAceA«mA” A...UAL 6qRA?A[ [ #25] 1 Aji #A
Lhi ted . . Uhaut hori zed URL Access to
207.46.13. 129 Sates 147.237.77. 216 |dover . i df . i | w i df . i |/ 1283- 16775- en/ dover . aspx-ti t| e=chi ef B ock
. . D stributed Unaut hori zed URL Access on
150.70.173.8  |Japan 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock
66.249. 78. 160 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp; docld in ww aka. i df.il/patzar/klali/default.asp None
Lhited . . D stributed Unaut hori zed URL Access on
91.109. 247. 173 ngdom 147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock
79.182.70.173 |[Israel 147.237.72. 166 |aka. i df . i | Mal formed HTTP Header Line 14 B ock
79.182.70.173 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane Bl ock
66. 249. 64. 238 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwwidf.il/dover/site B ock
Lhited . . D stributed Unaut hori zed URL Access on
107.178.194.83 o 147.237.77. 216 [dover. i df . il v i df i |/ 1133- 22461- hel dover . aspx. Bl ock
NULL Character in Qery String d3x®EtQ/k cA>QUAZYAEZ
B zGpies[[#2]] A s[[#19]]*) BE?RBAE° x¢! j . d[ [ #7]] [ [#21] ] AE XY [#17] ]
IT[#24]1[[#0]] %" xf! A2A?CS OA f 4,684€2A™CUI At Avx™[ ° C@ES on [[#22]]1 O £
. ) A A ‘QAL! & e A: ALYAT AV A a Al
79.182.70.173 |israel 147.237.72. 166 |aka. i df . i | RoR»x9a€! [ [ #19] ] 893 [ #23]] O VA a€“AZAYA®| a€¢sAvs 8 ock

xxYI A ~AEt O [ [ #23] ] ¢ qx?l g [ #7] ] Avd a2 aAva€oesma€® A¥A vA
[[#12]] aAt f GYASKS[ [ #5] ] [ [ #4] ] Ax! 4€° eA?A; ASAE?$AYAYY

Ao [#18] ] [[#24] i A2 [[#3] ] hi adj [[#8]] O/ [ #16]] X' x™A vA;AE¥ESKA k4,
-x8bAAYx As A3« r xEAUAOOYVD 3
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