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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
dest - reset

Count
3490

115. 230. 124. 164

Chi na

147.237.77. 216

dover.idf.il

bl ock-sp-traf 1

drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

207. 46. 13. 160 Lhited Sates 147.237.77. 216 dover.idf.il [Q76 HITP. Access to - action=.. (General) B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 190 [147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
46.148.16.98  |147.237.76. 197 |Lithuani a e hinush.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 |147. 237.77. 61 ?;Z:::‘ion e. cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.16.98 |147.237.76.30 |Lithuania hi nush. i df . i | ET SCAN Potential SSH Scan 1
94.102.60.89 |147.237.77. 205 |Net her| ands prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
83.110. 99. 208 |147. 237. 76. 86 g:aetde:‘ab navy. i df il ET SCAN NVAP -sS wi ndow 3072 1
37.143.82.50 [147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -f -sS 1
83.110. 99. 208 [147. 237.76. 86 ;:i'”taetdefab navy. i df . i ET SCAN NVAP -f -sS 1
67.192.247. 232 |147. 237.76.39 |lLhited Sates mobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
67.192. 247. 232 |147. 237.0. 200 |[Lhited Sates mdu.idf il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.77.216|Mte Dlvoire dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46.148.16.98  |147.237.76. 201 |Li thuani a e.atal.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 |147. 237.77. 61 F;;z:::tr:on e cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.148.16.98  |147.237.76. 147 |Li thuani a chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
125.27.19.180 [147.237.8.28 |Thailand e nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
46.148.16.98 |147.237.0.19 |Lithuania madi matal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 162 [147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Rapi d | MAP Gonnections - Possible Brute Force Attack |1
37.143.82.50 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
83.110. 99. 208 |147. 237. 76. 86 g:aetde:‘ab navy. i df il ET SCAN NVAP -sS wi ndow 2048 1
67.192. 247. 232 [147.237.76.86 |lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
67.192. 247. 232 |147. 237. 72. 156 |Lhited Sates anan.idf.il ET SCAN Potential SSH Scan 1
201.7.213. 4 147.237.77. 216 |Brazil dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
67.192. 247. 232 [147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.77.216|Qte DIvoire dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.148.16.98 |147.237.77.216|Lithuani a dover.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147. 237.76. 34 |Lhited Sates yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
31.168.21.109 | srael 147, 237.76. 200 [ei tan aka i o 1 | €3N NG Engine: TP Invalid  invalid segnent retransnissi on drop 426
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 77 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
176.13.16. 253 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor 6
213.57.131. 152 |Israel 147.237.0.34  [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
41.33.232.66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
176.13.16. 253 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 6
213.57.134.86 |Israel 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 4
176.13.20.136 |Israel 147237, 72. 167 |i shur i maka. i o 11| | SAM NG Engi ne: TCP Inval id - inval i d segnent retransnissi on drop 4
Ret r ansni ssi on Packet dr opped.
93.173.236. 124 |Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
185. 3. 144. 77 I 'srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 3
37.26. 147. 156 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
157.55.29.45  |Wited Sates  [147.237.77. 243 |rviteicr.i | S3MNG Engine: TP Invalid  limvalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dr opped.
2.52.28.81 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
77.125.132.83 |israel 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
2.54.5. 120 I'srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
109. 64.212.64 |l srael 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
130. 193. 50. 14 :Z:::t”i o 147.237.77. 243 |robi L e. i of .| ;{ ?Zr:s?r? SESr;chJ:e: TP Invalid :Dg‘éf(];td (freg:;g;_ retransmssion. 4 o 3
130. 193. 51. 91 gjziion 147. 237. 76. 200 |ei tan. aka. i of . | ‘:E; fzrr:"s?g slzﬂig(;:e: TP Invalid 'Pg‘éak';td dsregg;gg retransmssion. |y o, 3
94.159. 145. 203 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
109. 65. 152. 244 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvalid ACK nunber monitor |2
213.57.134. 86 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
185.3.146. 101 |Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
213.57.131. 152 |israel 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 2
46. 19. 86. 50 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
37.46.34. 135 I srael 147.237.77. 216 |dover.idf. i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |2
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
176.13.20.136 | srael 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.
213.57.132.99 |israel 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
109. 65. 152. 244 || srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
107.150. 43. 203 [lnited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46.19. 86. 51 I sr ael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 1
139. 196. 104. 39 [chi na 147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
107. 150. 43. 204 |Wnited Sates  [147.237.76.34 [yohalan.idf.il drop drop 1
46. 19. 86. 78 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
37.26.147.249 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mg?\f;c: ;ansm't wthdifferent | onitor |1
115. 230. 124. 164|chi na 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
149. 88.157.67  |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.120. 216. 219 |Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
185.3.146. 218 |l srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |1
46. 19. 86. 50 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
8.37.227. 69 g”&;y”ous 147, 237.77. 216 |dover. i o . | Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
155.94.222.12 |wited Sates [147.237.8.27 |enadimatal.idf.i|Geo-1 ocation enf or cenent gﬁ?;'rggiinfn I nbound drop 1
109.64.212.64  |Israel 147. 237.72.167 |ishurimaka.idf.il|Bad TCP sequence mﬁ?fsﬁl;&mm wthdifterent | onitor |1
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
185. 120. 126. 35 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.149. 67 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 100
2.54.149. 67 | srael 147.237.0.19 |nadi matal .idf.il ;02 4'\";% °g7the Sane Response Qode (404) in Session from Bl ock 95
31.168.21.109 |Israel 147.237.76. 200 |ei tan. aka. i df .j | |1°° MY of the Sane Response (bde (404) in Session from Bl ock 37
31.168.21. 109
46. 19. 86. 58 I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 3
54.244.22.103 |hited Sates [147.237.76. 147 chi nuch. aka. i df . i|Di stributed Suspicious Response Code_Cust om Tenporary Bl ock 3
157.55.39. 194 |Uited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm B ock 2
109. 65. 152. 244 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
66. 249. 69. 8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . j|D St"1buted thauthorized LR Access on Bl ock 2
wan chi nuch. aka. i df.il/404. ht m
] - . Distributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.179. 134,193 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.154. 135. 243 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i f . |/ rai v sachar/ decl ar at i onexpl anat i on. aspx None 1
89.138.51. 22 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS At ack None 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wan i df.il/newsitel english/nain. asp Bl ock 1
207.46.13.138  |United Sates |147.237. 76. 147 [chi nuch. aka. i df , i[7 ST Puted thauthori zed LR Access on Bl ock 1
ww chi nuch. aka. i df.il/404. ht m
2.54. 14, 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
86.127.72.53 Rormani a 147.237.77. 216 |dover.idf . il D stributed PHP At tenpt Bl ock
. . Unhaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1361- 10641- he/ dover . aspx B ock 1
31.168.21.109 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock
185. 32. 179. 234 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
. . Distributed Lhaut hori zed URL Access on
104.232.3. 33 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Distributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Distributed Lhaut hori zed URL Access on
46.166.190. 139 |Netherlands  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Distributed Uhaut hori zed URL Access on
109. 201. 154. 173|Netherlands ~ |147.237.77. 216 [dover. i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
86.127.72.53 Romani a 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover. i df .i | Ml tipl e Unauthori zed URL Access from 66. 249. 64. 233 Bl ock 1
. . O stributed Unhaut hori zed URL Access on
185. 100. 84. 82 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
31.168.21.109 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ r eset . css B ock 1
] . . Distributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
72.68.228. 52 Lhited Sates [147.237.72.166|aka.idf.il Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
54.186.248.49 |Wnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/1294-he/ wan idf.il B ock 1
116. 75. 1. 244 I ndi a 147.237.77. 176 [nat pash. i of . i | Distributed PHP Attenpt Bl ock 1
89. 38. 150. 47 Ronani a 147.237.77. 216 |dover. i df .i | PHP At t enpt B ock 1
31.168.21.109 [israel 147.237.76.200|ei tan. aka. i df.i| |Too Many 404: Response Code per Session Bl ock 1
] . . O stributed Unhaut hori zed URL Access on
107.178.194.87 |Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$txt Bhai | in
74.7.105.230  |lhited Sates [147.237.77.216 |dover.idf.il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
23.106. 26. 10 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-22197-ar/ dover . aspx) Bl ock 1
116. 75. 1. 244 I ndi a 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to v cogat.idf.il/xnirpc. php B ock 1
89. 38. 150. 47 Rormani a 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . i | /wp-si gnup. php Bl ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1395-en/ dover. aspx Bl ock 1
; . . Distributed Lhaut hori zed URL Access on
204.13.200.200 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
] . . Distributed Uhaut hori zed URL Access on
107.178.194.87 |Wited Sates [147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
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