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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
dest - reset

Count
3322

113. 188. 140. 70

\i et nam

147.237.76. 177

ncore.idf.il

Bl ock_Udp All _Nets

drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 146 [147.237.72.166(lhited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
46.19.85.245  |147.237.77. 216 I srael dover.idf.il ET SCAN NVAP -sA (2) 2
37 48.70.19 147 237 0.19 |6t her! ands vadimatal id ET SCAN Behavi pral Lhusual Iy fast Terminal Server Traffic, Potential 1
Scan or Infection
193.201.227.7 |[147.237. 77. 212 |krai ne e.dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
147.27.11. 143 [147.237.8.46 |Geece e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
147.27.11. 143 [147.237.8.46 |Geece e.chinuch.idf.il |[ET SCAN NVAP -f -sS 1
94.102.60.89 [147.237.77.19 [Netherlands lawforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
66.249. 78. 158|147 237 72. 166 | ted Sates ke idr i1 SER\/ER—.APAO-E Apache nod_ssl non-SSL connection to SSL port denial 1
of service attenpt
168. 62. 238. 153 |147. 237. 77. 121 |thited Sates |e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 [147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
147.27.11. 143 |147.237.8.46 |Geece e.chinuch.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
117.21.248.87 |[147.237.0.200 [China mdu.idf il ET SCAN Potential SSH Scan 1
94.102.60.89 [147.237.76. 197 [Net her| ands ehinush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

109. 66. 33. 243 |l srael 147. 237. 76. 200 |ei tan. aka. i df'iRetransm ssi on Packet dr opped. drop 375
212.179. 218. 44 |lsrael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 47
212.179. 218. 44 |Israel 147.237.76.42 |refuah.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 46
212.179. 218. 44 |Israel 147.237.76.42 |refuah.idf.il |dr op Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
87. 69. 79. 82 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i;;e”ansmt with different wndowl oivor  [30
77.127.225.217 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
77.127.225.217 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 23
212.179.218. 44 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 18
212.179. 218. 44 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 18
212.179. 218. 44 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
173.68.254.178 |Wited Sates [147.237.77. 216 |dover.idf.il |Bad TCP sequence ig;e”ansm't with different wndowl, ooivor |13
109. 65. 152. 244 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 12
109. 65. 152. 244 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
85.64.171.123 |[Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
108.84.130.87 |lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SYN drop 10
108.84.130.87 |lnited Sates |147.237.77.233|atal.idf.il |SYN Atack SYN -> SYN-ACK -> Ti neout rej ect 9
208.115.113.92 |Wited Sates |[147.237.77.176|matpash.idf.il |dr op Frst packet isn't SN drop 8
5.102.254.235 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
173.252. 113. 112|lhited Sates [147.237.72.166 |aka.idf.il drop First packet isn't SN drop 8
173.252.113. 116|lhited Sates |147.237.72.166|aka. idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 124 | srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.73 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 6
173.252.113. 117|Whited Sates |[147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 6
188.207.68.83 |Netherlands  |147.237.77.216|dover.idf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 245 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 124 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 6
46.19.85.73 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 60 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 245 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 6
173.252.113. 113|lhited Sates |147.237.72.166|aka. idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 237 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 60 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 6
46.19. 86. 71 I'srael 147.237.72. 166 |akaicr. i1 | SaMNg Engine: TP Invalid Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
173.252. 113. 114|nited Sates [147.237.72.166 |aka. idf.il drop First packet isn't SN drop 6
207.46.13.163 |Wited Sates |147.237.76.86 |navy.idf.il Strean ng Eng! ne: TP Invalid Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 237 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 206 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
31.13.100.118 |lreland 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
46. 19. 85. 103 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
85.130.243.80 |lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
173.252.88.84 |lnited Sates [147.237.72.166 |aka idf.il drop First packet isn't SN drop 4
79.179.189. 117 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
157.55.39. 113 |Wnited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Inval i d Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dr opped.
94.230. 86. 169 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
157.55.30,127 |Uited Sates |147.237.76.86 |nawy.ich.il |2 €AMNg Bngine: TCP Invalid Invalid segnent retransmssi on. drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.12. 143. 168 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 15
89. 138. 70. 50 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 89. 138. 70. 50 B ock 11
2.54. 40. 151 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
5.29.72.197 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.142.199.72 |[Israel 147.237.0.19 |nadimatal .idf.il DO stribut ed Suspici ous Response CQode B ock 3
176.12. 139. 116 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 65. 152. 244 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
109. 65. 185. 234 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
] . . . D stributed Lhaut hori zed URL Access on
157.55. 2. 151 Wited Sates |147.237.76.147|chi nuch. aka.idf .il ot chi nuch. aka, i df i 1/404. htm B ock 2
; . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lLnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
109. 67.39. 170  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
] . . Unaut hori zed URL Access to
108.84.130.87 |[lhited Sates [147.237.77.234|hal ag.idf.il 147. 237. 77. 234/ i nages/ shar e bul | et 1. gi f Bl ock 1
66. 249. 66. 27 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1073- he/ nakhal . aspx [B ock
87.68. 82. 108 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
46.120.46.190 |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed LRL Access to waw aka.idf.il/sip.storra Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
80. 178. 145. 141 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
109. 127.73.116 |[Iraqg 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw idf.il/894-ar B ock
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
94.159. 152. 130 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
85. 64. 102. 42 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None 1
185.3.146. 171 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
77.237.138. 202 g&%ric 147.237.77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to / B ock 1
149.78.89.136 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. . Unaut hori zed URL Access to
66.249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 4/ 3044 | pg B ock 1
. . Unaut hori zed URL Access to
87. 69. 190. 81 I srael 147.237.72. 156 |aman. i df . i | . o1/t tps: /v il B ock 1
46.121.28.109 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
] . . D stributed Unhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
5. 28. 156. 231 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
80. 246. 136. 148 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66. 249. 93. 35 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ Bl ock 1
- . D stributed Lhaut hori zed URL Access on
109. 201. 154. 197|Netherlands ~ |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 20027- he/ dover . aspx B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
85.104.208. 99  |Turkey 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At enpt Bl ock 1
46.19. 85. 116 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ mai n/ sachar/ undefi ned [Bl ock 1
Uhknown Paraneter catld in
185. 120. 125. 53 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er/ f av |[None 1
icon.gif
79.178.218.170 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None
149. 88.185.58 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None
. . Unaut hori zed URL Access to
66.249.66.191 |Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st oragel fi | es/ O/ 3470. | pg B ock 1
. m ny- kosher -kravi . id _
54.153.33.145 |lhited Sates |147.237.0.17 £l Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
207. 46. 13. 36 Uhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to ww atal .idf.il/i/js_inst B ock 1
176. 12. 146. 211 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
80. 246. 136. 238 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None
] . . Par aneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/1133- he/ dover . aspx Bl ock 1
. . DO stributed Unhaut hori zed URL Access on
109. 201. 154. 223|Netherl ands ~ |147. 237. 77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
- . Unaut hori zed URL Access to
66.249. 64.233 |[Israel 147.237.77. 216 |dover . i df .i | v i df i 1/i df i n_pi ct ures/ i nages/ 2001/ nay/ 22nay01 1dot | pg B ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
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