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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3480

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1673

66. 249. 64. 165 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 745

192. 118. 132. 185 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 39 nobi l e.neitav.idf.il|B ock Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

173. 206. 138. 44 Canada 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Oountry|Target Address |Site |Sgnature
89. 203. 221. 120 [Czech Republic |[147.237.77.216|dover.idf.il [1633: HTTP: WbDAV Protocol PRCPFIND Met hod B ock 18
192. 95.55. 218 |Canada 147.237.77. 176 |nat pash. i df . i 1{13248: HITP: Joomia JCE File Wl oad Renote Code Bxecution Wul nerability |Bl ock 2
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
58.218.213. 44 |147.237.77.216|Chi na dover.idf.il SQ Injection - Select From 2
37.143.82.50 [147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
132. 66. 201. 214 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.17.218 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 113 |147. 237. 72. 156 |Wkrai ne aman. i df il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
82.102. 169. 113 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
58.218.213.44 [147.237.77.216 [Chi na dover.idf.il S generic sgl wth cooments injection attenpt - CGET paraneter (1
58.218.213.44 [147.237.77.216 [Chi na dover.idf.il S 1=1- possible sgl injection attenpt 1
58.218. 213. 44 |147.237.77. 216 |Chi na dover.idf.il ET VBB _SERVER Possible MSQL SALI Attenpt Infornation Schema 1
Access
212.76.99.170 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
58.177.7.210  |147. 237.77. 233 |Hong Kong atal idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
149. 78. 254. 198 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
36.229.182.50 |147.237.77. 216 |Tai wan dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
91.201. 236. 113 |147. 237. 72. 156 [Lkrai ne anan.idf. il ET SCAN NVAP -sS w ndow 1024 1
84.108. 94. 153 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176. 152. 178 |147. 237. 72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
58.218.213. 44 [147.237.77. 216 [Chi na dover.idf.il ET VB SERVER Possi ble SQL Injection Attenpt UN ON SELECT 1
58.218.213.44 |147.237.77.216|Chi na dover.idf.il ET WEB SERVER WS SELECT CONCAT S I njection Attenpt 1
208. 80. 155. 223 [147.237. 76.86 [Lhited Sates [navy.idf.il Tehila - Perl LWP with fake user agent 1
46.121.12.17  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 95. 55. 218 |147.237. 77. 176 |Canada nat pash. i df .i Tehila - Perl LWP wth fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
46. 19. 85. 157 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 228
80. 246. 136. 93 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence nonitor |32
Sreanming Engine: TGP Invalid i i sSi
79.183.210.36 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 27
Ret r ansm ssi on Packet dr opped.
. . SYNretransmt wth different .
79.176. 135. 160 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Wi ndow scal e noni t or 19
84.108. 148. 248 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence monitor |17
80. 246.136.93 |l srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 14
80. 246. 136. 93 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 14
80.246.136.93 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber monitor (14
80. 246.136.93 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
66.249.81.144 |lnited Sates |147.237.77.226 "‘;"“I‘“Cha"atz'aka' Haf ldrop First packet isn't SN drop 13
2. 54. 165. 203 I srael 147. 237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreamng Engine: TCP Invalid ' i ssi
77.125.2.190  |israel 147. 237.76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 12
Sreanming Engine: TCP Invalid i i SSi
213.57. 247. 100 |l srael 147.237.72. 166 |aka. i of .i | 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
2.54.128.6 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46.19.86.11 I srael 147. 237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
116. 22. 164. 238 |Chi na 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 10
i Sreaming Engine: TCP Invalid i i ssi
108. 171. 128, 165" L& 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 9
Ki ngdom Ret r ansnm ssi on Packet dr opped.
46. 19. 85. 86 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 86. 139 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
89. 203. 221. 120 (FZpeu?:)Ihl c 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (8
203.81.85.2 Myanmar 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
213.57.138.182 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
2.54.54. 49 I srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
84.108. 148. 248 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
37.26.146.138 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
5.102.254.229 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 254 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
80.246.133.45 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor (6
46.19.85.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 223 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i Ssi
46.19. 86. 87 I'sr ael 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
84.228.166.17 |[lsrael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TGP Invalid i i sSi
2.52. 45, 215 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 254 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
176.13.22.157 |israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 29 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 223 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TGP Invalid i i sSi
2.54.53.9 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
46.19. 85. 185 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or
46.121.75.145 [l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i Ssi
79.180.39.249 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.176.154. 42 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
84.108. 148. 248 |l srael 147. 237. 72. 156 |anan. i df . i | drop First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi
95.129.32.18  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dr opped.
2.54.149. 232 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 193 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
84.108. 148. 248 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.12. 94 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 43
46. 19. 85. 110 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 41
2.54.15. 239 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 12
109. 253. 130. 28 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
213. 8. 204. 43 I srael 147.237.76.31 |nakchal .idf.il PHP Att enpt B ock 3
46.19. 86. 253 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
213. 8. 204. 43 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal .idf.il/xmrpc. php B ock 3
84.111.233.68 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
54.244.22.103 |lLnited Sates [147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109. 253. 195. 145|1 sr ael 147.237.0. 17 ;nlnly kosher-kravi. id|, o i red Illegal Paraneter Encoding None 2
37.26.148.182 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
204.13.200. 200 |United Sates |147. 237. 77. 216 |dover. i df . | e 1) 1155, 2461 el dover. aue Bock |2
80. 246. 136. 203 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
204.13.200.200 |United Sates |147. 237. 77. 216 |dover . i df . | D stri buted 1?:?;;&;?%%\/?21;” Bock |2
37.236.8.111 Iraq 147.237.77. 216 |dover.i df .i | Dstributed Uhaut hori zed UR. Access on waw idf.il/arr/ B ock 2
79.180. 204. 202 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
37.236.160.57 |lraqg 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
109. 64. 26. 251 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 1
68.180. 228. 175 [United Sates [147.237.76.42 [refuah.idf.il e e o et uah aspx Bl ock 1
194.90. 216. 187 |l srael 147. 237.77. 216 |dover . i df . i | %ﬁﬁﬂ?ﬁfﬁfg Protocol violation None 1
31.13.110.96  |ireland 147. 237.77. 216 |dover . i df . i | D e ey oyt Access on Bl ock 1
91. 228. 248. 251 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 91.228. 248. 251 B ock 1
2. 54. 55, 209 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
84.228.27.206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
58.218.213.44 |china 147.237.77. 216 |dover. i df . i | w;;p:;g. %}Ziif” eval with inplicit — Qmversion Brors(+) |\, ,o 1
176. 13. 10. 56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
46.19. 86. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: sigal gs oS Attack None 1
80.246.136.18 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
37.26.148.179 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
107.178.194. 83 |Uhited States |147.237. 77. 216 |dover . i df . i | e 1) 1155, 2461 el dover. aume Bock |1
79.176.135. 160 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset. css |B ock 1
212.76.98. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
66.249.66. 191  |lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ scri pt resour ce. axd Bl ock 1
176.13.22.157 |lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
5.28.179. 53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
87.68. 255. 3 I srael 147.237.72. 166 |aka. i df . i | mn;’kmg I'?;r?'lrftrg nf;;gﬁiclt;azszEgﬂSprhsaChar $ctl63 in None 1
46.117. 229. 253 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None
176.12.139. 60 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
81.218.163. 114 |Israel 147. 237.72. 166 |aka. i df . i | \;Twar:f:ri (?afil /O]n'a%n\f:;f;;??f oirgot passuor d. aspx None 1
79.181.102. 223 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46. 19. 85. 30 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 64.189. 63 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
31.154.149. 105 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 31. 154. 149. 105 B ock 1
91. 228. 248. 251 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 1
68.180.230.29 [United Sates [147. 237.77. 176 [nat pash. i df . i | mazg;zmﬁe M /OJSQL.OE@P?SZZ?TZLEX Bl ock 1
194. 90. 216. 187 |l srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.63.136 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
84.228.166.17 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
58.218.213.44 [China 147.237.77. 216 |dover.idf . il Mil tipl e signatures fromb58.218.213. 44 B ock 1
46. 19. 86. 87 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
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