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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3095
176. 13. 20. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 39
146. 185.57.7 | srael 147.237.72. 156 anan.idf.il Bl ock Udp All Nets drop 3
212.179. 64. 162 I srael 147.237.72. 166 aka.idf.il Bl ock Wip All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
176. 13. 12. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
46.19. 85. 135 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
134.147. 203. 115 CGer many 147.237.76. 201 e atal.idf.il Block Np All Net drop 2
46.19. 86. 161 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

61. 182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
61.182. 170. 38 Chi na 147.237.76. 197 e. hinush.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

89. 203. 221. 120 Czech Republic 147.237.77. 216 dover.idf.il |1633: HITP. VébDAV Protocol PROPFIND Met hod B ock 18
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Gountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
179. 252. 20. 234 147. 237.76. 42 Brazl refuah.idf.il ET SCAN Potential SSH Scan 2
134.191. 232. 68 147.237.77. 170 I srael n@ar achot . i df .i 1 ET SCAN NVAP -sA (2) 2
179. 252. 20. 234 147.237.0. 34 Brazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
139. 196. 36. 18 147. 237. 0. 200 Chi na mu.idf il ET SCAN Potential SSH Scan 1
121. 201. 61. 50 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
93.172. 137. 58 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 10. 42 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
217.22.43. 252 147. 237.72. 166 Nor way aka.idf.il ET SCAN Potential SSH Scan 1
79.183. 36. 98 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 114. 91. 229 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 147 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
179. 252. 20. 234 147. 237. 76. 147 Brazil chinuch. aka. i df . | ET SCAN Potential SSH Scan 1
2.54.157. 148 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
149. 78. 176. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
115. 231. 121. 130 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
87. 68. 60. 89 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
217.22.43. 252 147.237.77. 170 Nor way naar achot . i df . i ET SCAN Potential SSH Scan 1
84.109. 240. 171 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
79.177.199. 196 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
179. 252. 20. 234 147. 237. 76. 200 Brazil eitan aka.idf.il ET SCAN Potential SSH Scan 1
43. 245.183. 201 147.237.76. 38 Japan eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
179. 252. 20. 234 147. 237. 76. 86 Brazil navy.idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237.77. 227 Net her | ands e. hanaz. i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address
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Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

46.19.86.172 |Israel 147.237. 76. 200 |ei tan. aka i df .i | Ret 1 ansm ssi on Packet dr opped. drop 537
85. 65. 150. 228 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
46. 19. 85. 157 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 45
2.52.173.204 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
46.121.59. 197 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
2.54.184.194 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
79.177.101.13 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 12
80. 246, 133. 157 |I srael 147, 237.76. 200 |ei tan aka i of. 11 | SAM NG Engine: TP Invalid vl i d segnent retransmssi on. drop 12
Ret ransn ssi on Packet dr opped.
176. 13. 20. 164 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
176. 13. 20. 164 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
46. 19. 86. 161 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
46. 19. 86. 50 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46.19.86.5 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46.19.86.172 |Israel 147.237.76. 200 |eitan. aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
176.13.21.92  |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
66.249.78. 147 |Uited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  Jinvalid segrent retransmssion drop 8
Ret r ansni ssi on Packet dropped.
46.19.85.196 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 89 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 247 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
2.52.2.5 I srael 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 89 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.247 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
79.177.215. 84 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.149 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 86. 210 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.181.27.220 |[lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46.19.85.123 |israel 147.237.77. 243 |vi e i i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.19.85.149 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 48 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
46.19.86.172 | srael 147.237.76. 200 |eitan.aka i f .il |Bad TCP sequence mﬁsrc:;ansmt wehdifferent | onitor |6
79. 181. 224. 199 |I srael 147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.154 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 5
79.177.215.84 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
62.219.198.6 |[lsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19.86.172 |Israel 147.237.76. 200 |eitan. aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 34 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 154 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
84. 228. 218. 233 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 18 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 34 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 18 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 85. 34 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 135 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19.85.228  |lsrael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
199.203.215.1 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 34 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.21.92 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
62.219.198.6 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunber noni t or 5
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|Top Attackers In V\AF|

At acker

Devi ce

vwwv aka. i df . i |/ mai n/ sachar/tfasi maspx.

Count ry Target Address |Site Sgnature Action ‘Count

46. 19. 86. 51 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 98
176.13.17.229 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 84
176.12. 147. 73 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 79
46.19.86.172 |lsrael 147.237.76.200|ei tan. aka. i df . i| |[Dstributed Too Many of the Same Response Code (404) B ock 75
176.12. 147. 73 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 69
80. 246. 133. 157 |l srael 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Sane Response Code (404) B ock 54
81.218. 125. 103 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 81.218. 125. 103 Bl ock 18
192. 115. 64. 250 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 192. 115. 64. 250 B ock

211.123. 214. 30 |Japan 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 211.123. 214. 30 B ock
46.19.86.116 |lsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock
62.90.179. 245 |Israel 147.237.72. 166 |aka. i df . i | m“;;';rii f?ﬁffmhﬂfir;ﬁ'fnruf o cts, asix Bl ock 3
5.20.13.216  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt:?rd'lee? , g;‘egpgrcyetim s/ 1 st chi | ddocument s/ 1071 Bl ock 3
176. 12. 145. 198 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.13.5. 18 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.240 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 65. 60. 246 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
91.143.80.201 [Ger many 147. 237.77. 216 |dover . i df . i | D stri buted 1?;;};;25?&%&?25‘)2” Bl ock 2
80. 246. 139. 219 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
2.54. 46. 201 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.117.56. 120 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar/faq. aspx Bl ock 2
59. 120. 160. 173 |Tai wan 147.237.77.216|dover. i df .il Dstributed PHP Attenpt B ock 2
46.117.108.85 |l srael 147.237.72. 166 |aka. i df . i | maﬁ:ri ?‘r"idl ?‘r:afn\f:;i;f;‘f o'r';m passuord, asp None 2
79.176. 118. 142 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
213.151. 49. 171 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
212.199. 57. 201 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df .il/nai n/ gi yus/ B ock 2
176.13.12.94  |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
208.184.112.74 |Uited Sates |147.237.77. 216 |dover. idf. il [0 o7 uted ff:;t:gzgfgeﬁ;vﬁfispzn Bl ock 2
2.54.32.82 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
195.189.193. 1 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc Bl ock 2
79.177.215.84 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46. 19. 86. 51 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from46.19.86.51 |B ock 1
150. 70. 188. 175 |Japan 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co B ock 1
37.26.147. 145 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107.178. 194. 83 |Urited Qates [147.237.77. 206 |dover i df i1 |0 TS0 U e TR eoess on Bl ock 1
73.129.219. 228 |Uhited Sates [147.237.77. 216 |dover. i df . il g;ig})e tntraceabl e SSL. Sessions from73.129.219. 228 (thknown S 1, o 1
208. 184. 112 74 |Uited Sates [147.237.77. 216 |dover i df i1 |0 TS0 LI TR oees on Bl ock 1
2.54.43.180  |Israel 147.237.76.42 |refuah.idf.il 1D4§t ;i3l739t72.d42L? sf;rg;'sﬁz:’eﬁeffcfssss on Bl ock 1
81.218. 125. 103 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/[object object] Bl ock 1
46.116.143.5 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80.179.119.22 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
213.8.204.25 |lsrael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
77.127.125.71 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
66. 249. 64. 235 |l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
198.58.102. 96 |[lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/1294-he/ wan idf.il B ock 1
5.28.179. 53 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.12.57 I srael 147.237.77.243|nobi l e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
46.121.156.41 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
176.13.17.9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79. 181. 142. 143 |I srael 147.237.72. 166 |aka. i df . i | mn;’k“; e e nf;;g?i‘jtgangf‘;Zfégfmhsa‘:har$°t' 251n None 1
46.19.86.106 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut horized URL Access on Bl ock 1
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