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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3258
79.176. 23. 213 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
192.221.93.5 Lhited Sates 147.237.72. 217 e.idf.il Frk _Under Attack Con_Tcp drop 2

49. 229. 85. 221 Thai | and 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

89. 248. 167. 162 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Ulp Al _Nets drop 1
192.221.93.5 Lhited Sates 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt_Tcp drop 1
222.254.180. 216 i et nam 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets dr op 1

89. 248. 167. 162 Net her | ands 147.237.76. 30 hi nush. i df . i | Block Udp All Nets drop 1
223.197.50. 121 Hong Kong 147.237.77.216 dover.idf.il SYN H ood out of context drop 1

89. 248. 167. 162 Net her | ands 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
89. 203. 221. 120 Czech Republic 147.237.77. 216 dover.idf.il |1633: HITP. VébDAV Protocol PROPFIND Met hod B ock 18
77.109. 139. 87 Shi t zerl and 147.237.77. 216 dover.idf.il [1071: FPSE authors. pnd Access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
192.221.93.5 147.237.0. 15 Lited Sates kosher -kravi i df .il ET SCAN Potential SSH Scan 1
106. 3. 45. 131 147. 237. 76. 148 Chi na ggcenter. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 78. 254 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
46.172.71. 251 147.237. 8. 24 krai ne elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 65 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
106. 3. 45. 131 147.237.77. 216 Ghi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79. 183. 36. 220 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 146 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
46.151. 54. 178 147.237.76. 34 krai ne yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
41.140.253.9 147.237.0. 33 Mor occo idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.36. 217 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
46. 19. 85. 66 I srael 147.237. 72. 167 |i shuri maka. i df . | Bad TCP sequence Invalid ACK nunber nonitor |43
31.13.112.119 |ireland 147. 237.77. 226 Wi"‘I”“Cha”atz'aka"df drop Frst packet isn't SN drop 20
31.13.112.123 |ireland 147.237.77. 226 "‘:’f"“:ha”atz'aka"df dr op First packet isn't SWN drop 18
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
66.249.93.123 [lhited Sates [147.237.77.233|atal .idf.il drop First packet ismt SYN drop 17
46. 19. 85. 242 I srael 147.237. 72. 167 |i shuri maka. i df . | Bad TCP sequence Invalid ACK nunber nonitor |16
31.13.112.118 |ireland 147. 237.77. 226 Wi"‘I”“Cha”atz'aka"df drop Frst packet isn't SN drop 14
46. 19. 86. 97 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
31.13.112.117 |ireland 147. 237.77. 226 ‘A:“:"‘Chanmz'aka"df drop First packet isn't SN drop 12
Sreanming Engine: TGP Invalid i i ssi
212.179. 21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212. 179. 218. 166|I srael 147. 237. 72. 156 |anan. i df .i | 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
81.218.160.79  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo o0 |1g
wi ndow scal e
46.19. 86. 118 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invali d ACK nunber nonitor |11
84.228.212. 228 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor 10
37.26.146.163 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |10
31.13.112.120 |ireland 147. 237.77. 226 "“i"}"“ha”atz'aka"df dr op First packet isn't SWN drop 10
109.67.136.37 |Israel 147.237.77. 234 |nal ag. i o . i Bad TCP sequence SNretransmt with i fferent monitor |10
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
109. 64. 159. 71 |[israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 97 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |8
31.168.26.232 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |8
46. 19. 85. 17 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
46.19.85. 1 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
46. 19. 86. 148 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |7
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
31.13.112.116 |ireland 147. 237.77. 226 Wi"‘I”“Cha”atz'aka"df drop Frst packet isn't SN drop 6
46.19. 85. 124 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert
54.244.22.103 |Uhited Sates [147. 237. 77. 176 |rat pash. i df . i | drop First packet isn't SN drop
212.143. 35. 35 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
2.52.166.187  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 189 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
2.54.155. 234 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
31.13.112.122 |[ireland 147.237.77. 226 “:":"‘Chamz'aka"df drop First packet ism't SWN drop 6
46. 210. 145. 160 [l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 124 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.176.61. 242 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segent retransmssion. 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 178 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
109. 65. 19. 226  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi
2.54.137.145  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.154.10.107 | srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segent retransmssion. | 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 172 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.177.80.62  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.116.18 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
46.19.85.1 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 172 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i SSi
80.179.98.119 |[Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
109. 64. 4. 38 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 6




12-20-2015-14:04:04 to 12-20-2015-15:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
212.179.21.194 |israel 147.237.76. 200 |ei tan. aka. i df . i | ;‘i‘;'ﬁng 201 tlgi Sane Response Code (404) in Session from B ock 80
46.19. 86. 100 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
176.12.147.73  |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock
2.52.173.171 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock

80. 246. 136. 47 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
212.179. 21. 194 |Israel 147.237.0.19 |nadimatal .idf.il umﬁ“rtnh:tr;lz_?if.tﬂ‘/gﬁ;ejj;jc;x/updatenakatqaumty' asp Bl ock 3
79.183. 23. 97 I srael 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed HITP Met hod B ock 3
46.19. 85. 108 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 125 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 3
46. 19. 86. 153 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
107.178.194.79 |Uhited Sates [147. 237. 7. 216 |dover . i df . | D stri buted 1?:;?;’256&%\/?211;” Bock |2
176.13.21.241 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock
79.180.11. 155 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
212.179. 21. 194 |Israel 147.237.0.19  [nadi matal . i df i || o5 O e d??fﬂgﬂ;éﬁ;’aju;/ lf;g:tsjn:kr;t ot 1y, aspx Bl ock 2
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 192. 116. 232. 69 B ock
5.29.222. 96 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/igf B ock
176.12.137.173 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock
62.0.101.185  |Israel 147.237.77.74 |law i df.il Q"S"wa{fvff dfTYFF/\;gI.?:ei/ggt ':';t jsi;bader 13uctader SearchStxt Search in gy ooy 2
217.132.57.190 |Israel 147.237.0.19  [nadi matal . i df i || o5 O e d??fﬂgﬂ;éﬁ;’aju;/ lf;g:tsjn:kr;t ot 1y, aspx Bl ock 2
109. 160. 236. 216]I srael 147.237.77. 176 |nat pash. i df . i | m“é:gc’;if?_ ﬁsif;fif;ggl {11 es/ 9/ 4625, pg Bl ock 2
77.125.116.18 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/banmachane/ B ock 2
79.183. 23. 97 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 79.183.23. 97 B ock 2
77.109.139.87 [Swtzerland 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 77.109. 139. 87 B ock 2
2.52.15. 216 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
79.176.207.48 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.13.200. 200 [Uhited Sates |147.237.77. 216 |dover. i df .i | D stri uted 1T§;f;§g;g?ﬂe%f:rc_f;p£” Bl ock 1
46. 19. 85. 65 | srael 147.237.76.42 |refuah.idf.il Mil tiple Malformed URL from 46. 19. 85. 65 B ock 1
85. 250. 206. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
74.6.53. 182 Uited Sates [147.237.0.19 |nadi matal .idf.il[Uauthorized URL Access to nadi matal.idf.il/ol d/wp-admn/ B ock 1
66.249.78. 2 I srael 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to www aka. i df . il /nobil e/ mai n/ rabanut/ Bl ock 1
162.209. 101. 250|thited Sates |147.237.77.176 |nat pash. i df . i | Distributed Lhaut hori zed URL Access on wwwu cogat . i df.il/xnirpc. php B ock 1
31.168.152.88 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat.idf.il/sip storagel/files/1 B ock 1
213.151. 49. 171 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.62. 137 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.121.92. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
109. 67.115.55  |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
77.109.139.87 |Swtzerland 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
46.19. 86. 13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
89.138.196. 68 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
39. 42. 68. 149 Paki stan 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wwy cogat . i df.il/xmrpc. php B ock 1
84.94.119. 243 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman.idf.il/ B ock 1
66.249.78.254 | srael 147. 237.72. 166 |aka. i df . i | mngkm; i:afr.a}rﬁt:;j nr;z—ily?;?;;?]zriajnl aspx None 1
176. 13. 4. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
79.181.185.98 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/ nain giyus Bl ock 1
212.179.21.194 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
66. 249. 64. 50 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df.il/ndmai n/rabanut/ B ock 1
132. 73.202. 227 |Israel 147.237.72. 167 |i shuri maka. i df . i|jUntraceabl e SSL Sessi ons: Cpen Mde None 1
46.19.86.154  |israel 147. 237.72. 166 |aka. i df . i | mu;grii ;??Iﬁaiﬁlcgf;js/tgomml o at udel A B ock 1
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover . i df . | D stri buted 1?:;?;’%26&%\/?211;” B ock 1
2.52.22.157 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SS Sessions: Protocol violation (SSL GONN QI ENT HALLO None 1
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