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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3529
81.218. 241. 26 | srael 147.237. 72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 93
70.39.187.121 Satellite Provi der 147.237.77. 216 dover.idf.il JLM Dover Con Limt Htps dr op 28
37.26.148.173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

66. 249. 64. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
70.39.187.121 Satellite Provi der 147.237.77. 216 dover.idf.il F Dover Under Attack _Con H ps drop 2
71.6.167. 142 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il ock Wp Al _Nets drop 1

207. 46. 13. 145 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
71.6.167. 142 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
109 253 194.9 1147 237 76.30 |israel i msh i df i | ET DOB Large anount of TCP ZeroWndow - Possi bl e Nkill er2 DDos 3
at t ack
46.19. 86. 192 147.237.77. 74 [Israel lawidf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
212.179. 146. 134|147, 237. 77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
119. 147. 137. 187|147. 237.76. 30 |Chi na hinush.idf.il |ET SCAN Potential SSH Scan 1
109. 66. 120. 117 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.225. 64 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.121.136.25 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
46.117.196. 224 |147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 76 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
2.54.53.42 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
211.196. 178. 195|147, 237. 72. 217 okfrea’ Republic o et .il ET SCAN Potential SSH Scan 1
193.201.227.7 |147.237.72.14 |Wraine dover.idf.il (o dET SCAN NVAP -sS wi ndow 1024 1
94. 102. 60. 89 147. 237. 72.14 |Nether| ands dover.idf.il (o dET SCAN NVAP -sS wi ndow 1024 1
79.181. 142. 197 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
46.120. 195. 242 (147.237.77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
79.183.48.234 [Israel 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 131
79.183.48.234 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 81
70. 39. 187. 121 ;atos: 'di;re 147.237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout  [reject 57
80.179.18.228 | srael 147. 237. 76. 200 |ei tan. aka.i of .| Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 51
Ret r ansni ssi on Packet dropped.
2.52.140.227  |israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 30
46. 19. 85. 86 | srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 26
212.199.34.34 |lsrael 147.237.72. 167 |ishurimaka.idf il Bad TCP sequence Invalid sequence nunier noni t or 26
46. 19. 85. 255 I 'srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 22
46.19.85.171  [israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 19
147.236.50.70 |l srael 147. 237.72. 166 |aka. i df . Bad TCP sequence mdgitvrsi”;'ﬂt wth different monitor |18
2.52.140.227  |Israel 147.237.77. 226 ‘AIMI"“ chanatz. aka. 1df |\t t ack SYN -> SYN-ACK -> RST rej ect 18
81. 218. 48. 37 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
66.249.78.147 |lnited Sates [147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 16
Ret r ansni ssi on Packet dropped.
2.52.45. 90 I srael 147. 237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
2.54. 63. 238 I'srael 147. 237.77. 243 |nobi l e.i df .1 Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
80.250.154.6 [ srael 147.237.72. 166 |aka. i of .| Bad TCP sequence mﬁtﬁﬁngc;gth monitor |15
80. 250. 154. 6 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 15
80. 250. 154. 6 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 15
46. 19. 85. 40 I sr ael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
82. 80. 29. 186 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 12
46.19. 85. 121 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
46. 19. 85. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor 10
15. 90. 166. 12 Lhited Sates |147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 9
80.246. 136. 243 | srael 147.237.77. 243 |nobi L e. i o .i | Streamng Engine: TCP Inval id invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
46.19.85.171  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence ﬂ;ﬁ[ﬁ;;ﬁgﬁf;,fth moni tor |9
80.250.154.6  |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
62.219.137.5  [Israel 147. 237.72. 156 |anan. i of . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 8
46.19. 85. 121 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 8
46. 19. 85. 121 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
46.19.85.171  [israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 40 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |8
46.19.86.244  |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
81.218. 241. 26 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
79.183.115.69 |Israel 147. 237. 72. 156 |anan. i df . | Bad TCP sequence monitor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
37.26.146.175 [Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
109. 160. 210. 241l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |6
46.19. 85. 171 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber nonitor |6
77.126.213.178 | srael 147.237.72. 166 |aka. i df .| Sireaning Engine: TCP [nval 1d fimwalid segrent retramsmission. | ) 6
Ret r ansni ssi on Packet dr opped.
81.218.59.82  |[Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
80. 246. 130. 216 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber monitor |6
79.176.16.141 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid |invalid segnent retransnmission. |, o, 6
Ret ransn ssi on Packet dr opped.
80.246.136.72 | srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dropped.
62.219.227.25 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid finvalid segnent retransmission. |, o, 6
Ret ransn ssi on Packet dr opped.
2.54.187.192  |israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 160. 210. 241l srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvalid ACK nunber aert 6
74. 6. 254. 127 Lhited Sates |147.237. 77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
84.95.251. 242 |Israel 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 108 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 181
46. 19. 85. 108 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 135
46. 210. 232. 137 |Israel 147.237.0.19 |madi matal .idf.il Dstributed Suspici ous Response Code B ock 106
46. 19. 85. 108 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (403) B ock 105
176. 12. 146. 215 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 100
37.142.68. 77 I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspici ous Response Code B ock 73
176. 12. 146. 215 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 71
37.142.68. 77 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 12
2.54. 165. 82 I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspici ous Response Code B ock
2.52.45.90 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
109. 253. 131. 21 |l srael 147.237.77. 243 |nobi l e. i df . i | O stributed Whauthori zed URL Access on nobi | e. i df . il/sachar/index B ock 5
5.62.17.214 érno(;(r;ynnus 147.237.72. 166 [aka. i df . i | muetﬂ?;ri Id?.eidl /'\ﬁatajhn(;c;i 3;:; gj\tshérﬁri cat i onser vi ce. asnx/ get aut huser Bl ock 4
2.54.63.238 I srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 4
109. 65. 60. 149 |l srael 147.237.77.243|mobi | e. i df . i | O stributed Unaut hori zed LR Access on nobi | e. i df . il/sachar/i ndex B ock 4
46.19. 86. 171 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response CGode B ock 3
176.13.11.160 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
91.143.80.201  [Ger nany 147. 237.77. 216 |dover . i df .i | bste idtf’l_“i ?‘j lT;;f;ggigg?ﬂe%V’;‘ffssp;” Bock |2
176. 13. 2. 202 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
83.130.116.57 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
84.111.248.7 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
37.26.148.151 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
37.60.43.17 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 37. 60. 43. 17 B ock 2
Uhaut hori zed URL Access to
213.151.58. 248 |Israel 147. 237.77. 216 |dover . i df . i | Jge iag];i(ur/kii?i;;ggg;ﬁi{s?%‘z;nﬁg’;ﬁZ?ﬁi?i?ﬁ”kﬁmfgdfg;r é Bock |2
nhnycj | hbwwf qunmbom szdpxvdj q
o500 d00 a1 e Juar2a7.0.07 [ e e e g am e Macok o
80.246.136.72 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock
192.114. 2. 36 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to waw aka.idf.il/giuys B ock
80. 246. 139. 219 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
204.13.200. 200 [United Sates [147.237.77.216 |dover. i df . il b stri bt oc 1?;;2%;;?&%&??;&” Hock |2
80. 246. 136. 243 [Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
176.12.140. 27 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
5.29.195. 41 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
109. 67. 130. 104 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
212.235.68.121 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
2.54.18.59 I srael 147.237. 72. 156 |anan. i df . i | &gﬁﬁﬁ&%‘fgf& - Protocol violation None |1
192. 114. 105. 254|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None
37.26.147.244 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
149.78.92.102  |Israel 147.237. 72. 166 |aka. i df . i | D stributed Lhauthori zed /':be;?zfr for Koown d/u:t‘egz_ o Bock |1
79.181. 142. 143 |Israel 147.237.72. 166 |aka. i df . i | m”;’k“;i'j;f?j‘f‘rr;F nf;;g?;c/tp'aggficB:?V:isgfc"hsacr'ar$°t'63 in None 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/error.htm B ock 1
207.46.13.131 |lhited Sates [147.237.77.216|dover.idf.il m”f gﬁﬂ'ﬁ‘i‘iﬂ;ﬁé‘g:ﬁ; ;é’/ user cont rof s/ header Upper Bock |1
107.178.194. 83 |Wiited Sates |147.237.77.216|dover. i df .|| bt :idtf’lfti?‘j lT;;f;g;gfﬂe%ﬁ‘ffssp;” Bock |1
85. 250. 36. 249 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
Unknown HTTP Request Met hod
46. 19. 85. 215 I srael 147.237.77. 216 |dover.i df .i | =1% C4692 C0% C479%R CO% C48%R2 CO%/ C499RC2%/ C50; in URL Bl ock 1
__at ssc=f acebook
176.13.15. 6 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
80.246.137.45 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
109. 160. 210. 241 |1 srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
213.151.58. 248 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter sig2 in ww aka.idf.il/main/giyus/general .aspx None 1
2.54.19.222 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
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