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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3221
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 108
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

41.102. 219. 26 Ageria 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3

198. 20. 69. 98 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il |Block Udp All _Nets drop 1
71.6.135. 131 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess ‘Attacker Gountry |Ste |Signature

46.19. 86. 192 147.237.77.74  |Israel lawidf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
167.114.156.16  |147.237.77.216 |Canada dover . idf.il portscan: TCP D stributed Portscan 1
2.54.181. 134 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 153. 200  |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
93.172. 133. 80 147.237.77.216 |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
79.183. 97. 101 147.237.72.166 |lsrael aka idf.il portscan: TCP D stributed Portscan 1
62.219.235.176  [147.237.77.216 |lsrael dover . idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
220.194. 59. 77 147.237.77. 234 |China hal ag.i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
193. 105. 134. 220 |147.237.8.50 Sweden e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 133 147.237.72.166 |lsrael aka idf.il portscan: TCP D stributed Portscan 1
183. 37.149.208  |147.237.0.35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
37.26.146. 135 147.237.77.216 |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
132.64.208. 172  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.54.150. 74 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.0.17 Net her | ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 189  [147.237.72.166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
77.127.83.218 147.237.77.216 |[lsrael dover . idf il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.76.197 |China e. hinush.idf.il ET SCAN Potential SSH Scan 1
220.194. 59. 77 147.237.77. 243 |China nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45.79. 117 147.237.72. 167 |China i shurimaka.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 |147.237.0.200 |Sweden . i df i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

2.52.172.124 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26

213.57.143. 220 |[lIsrael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 22

81.218. 48. 37 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 22

31.168.219. 193 |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt with i fferent moni tor |17

w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

85. 130. 128. 146 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

41.33.231.90 Egypt 147.237.77. 216 |dover. i df il dr op SAMrule drop 12
Sreanmng Engine: TCP Invalid i i ssi

80. 246.139.98 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.

2.52.172. 124 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber alert 11

2.52.172.124 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 11

2.52.172. 124 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 11
Sreaning BEngine: TQP Invalid i i SSi

5.28. 170. 48 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.

81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i sSi

2.54.171.247  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.

2.54.171. 247 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engine: TCP Invalid i i ssi

77.127.240. 233 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

109. 66. 198. 126 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

41.33.231.90 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

46. 19. 85. 32 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

79.176. 227. 120 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

192.115.83.5 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 6

46.19. 85. 32 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber alert 6

46. 19. 86. 20 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6

192.115.83.5 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6

46.19. 85. 32 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

82.166.21.39  |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

80.246. 137. 218 |israel 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46.19. 85. 32 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6

46. 19. 86. 97 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

192.117.2.168 |Israel 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
Sreaning Engine: TGP Invalid i i sSi

65.55.213.27  |wited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.

81.218.55.253 |Israel 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 4
Sreanming Engine: TCP Invalid i i ssi

212.179. 155. 129 |1 srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il dr op First packet isn't SWN drop 4
Sreaming Engine: TCP Invalid i i ssi

192.118.73.36  |Israel 147.237.76. 200 |ei tan. aka. i df i 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.

2.52.139. 147 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi

109. 253. 158. 220|i srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 246 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi

176.13.5.118  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.

85. 130. 202. 25 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 4

91.42.249.115 |Ger many 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

46.19.86.4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

77.125.139. 210 |[lIsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4

217.194. 207. 24 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

s SYNHAK retransmit with different .

46. 19. 86. 223 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence wi ndow scal noni t or 4

31.168.11.194 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 212 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or

212.179.9.245 |lIsrael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi

46.19.86.217  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
109.186.1.26 |lsrael 147.237.0.19 |madi matal .idf.il{Too Many of the Sane Response Code (404) in Session from109. 186. 1.26 |B ock 485
109.186.1.26 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 178
109.186.1.26 |[Israel 147.237.0.19 |[madimatal .idf.il|Too Many of the Sane Response Code (403) in Session from 109.186. 1. 26 |B ock 109
5.28.178.173 |[lIsrael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 42
46.19.86.180 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 36
84.94.209. 118 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 35
213. 151. 32. 163 [l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 24
176. 12. 147. 159 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 20
212.199.76.35 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 14
46.19.85.128 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 13
109. 253. 142. 24 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
176.13.17. 152 |[Israel 147.237.77.243|nobi [ e.idf . il Ml tipl e Unaut hori zed URL Access from176. 13. 17. 152 B ock 9
176.13.17.180 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 5
212.117.136.6 |[lIsrael 147.237.72. 167 i shuri maka. i df . i|Distributed Too Many of the Sane Response Code (404) B ock 5
81.218.35.242 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 4
82. 166. 219. 158 [l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 4
2.54.25.119 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 66. 206. 66 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
coims |z rzslwileidil e m i e e aw |
185.32.179.8 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.11. 169 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
2.54.131.18 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None
79.181. 142. 143 |I srael 147.237.72. 166 |aka. i df . i | mngkmgiﬁr_?ﬁt; nf;;gﬁﬁggﬁ?%Zwa;ngphsaCha'$Ct' 4.y in None 2
107.178.194. 83 |Wi ted Qates [147. 237. 7. 216 |dover . i df . i | D stri bt oc 1?;;}:;&;;?&%&??:&” Bock |2
212.117.136.8 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 2
79.181. 142. 143 |I srael 147.237.72. 166 |aka. i df . i | mngk“;i?'?ﬁtn;r nf;;g?:f/tgggffEZﬁgfph%Char$°t'66'X in None 2
176.13.17.152 |Israel 147.237.77. 243 |nobi | e. i df . i | nlﬁgult Qoird'le'??/ tgeggrcyizm;esn <t ohi | ddocunent &/ 1431 Bl ock 2
132.72.101.15 |Israel 147.237.72. 166 |aka. i df . i | H;k:\fw‘c" ak'?_ri%';'?ti T n;f L?g?;;'sloaofj d‘;?ﬁﬁ;ﬂ??:gg(acem' der $btnAtudaRrint f o 1
2.54.63.196 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs oS At ack None 1
80. 246.137.92 |Israel 147. 237. 72. 166 |aka. i df . i | m“;gr: gfe_di Iﬁafﬁfse;fh;o/ Vi evpay05060752495! | p. aspx Bl ock 1
185. 32. 179. 114 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.117.155.12 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
109.186.1.26 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Too Many 403: Response Code per Session B ock 1
79. 181. 142. 143 |I sr ael 147.237.72. 166 |aka. i df . i | m”;kv‘:lﬁfarﬂ"f;;r n/Z;Lg;%;yg??ggba“gx”&phsachar$Cb14120663 in None 1
66.249.93.94 [Israel 147.237.77.233atal . i df .i | ot red Mo hor zed W .A;:;:;fs on Bock 1
176.13.4.116 |Israel 147.237.72. 166 |aka. i df . i | LL'rigezjl i%;es(f’idﬁngzggcet/zzganckﬁ f/ i 1V kapat z/ /res B ock 1
5.29.158.238 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
94. 188. 248. 67 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/isurim B ock 1
212. 143. 110. 33 [I srael 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
66.249. 64. 177 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unhaut hori zed URL Access on ww chi nuch. aka. i df.il/404.htm |B ock 1
149. 78. 174. 204 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.172.81  [Israel 147.237.76.42 [refuah.idf.il (D500 e fori zed ;RJaﬁCZ‘;Spi on Bock |1
84.94.25.176 |Israel 147.237.77. 216 |dover.idf .l Paraneter Type Mol ation SearchText in wwidf.il /1065 he/ dover. aspx B ock 1
207.46.13.132 |Wnited Sates [147.237.0.34 |ti kshuv.idf.il m”ttlhgt:uzve? d?.ln fcn;essgity%s /g yus! general . asp Bl ock 1
79.181. 142. 143 |I srael 147.237.72. 166 |aka. i df . i | mnzk‘”gi?_?ﬁtng nf;;gr?;cfggggf‘;Zﬂgfwhsa"ha'$°t'72"‘ in None 1
46.19.86.133 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 186. 91. 99 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
213.177.9.235 |Romani a 147.237.77. 216 |dover.idf .l Paraneter Type Mol ation SearchText in wwidf.il /1065 en/ dover. aspx B ock 1
79.177.174. 172 (I srael 147.237.77. 216 |dover.i df . il O stributed Uhauthorized LRL Access on wwwvidf.il/https: /v idf.il/ B ock 1
176.13.8.187 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
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