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12-20-2015-11:04:09 to 12-20-2015-12:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3153
192.118. 30. 102 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 421
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 249

62. 90. 9. 250 | srael 147.237.72. 167 ishurimaka. idf.il |Anonal y-TLS renegotiation-di dest - reset 64

176. 13. 11. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3

31.168. 180. 176 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
213.57.119. 230 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




12-20-2015-11:04:09 to 12-20-2015-12:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry Target Address |Sgna1 ure Devi ce Action |Count
188. 165. 15. 66 France 147.237.77. 74 lawidf.il 228: HITP. AnrefBot craw er B ock 1
188. 165. 15. 200 France 147.237.76. 31 nakchal .idf.il |28 HITP. AhrefBot craw er B ock 1
46. 120. 156. 17 | srael 147.237.72. 166 aka.idf.il 15323: HTTP: User-Agent (MRSPUTN K) B ock 1




12-20-2015-11:04:09 to 12-20-2015-12:04:09

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qountry (Ste Signature
178.187. 73. 209 |147. 237. 77. 179 |¥SSI & e nazi.idf.il ET SCAN Potential SSH Scan 2
Feder at i on
Mol dova, . ) .

193.104. 41.54  |147.237.76.201 Republ i ¢ of e atal.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 46 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
193.104. 41. 54 |147. 237. 76. 44 g:)jg‘i’i'of e refuah.idf.il ET SCAN Potential SSH Scan

178.187.73.209 |147. 237. 76. 202 23;;”' o e halag.idf.il ET SCAN Potential SSH Scan 1
178.187.73.209 |147.237.72. 167 ?;Z:;:I”ion i shuri maka. i df i ET SCAN Potential SSH Scan 1
176. 13. 0. 197 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
220.194.59.77 |147.237.77.179|China e.nmazi.idf.il ET SCAN Potential SSH Scan 1
109. 228. 33. 167 |147.237.8.14 |United Kingdom [e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
011 95.59. 227|147, 237 77. 170 |cn hot i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net 1

. . . . . . 1 ha naar acl N N . .
Gonnections, Potential Scan or Brute Force

94.102. 60. 89 147.237.77. 212 |Net her | ands e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 72. 217 |Sweden eidf.il ET SCAN NVAP -sS w ndow 1024 1
62. 0. 67.123 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193.104. 41.54 |147.237. 76. 199 g;lm?t;\i/i' o e nakchal i df. i ET SCAN Potential SSH Scan 1
40.115.58.160 [147.237.0.17 |Lhited Sates mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
193.104. 41.54 |147.237.76.31 g;ﬁg‘i’i'of nakchal .i df .i | ET SCAN Potential SSH Scan 1
178.187.73.209 |147.237.77.19 ?éj:::ﬂm | awforumi df . il ET SCAN Potential SSH Scan 1
178.187.73.209 |147.237.76. 198 gg:::tnl o e.yohal an. i df . ET SCAN Potential SSH Scan 1
176.13.10.228 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
166. 63.122. 229 [147.237.0.34 |Uited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
220.194.59.77 |147.237.77.121|hina e navy.idf.il ET SCAN Potential SSH Scan 1
109. 64.54. 253  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 160. 240. 11 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.199. 188. 6 147.237. 77. 216 |krai ne dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

r equest

79. 180. 104. 234 |Israel 147.237.76. 200 [ei tan. aka.i df .i | S dro 1323
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 83 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 405
Ret r ansni ssi on Packet dr opped.

89. 139. 149. 186 || srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different monitor  [125

w ndow scal e

213.57.143. 220 |[lsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 77

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

109. 253. 205. 124! srael 147.237.77. 243 |mobil e.idf i1 drop First packet isn't SN drop 23

R SN retransmit wth different .

31.168.152.122 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |20

212.76.127.10 |lIsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data [monitor |18
Sreanming Engine: TCP Invalid i i ssi

62.219.137. 44  |israel 147.237.72. 167 |i shuri maka. i df .i 9 =9 Invalid segnent retransmssion. g 15
Ret ransni ssi on Packet dr opped.

81. 218. 241. 26 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi

31.168.71.64  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.

2.52.47.51 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

reamn ine: TCP Invali i i ssi

79.178.146.84 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.

109. 67. 201. 245 |l srael 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

81.218.190.42 |lsrael 147.237.72. 166 |aka.idf .il dr op SAMrul e drop

109. 186. 164. 109|i srael 147.237.77. 226 ‘A;"I"“Cha”atz' aka 1df 1oy At ack SYN -> SYN-ACK -> Timeout  |reject 8

e SYN+ACK retransmt wth .

94. 159. 170. 230 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e monitor |7

84.229.179.211 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7

94. 159. 170. 230 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7

195. 160. 240. 11 |Israel 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence Inval i d sequence nuniber noni t or 7

176.13. 1. 101 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi

77.125.138.85 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

62. 90. 9. 250 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

85. 130. 218. 128 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi

77.127.63.14  |israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.46.39.110  |Israel 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.181.192. 177 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.

S SN retransnmit wth different .
176.13.23.141 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence i ndow scal e monitor |6
195. 60. 232. 57 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6

Sreaning Engine: TCP Invalid i i ssi
185. 32. 179. 249 |l srael 147. 237.77. 243 |mwbi le. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 24 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect
176. 126. 237. 217|Ronmani a 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
37.26.148.250 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.187. 253 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
84.229.179.211 |Israel 147.237.77. 176 [nat pash.idf . il dr op First packet isn't SYN drop
82.80.196.44  [israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFAK retransnit Wi th monitor |5
di fferent w ndow scal e
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
62.219.130. 136 |l srael 147.237.0.35 |akaws.idf.il dr op drop 5
85. 130. 218. 128 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 124 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 24 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
176.13.1. 101 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 168 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
. ) SYNtAXK retransmt with .
213.57.131.172 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 4
46. 19. 86. 246 I srael 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
195. 160. 240. 11 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
85.130. 216.49 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber noni t or
64.246.165.10 |United States |147. 237, 77. 216 |dover. i df.il Header Rej ection header rejection partern found in oo g
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
79. 180. 104. 234 |l srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 227
2.52.5.138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 148
2.52.5.138 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 142
2.52.23.129 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 54
46. 19. 85. 225 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
109. 67. 201. 245 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 38
46. 19. 86. 83 | srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 32
2.52.5.138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 14
80. 246. 136. 149 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 8
2.52.138.175 | srael 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code B ock 7
176.13.17.180 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
93.179.68.209 |United Ki ngdom |147.237.72.166|aka.idf.il PHP At t enpt B ock 6
93.179.68.209 |United K ngdom |147.237.72.166|aka.idf.il Mil tipl e Unaut horized LRL Access from 93.179. 68. 209 Bl ock 5
50. 62. 176. 36 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 50. 62. 176. 36 B ock 5
89.139. 149. 186 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 89.139. 149. 186 B ock 3
213.57.164. 188 |israel 147.237.72. 166 |aka. i df . i | \i;\:;i(;ljit;d. Iw?:; wggﬁgr;“?‘ef :jiisspon B ock 3
46. 19. 85. 206 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.139. 149. 186 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal HITP \ersion B ock 3
82.166. 164. 112 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 82.166. 164. 112 B ock 3
46.19. 86. 115 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.139. 149. 186 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Method from89. 139. 149. 186 |[B ock 3
212. 143. 233. 231|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files/5/ B ock 3
95. 108. 132. 172 gcsj:;:ﬂ on 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code B ock 3
89. 139. 149. 186 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 89. 139. 149. 186 B ock 3
89. 139. 149. 186 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnormal |y Long Header Line from 89. 139. 149. 186 B ock 3
109. 253. 144. 168|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 8. 232 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
82.166. 164. 112 I srael 147.237.76.86 |navy.idf.il m“;::;.iizd?iﬁi Sf‘s:f;sa;ec;“ | e/ & si 2633600 1613, | pg B ock 3
212.179. 159. 253l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 212. 179. 159. 253 B ock 3
176.13.18.160 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.139. 149. 186 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 89.139. 149. 186 B ock 3
89.139. 149. 186 |[lIsrael 147.237.72. 166 [aka. i df . i | Mil tiple Malformed HTTP Header Line from 89. 139. 149. 186 B ock 3
176.13. 2. 201 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89. 139. 149. 186 || srael 147.237.72. 166 |aka. i df . i | g_tligéiug_efgje Byte (de (haracter in Feader Nane from Bl ock 3
89. 139. 149. 186 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Mal formed URL from 89.139. 149. 186 Bl ock 3
89. 139. 149. 186 |Israel 147.237.72. 166 |aka. i df . i | E’gfiggﬂé?@% Byte Qe Character in Feader Val ue from Bl ock 3
68.180.230.57 [Lhited Sates 147.237.76.42 |refuah.idf.il D stributed Suspicious Response Qode B ock

194. 90. 225. 101 |l srael 147.237.76.42 |refuah.idf.il O stributed Suspicious Response Code B ock
5.22.131. 92 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
69.171.231.226 |[lhited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i mgkf’ﬁig ;EZ”T z?”l szioﬁt';“ess on B ock 2
89. 139. 149. 186 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LRL froma89. 139. 149. 186 B ock
87.68.71. 148 I srael 147.237.76.42 |refuah.idf.il O stributed Suspicious Response Code B ock

212. 68.132. 218 |israel 147.237.72. 166 |aka. i df . i | mu;?;riidzf?l ;J:‘aj ff;e;uss/;‘;w ey, i .1 B ock 2
109. 253. 216. 12 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185.32.179. 114 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 2
82. 80. 196. 44 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
120. 61.41.109 |india 147.237.77. 216 |dover.idf .i | Dstributed PHP At tenpt B ock 2
37.26.147.243 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.11. 148 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df .i | Dstri uted 1?;‘;};3;5_626%\/2?22;” Bl ock 2
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