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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3419
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 4
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

‘S’te ‘Signature

Gountry
119 137 104, 125|147 237 77. 243 |chi na nobileidf ] ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnections, Potential 1
Scan or Brute Force
85. 65. 130. 19 147.237.77. 216 |I srael dover.idf.il [portscan: TCP DO stributed Portscan 1
46. 19. 85. 93 147.237. 72. 166 |I srael akaidf.il [portscan: TCP Distributed Portscan 1
31.154.9. 242 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
195. 160. 240. 11 |147. 237. 77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
192.116. 231. 74 |147.237.77. 216 |Israel dover.idf.il [portscan: TCP Distributed Portscan 1
147.235.185. 74 |147.237.77. 216 |Israel dover.idf.il [portscan: TGP D stributed Portscan 1
109. 67.129.55  |147.237. 72. 166 |I srael aka.idf.il [portscan: TGP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |I srael akaidf.il [portscan: TCP Distributed Portscan 1
40.115.58. 160 |147.237.77.121|lhited Sates |e.navy.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
213.151.51. 210 |147.237.72. 166 |l srael aka.idf.il [portscan: TGP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW wth fake user agent 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i of .i I|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
193.202.91. 11 |Fance 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop 61
2.52.133. 222 | srael 147.237. 72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 53
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
2.52.133.222 |[Israel 147. 237. 72. 156 |anan.i df .i SYN Attack rej ect 30
80. 246. 130. 140 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr;n;n;t Wth different moni tor |27
46.19.86.136 |Israel 147.237.0.19 [nadimatal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 24
2.52.133.222 |[lIsrael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber aert 19
2.52.133.222 |[Israel 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |19
46. 19. 86. 160 | srael 147.237.72. 167 |i shurimaka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 19
2.52.133.222 |lsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence I'nval i d sequence nuniber noni t or 19
46. 19. 86. 47 I srael 147.237.72. 167 [i shurimaka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 19
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 15
2.52.44.22 I srael 147. 237. 72. 156 |anan.i df .i | SYN Attack rej ect 15
46.19.85.252  [lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor  [15
64. 79. 85. 205 Lhited Sates |147.237.76.42 |refuah.idf.il drop SAMrul e drop 14
46.19.85.136 |[lsrael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 13
46.19.85.138  [lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 12
46.19.85.138 |lsrael 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19.86.136 |Israel 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 12
62. 0. 101. 97 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence Inval i d ACK nunber alert 11
62.0.101. 97 I srael 147.237.77. 243 |mobile.idf .il Bad TCP sequence Invalid ACK nunber noni t or 11
2.52.44.22 I srael 147. 237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11
2.52.133.222 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
193.202.91.11 |France 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
193.202.91.11 |France 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id AGK nunber noni t or
46.19.85.71 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
193.202.91.11 |France 147.237.76.42 |refuah.idt.il dr op ;’:e’éﬁﬁcgfsegoz; SN packet - RST 14 op 8
46. 19. 86. 160 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
84.228.26.24 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
213.8.204.70 |[Israel 147. 237. 72. 166 [aka i df .i | Bad TCP sequence Inval id AGK nunber noni t or
82.102. 169. 113 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
109. 66. 202. 174 |1 srael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
147.236.31.19 |Israel 147. 237.72. 166 |aka i of .11 Streamng Engi ne: TCP Inval id |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
41.33.232.66  |Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
2.54.2.7 | srael 147.237.72. 167 |i shurimaka.i df.il Stream ng En.gl ne: TP Invalid |invalid segnent retransm ssi on. drop 6
Ret r ansni ssi on Packet dr opped.
81.218.48.37 |Israel 147. 237.77. 226 ‘_’f"l"“ha”atz' aka.1df |4 op SMrule drop 6
46.19.85.111 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 50 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or
2.54.12.88 I'srael 147. 237.72. 166 |aka i df i Streamng Engi ne: TCP Inval id imalid segrent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
80.179. 114. 27 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
213.57.137. 254 |l srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 5
82.145.221.10 |Europe 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
213. 57. 137. 254 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.168.119 |[Israel 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.85. 71 I 'srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor (4
46.19.86.244  [lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor (4
46. 19. 85. 38 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
80. 246. 136. 152 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19.85.142  [lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor (4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 83 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) B ock 467
46. 19. 86. 83 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Too Miny of the Same Response Code (403) B ock 175
46.19. 86. 83 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 162
2.54.165. 82 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 132
2.54. 165. 82 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) B ock 71
46.19. 86. 191 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 48
46. 19. 86. 136 | srael 147.237.0.19 |nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 32
46.19. 86. 151 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 26
176. 13. 8. 107 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 25
176.13.19.246 |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 24
46. 19. 85. 105 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 21
176.13. 12. 37 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 8
185.32.179.34 |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 6
2.54. 165. 82 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (403) B ock 4
87.68. 78. 144 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
46. 19. 86. 56 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
46. 19. 86. 127 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
46.19. 85. 138 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
46. 19. 85. 142 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 3

CGooki e Tanpering on cooki e . ASPNETAUTH Expect ed

nobi | e. nei tav.idf.i 01024239C93F1309D308FE42B10A0B1609D30800093200300038003

2.54.33.94 | srael 147.237.76. 39 8003600380030003900310000012F00FF, (oserved None 3

01026C547C3D1309D308FE6CCCBD081609D3080009320030003800

38003600380030003900310000012F00FF
46.19. 86. 171 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock
46. 19. 85. 107 I srael 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
46.19. 86. 188 I srael 147.237.0.19 |[nmadimatal .idf.il |DOstributed Suspicious Response Code B ock
204.13.200.200 |Uited Sates [147.237.77. 216 dover. i df .i 1111155, 25636 nel dover. s Bock |2
87.69.3.171 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 81 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
46. 19. 86. 236 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 2
46.19. 85. 77 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
2.54.37. 140 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
176.13.12.184 |Israel 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
204.13.200.200 [United Sates [147.237.77. 216|dover. i df . i | D stri utec lfsgfggzgfﬂe%ﬁf?:pﬁn Bock |2
46.19. 86. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
176.13.12.184 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
176.12.160.4  |Israel 147.237.72. 166 |aka. i df . i | i‘sgﬁﬁfﬁ;‘fﬂ“l_‘g - Protocol violation None |1
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | m“égg‘;i_ff;fjl :ﬁsips_csfisratggm | es/ &/ 4629 g Bock |1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | ﬂ?utzggr ;;.ESBG/LR}miAﬁ/cse:h;:)/ resour ces/ i nages/ pdf i con. gi f Bl ock !
195. 154. 194. 111 |France 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock
2.54.171. 80 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
109. 201. 154. 131 [Netherl ands ~ |147. 237. 7. 216 |dover . i df . i | b stri bt oc ﬁsé‘fggzgfﬁeﬁvﬁf?:p;” Bock |1
176.13.22. 169 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Atack None
81.218.241.26 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/inmages/ 1. he/ trigger. png Bl ock
79.181.233.212 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 1

Pal esti ni an
37.8.65.55 Territory, 147.237.77.216|dover. i df . il SSL Uhtraceabl e Connection - (pen Mde None 1
Qccupi ed

173.252. 120. 105|thited Sates |[147.237.72.166|aka. i df .i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.54.158.91 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
107.178.194.87 Uiited Sates [147.237.77. 216 |dover . i df .i | D stri utec lfsgfggzgfﬂe%ﬁf?:pﬁn Bock |1
46.120. 116. 143 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
193.34.56.101 [l srael 147.237.76.42 |refuah.idf.il o apted et orized ﬁaﬁc‘;‘fpi on Bock |1
176. 13. 15. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
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