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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3106
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 369
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - reset 155
79.180. 172. 105 I srael 147. 237.72. 156 anan. i df.il Block Udp Al Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1

204. 42. 253. 2 Lhited Sates 147. 237. 76. 201 eatal.idf.il ock Wip Al Nets drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il ock_Udp All _Nets drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 198 e. yohal an.i df.il Bl ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action ‘Count
82.80. 141. 187 I srael 147. 237.72. 167 ishurimaka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
91.121. 169. 194 France 147.237.77. 216 dover.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 249. 93. 32 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
176.12. 141. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
147.27.11. 143 147.237.77. 233 G eece atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 228. 33. 167 147.237.0.15 Uhi ted Ki ngdom kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
82.81.22. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37. 46. 39. 188 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 13. 20. 206 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
147.27.11. 143 147.237.77. 233 G eece atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26. 147. 175 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i SSi

46.19.86.190  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. g 87
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.146.221 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 57
Ret r ansm ssi on Packet dr opped.

2.52.45.128 I srael 147.237.77. 226 ‘“:‘"l"" chamatz. aka. Tdf N At t ack SYN -> SYN-ACK -> RST rej ect 39

41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

64. 79. 85. 205 Lhited Sates |147.237.76.42 |refuah.idf.il drop SAMrul e drop 31
Sreamng Engine: TCP Invalid i i ssi

62.219.137.44  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segent retransmssion. 27
Ret ransm ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22

reamn ine: TCP Invali i i ssi

176. 228. 140. 1441 sr ael 147.237.76.31 |nakchal .idf.il Streamng Engine: TCP Inval id |invalid segrent retransnission drop 20
Ret ransm ssi on Packet dropped.

46. 19. 86. 169 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |19

81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 18

207.241.229. 112|hited Sates [147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 16

46. 19. 85. 167 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |15
Sreaning Engine: TCP Invalid i i ssi

66.249. 64.250 |Wnited Sates |147. 237. 77. 234 |hal ag.i of . i1 9 =g Invalid segnent retransmssion. g 12
Ret ransnm ssi on Packet dropped.

62. 0. 227.57 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12

81.218.241.26 |lsrael 147.237.72. 167 |i shuri maka. i df .i | drop Frst packet isn't SYN drop 10

62.0.251.1 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop

37.26.148.232 |lsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8

37.46.39.53 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

2.52.45.128 I'srael 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Invalid sequence nunber monitor |7

46.19. 85. 73 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 186 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence Invalid ACK nunber noni t or

2.52.45.128 I'srael 147.237.77. 226 | "} chamatz.aka.1d! |paq TGP sequence Inval i d ACK number aert 7

46. 19. 85. 215 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7

2.52.45.128 I'srael 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor |7

62. 0. 227. 57 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 6

reamng BEngine: TCP Invali i i ssi

2.54.162.163  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.

46.19. 85. 215 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi

46.19.86.201  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46.19. 85. 187 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 187 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6

5.102.254. 233 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5

41.33.232. 66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
Sreamng Engine: TCP Invalid i i ssi

176.13. 14.217  |israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.

195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [monitor |4
Sreamng Engine: TCP Invalid i i ssi

84.108.172.76 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

87.69.123.126 | srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.178.199. 241 |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. o 3
Ret ransnm ssi on Packet dropped.

94.230.86.235 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

37.26.146.245 | srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.86.191  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

82.80.128.79  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segent retransmssion. | 3
Ret ransm ssi on Packet dropped.

212.150. 5. 74 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TQP Invalid i i SSi

46.19. 86. 63 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.136.196  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.

46. 19. 86. 190 I srael 147.237.76. 200 |ei tan. aka. i df . i Bad TCP sequence I'nval i d ACK nunber noni t or

37.142.220.7 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi

79.182.36.140 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

94. 230. 86. 239 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

2.52.23.161 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

46.19.85.206 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.21.215 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 295
46. 19. 85. 105 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 287
109. 253. 144. 168]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 239
2.54.18.57 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 169
46. 19. 85. 105 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 153
2.54.18.57 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 133
176.13.21.215 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 113
109. 253. 144. 168l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 107
46.19. 86. 191 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
109. 253. 144. 168|I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 87
176.13.21.215 |lIsrael 147.237.0.19 |nadimatal .idf.il[Too Many of the Sane Response Code (403) in Session from 176.13.21.215 |B ock 87
79.180. 144. 226 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 65
2.54.18.57 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 47
46.19. 86. 191 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 26
176.12.138. 161 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
79. 180. 144. 226 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 15
109. 253. 211. 132/l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
79.183.202. 169 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
176.13.17.215 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
176.13.12.37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.62.195 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.36.55 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.200. 200 [J11€ 147.237.77. 216 [dover . i df . | b stri bt ec lfsgfggggé?geﬁvﬁffspﬁn Bock |2
217.132.57.190 |[Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
87.69.151.220  Israel 147.237.77. 216 [dover . i df . i | vL\::\x?\tuit (I;i]fo.riI Izlidenl;:lq_atzcs(;zi;te?ﬂ user cont r ol s/ pronot i oncube/ Bl ock 2
176. 13. 8. 107 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
89. 139. 182. 230 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None
84.228.101.57 |[Israel 147.237.72. 167 i shuri maka. i df . i[Mil tipl e Abnormal Iy Long Request from 84.228.101. 57 B ock
199. 30. 16. 174 g];::: 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unauthori zed URL Access on wwu chi nuch. aka. i df . i |/404. htm B ock 2
2.52.170.9 I sr ael 147.237.76.42 |refuah.idf.il ~ |roreier Tybe Molat] fglgf:];ﬁ?l?;ﬁ”;;xacem' der 13t xt Last hare i n Bock |2
84.228.101.57 [Israel 147.237.72. 167 i shuri maka. i df . i|Mi tipl e Mal fornmed HTTP Header Line from 84.228. 101. 57 B ock 2
46. 19. 85. 220 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None

Illegal Byte Gode Character in Query String A2 x Aag\ AA R

[[#22]]" A€ Ra2b) xaAyx [ [#22] ] XASO) A at Cr[ [ #17] ] ] xceASaE LOTAE”
84.228.101.57 |Israel 147.237.72. 167 |i shuri maka. i df . i|x€xoC6a,-2A8AYx" ] - AYa€eAA?AYDI O»A) 3xce: a$a, Avr @X( a€?AYAYAS (Bl ock 1

TAING/2 82 [ [ #21]] xaeoAt x| A weAGE; [[#23] ] E on [[#7]] 69a-+A° Gyl Aca€

O x¢Cx® x?A] MO»+=NUAZNAE; x>xtx—[ [ #25] ] &ECC x™ [ [ #0] ] 0A?
208. 184. 112,74 [J11€C 147.237. 77. 216 |dover . i df . i | b stri bt oc 1?;;};;;5?&%\/’;??;{;” HBock |1
185.32.179.94 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.33. 231 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
92.99. 94. 168 ;:ii]::tdesﬁ’ab 147.237.77. 176 |nat pash. i df . i | Distributed Wnaut hori zed URL Access on waw cogat . i df .il/894-ar Bock |1
82. 80. 196. 44 I srael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1

NULL Character in Method L[[#25]]1AA At M-A9A DA A?A2 AnL| [ #0] | AVaAY

%A’7A:€[~[ #8] ] AEA, qA[ #12“ 5=A$AZA8AEA1AtAnA[ [ %16]~] 8A~\’h[A[ #18] ] A2 ATA?A

AGUACA; [ [ #30] ] uAAf. A¥nA€[ A, Af+~AccAcA" s A¥A”
84.228.101.57 |[Israel 147.237.72. 167 |i shuri maka. i df . i|A- A?s{ 5XAu[ [ #7] ] UA A2A€0ATA'SA.36ACAEAR g [ #23] ] cA- AR B ock 1

Q[#29] ]! [[#21] ] [[#12]] AAce[ [#12] ] GA™AR [#27]] AM[ [#12] ] - 1*! A€

PQACACH[ [ #12] ] cAl AA-QAE[ [ #30] ]

[ [ #24] ] AtAv8A»AceA!
84.228.101.57 |Israel 147.237.72.167|i shuri maka. i df . i[Mitiple Illegal Byte Gode Character in Header Nane from 84.228. 101. 57 B ock 1
46. 19. 86. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
149. 88. 41. 17 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
84.228.101.57 |[Israel 147.237.72.167|i shuri maka. i df . i|Ostributed 111egal HITP \ersion B ock 1
204.13.200. 200 ["1€ 147.237. 77. 216 |dover . i df . i | D stri buted 1T§;f:§£gi?ﬂe%v§°_f;pﬁn HBock |1
46. 19. 85. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
107.178. 194. 87 [J" 1 147.237.77. 216 [dover . i df . | D stri uted lT;;f;gzgi?ﬂe%ﬁ‘ffssp;” Bock |1
2.52.170.9 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
85. 64. 32. 163 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80.246.137.22 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.12.141. 168 |l srael 147.237.76.42 |refuah.idf.il O stributed haut hori zed LRL Access on Bock |1

147. 237. 76. 42/ 1518- he/ r ef uah. aspx
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