12-20-2015-07:04:06 to 12-20-2015-08:04:06

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

2, 000"

1, 500"

1, 000"
Nunber i

a

Actacks 2007

M dover.idf.il

M nadimatal .idf.il

M aka.idf.il

M navy.idf.il

M nobi le.idf.il

M anan.idf.il

[ atal.idf.il

M ishurimaka.idf.i
nat pash.idf.il

Miawidf.il

$ § § § > & § N
S 3 «z,\é 3 e@ 3 3 'b.‘\b & o
& L F & S SO O NN
P & < (@Q .\(Q' \Q'b'
S & &
& &
Top Tar get
[Top Attackers |
e
Nunber
a
At tacks
> Q Q 4% © o
¥ s oY e AR
Q- ™ > - ™ ©- 3%
A ™ f S X ©
N (19’\ % (19

Top Attackers

M 167. 114. 156. 16
80. 246. 137. 100
¥ 80. 246. 136. 101
2.52.0.138
M 176. 12. 144. 90
W 41.33.231.90
[ 207. 241. 229. 112
Il 88. 198. 48. 46
24. 47.146. 194
M 206. 253. 224. 14




12-20-2015-07:04:06 to 12-20-2015-08:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3350
176.12. 144. 90 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

79. 180. 172. 105 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

124. 180. 206. 40 Australia 147.237.76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

112. 2. 233. 232 Chi na 147.237. 76. 147 chinuch. aka.idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature ‘Devi ce Action |Count
62. 210. 143. 245 France 147.237.72.166 |aka.idf.il C1000106: HITP: naj estic bot B ock 1
74.84.136. 105 Lhited Sates 147.237.77.226  |wawn chanat z. aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock 1
149. 202. 48. 240 Ger many 147.237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Address Attacker Qountry Signature
209. 126. 230. 71 147. 237.72. 217 Lhited Sates eidf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
2.52.0.138 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
207.241.229. 112|Wnited Sates |147.237.72. 166 |aka.idf i drop SAMrul e drop 18
reanmn ine: TCP Invali i i ssi
80. 246. 137. 100 |Israel 147.237.0.19  |nadimatal iar.i1| > S3M NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 18
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
88.198.48.46  |Germany 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. drop 16
Ret r ansni ssi on Packet dropped.
24.47.146.194 |Wnited Sates [147.237.72.166 |akaidf. il Bad TCP sequence SNretransmt with different moni tor |15
w ndow scal e
1.129. 96. 158 Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
176.13.23.162 |l srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransnit with different monitor |9
w ndow scal e
71.11.17. 227 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 50 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i sSi
66.249.78.130 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.248  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
176.13.22.228 |israel 147.237.77. 23 |rvit e i1 | AM NG Engine: TP Invalid - invalid segnent retransmissi on. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 196 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert
84. 94. 165. 10 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 196 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
176.13.19.127 |israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 66. 110. 224 | srael 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.129. 84 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
41. 33. 232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaming Engine: TGP Invalid i i ssi
176.12. 141. 255 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmission. drop 4
Ret r ansni ssi on Packet dropped.
176.13.20.197 |israel 147.237.77. 233 atal .idf il Bad TCP sequence Invalid ACK nunber noni t or
207.241.229. 112|lhited Sates |[147.237.77.216 |dover.idf.il drop SAMrul e drop
reaming BEngi ne: TCP Invali i i ssi
109. 253. 159. 153|i srael 147.237.77. 243 |rvi i1 | €AM NG Engine: TP Invalid - invalid segnent retransissi on. drop 4
Ret r ansmi ssi on Packet dropped.
2.54.137. 63 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 166l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 4
46. 19. 85. 219 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.17.159 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber alert 4
Sreanming Engine: TCP Invalid i i sSi
37.26.149.174 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 85. 242 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
66.249.93.184 |United Sates |147.237.72. 166 |aka.idf.il drop drop
Sreamng Engine: TCP Invalid i i ssi
109. 66. 153. 13 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85, 7 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
66.249.93.180 |United Sates |147.237.72. 166 |aka.idf.il drop drop 3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.242  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
109.64.48.36  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 160. 109 |i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
} o SWNretransnmit wth different .
206.253.224. 14 |United Sates |147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i ssi
2.54.190.220  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
206.253.224. 14 [Lhited Sates |147.237.72.156 [anan.idf. il Bad TCP sequence SNretransmt with i fferent monitor |2
w ndow scal e
Vb Server Enforcenent HITP Deni
80. 246, 130. 184 I srael 147.237.0.34  |tikshwv.icf.il . Véb Servers S ow HITP Denial of - ooy 2
Mol ation Service
: . . SWNretransmit wth different .
206. 253. 224. 14 |Wited Sates |147.237.77.176 |natpash.idf.il Bad TCP sequence . noni t or 2
w ndow scal e
46. 19. 85. 205 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or
149. 88. 110. 138 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
24.47.146.194 |Uhited Sates |147.237.72.166 |aka.id. il Bad TCP sequence SNretransmt wth different al ert 2
w ndow scal e
206.253.224. 14 [United Qates [147.237.76.31 [nakchal.idf.il [Bad TCP sequence S rouranemt Wth different moni tor 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80. 246. 137. 100 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 58
80. 246. 136. 101 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 37
176.12.144.90 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 29
80. 246. 136. 101 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 29
80. 246. 137. 100 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 11
185. 120. 126. 34 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 6
46. 19. 86. 188 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 6
46.19. 85. 129 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 6
80.245.119. 25 |lkraine 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 80. 245, 119. 25 Bl ock 5
80.245.119. 25 |Wkraine 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 5
2.54. 63. 203 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 4
176.13.20. 131 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 4
46. 19. 85. 219 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
P . Unaut hori zed Method CPTI ONS for
84.94.38. 200 | srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
188. 165. 89. 85  |France 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Qode Bl ock
176.13.19. 22 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
] - . Unaut hori zed URL Access to
72.9.148.10  [United Sates [147.237.76.86 |navy.idf.il i navy. i df . i | / 994- 8613 he/ navy. aspx. aspx H ock 2
46. 19. 86. 194 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
88.198. 48. 46 Ger many 147.237.76.86 |navy.idf.il Ml tiple Unaut hori zed URL Access from 88. 198. 48. 46 Bl ock
80. 246. 136. 186 [lIsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock
68.180.228. 112 |wnited Sates [147.237.77.216 |dover.idf.i| Paranet er Type Mol ation PageNumin B ock 1
waw i df . i |/ 1414- he/ dover . aspx
] . - DO stributed Whaut horized URL Access on
107.178.194. 87 |lnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
176.13.22.228 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code Bl ock 1
157.55.39. 111 |[wnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249. 64.240 |Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
207.46.13.138 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . Unaut hori zed URL Access to
88.198.48.46  |CGer many 147.237.76.86 |[navy.idf.il v nawy. | df . i 1/ shar ed/ user cont r ol s/ header upper / Bl ock 1
24.47.146.194 |lhited Sates |147.237.72.166|aka. i df .i | Ef;'s?‘:;ec’ S Data Retrieval wth [nplicit  Qonversion None 1
80. 246. 136. 223 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
; . . Unaut hori zed URL Access to
68.180.228.175 [lLnited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9827- he/ r ef uah. aspx B ock 1
176.13.12. 184 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
46.19.86.9 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
m ny- kosher-kravi .id ' i
109. 253. 213. 109 st ael 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
f.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
84.108.123.15 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
; . . O stributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
- . Mil tiple Ful |l wdth/Hal fw dth Ui code Encodi ng on
176.13.23.162 |l srael 147.237.72.166 |aka. i df . i | URL/ Par amet er (+) from 176, 13. 23. 162 B ock 1
157.55.39.229 |Uhited Sates [147.237.72.166|aka. i df .il Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
24.47.146.194 |lnited Sates [147.237.72.166|aka.idf.il Mil tipl e signatures from 24.47.146. 194 Bl ock 1
-kosher-kravi .idf.i i
207.46.13.144 |United Sates |147.237.0.16 | Wnaut hori zed LR Access to Bl ock 1
| wan ny- kosher -kravi . i df . il /robots. txt
93.172.153. 167 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None
195. 154. 146. 225|France 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
] - . Uhknown Paranet er ct| 00$ct | 00$bt nSearch in
70.39.157.197 |UWiited Sates [147.237.72.166|aka.idf.il v aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1
m ny- kosher-kravi .id _ ,
109. 253. 213. 109|l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from 109. 253. 213. 109 None 1
85.250.188.42 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
2.54.152. 90 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df .il/894-ar Bl ock 1
206.253.224. 14 |Wnited Sates [147.237.77.216dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
176. 228. 149. 153|l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
157.55.39.230 |Wnited Sates [147.237.76. 147 [chi nuch. aka. i df . i | Distri buted haut hori zed LR. Access on Bl ock 1

waw chi nuch. aka.idf.il/404. htm
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