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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3561
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 1215
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
94.22. 47. 242 Finland 147.237.77. 216 dover.idf.il [ClL000106: HITP. najestic bot B ock 1
177. 185. 194. 45 Brazil 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
5.9.111.70 Ger many 147.237.77. 216 dover.idf.il C1000106: HTTP. naj estic bot Bl ock 1
93. 89. 16. 110 Tur key 147. 237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
177.185. 194. 45 147.237.77.74 Brazil lawidf.il SQ Injection - Select From 3
66. 249. 64. 191 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
209. 126. 230. 71 147. 237. 77. 205 Lhited Sates prisha idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 71 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
196. 12. 190. 13 147. 237.77. 227 Ruerto R co e. hamaz. i df . il ET SCAN NMAP -sS wi ndow 4096 1
193. 105. 134. 220 147.237.76. 44 Sweden e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 106. 129. 219 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
52. 6. 202. 63 147.237. 8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147. 237. 0. 200 Lhited Sates ndu. i df il ET SCAN NVAP -f -sS 1
209. 126. 230. 71 147.237.77. 243 Lhited Sates nobi | e. i df.il ET SCAN Potential SSH Scan 1
209. 126. 230. 71 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
209. 126. 230. 71 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
93. 89. 16. 110 147.237.72. 166 Tur key aka.idf.il SQ Injection - Select From 1
52. 6. 202. 63 147.237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147. 237. 0. 200 Lhited Sates rdl. i of i | ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
207.241.229.112|lnited Sates  |147.237.77.216 |dover.idf.il dr op SAMrule drop 18
177.185.192.50 |mrazil 147.237. 72. 156 |anan. i f .| Bad TCP sequence S retransmt wth different monitor  [15
w ndow scal e
2.52.17.159 I srael 147.237.72. 167 |ishurimaka.i of .i | |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.52.17.159 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 162 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
207.241.229. 112|hited Sates  [147.237. 72. 166 |aka.idf .i | drop SAMrul e drop 5
130. 15. 34. 11 Canada 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.164. 180 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf . il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
141.8.132. 112 RJSIS::t”ion 147. 237.72. 166 |aka i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
2.52.17.159 I 'srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.117.225.202 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 153 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
2.52.17. 159 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d sequence nunber moni t or 4
46.19.86.153  |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SIAK retransmt with different | oniior |3
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
66. 249. 78. 2 Lhited Sates  |147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
149.88.26.114 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 164. 129 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
68. 180. 229. 121 |Wnited Sates  |147.237.76.200 |eitan. aka. i df . il g =g Invalid segnent retransmssion. g ., 2
Ret r ansni ssi on Packet dr opped.
) R SWNretransmit wth different
177.185.192. 50 |Brazil 147.237.72. 156 |anan. i df .i | Bad TCP sequence vi ndow scal e alert 2
Sreaning Engine: TCP Invalid i i ssi
40.77.167.89  |wited Sates |147.237.72.166 |aka idf.il g =g Invalid segnent retransmssion. g ., 2
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 133 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
5. 255. 253. 157 R‘Sf:;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
46. 19. 86. 29 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Russi an s SYNHAXK retransmit with different .
5.255.253.157 [ o0 ion 147.237.77. 216 |dover. i df .i | Bad TCP sequence vi ndow scal e noni t or 1
123.126.113.80 |China 147.237.72. 166 |aka. i df i drop SAMrul e drop 1
46. 19. 86. 153 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105.139.82 |Uhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
155.94.222.12 |Wited Sates |147.237.8.24 |elifestyleidf.il|Geo-1ocation enforcenent Geo-locati on i nbound drop 1
enf or cenent
87.68. 46. 116 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
65.254.225.176 |Uhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
193. 105. 134. 220|Sweden 147.237.76. 44 |e.refuah.idf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
46. 19. 86. 29 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.24 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 153 I srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184.105.139. 95 |lhited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
155.94.222.12 |Uited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
89. 247.20.73 Ger many 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240. 236. 119 |Lhited Sates  [147.237.77. 243 |nobile.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
193. 105. 134. 220|Sweden 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
46.19. 86. 29 I srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
74.82.47.31 Wited Sates |147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
216.218.206. 72 |tited Sates |147.237.76.44 |erefuahicf.il  |Geo-1ocati on enfor cement ﬁ?o'rggi'mo” I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.13.6.123 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
80. 246. 137. 100 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
166.170.34.66 |lLnited Sates [147.237.0.19 |[nadimatal.idf.il|Dstributed Suspicious Response Code B ock
] . . D stributed Unauthori zed URL Access on
107.178.194. 83 [Wited States  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
79.179. 136. 154 |I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 76 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
157.55.39.202 |Wited Sates |[147.237.76. 147 [chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46.117.181.6 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
’ . . D stributed Unaut hori zed URL Access on
208.184.112.74 |Whited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
82.81.25.57 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
192. 116. 232. 69 [l srael 147.237.77.216|dover.idf .l Ml tipl e Unhaut horized URL Access from 192. 116. 232. 69 B ock
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 [Wited States  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
46.19. 85. 15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
208.115.113. 89 [Lhited Sates [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw idf.il/894-he B ock 1
85.136.227.77 |Spain 147.237.72. 166 [aka. i df . i | Mil tiple signatures from 85.136. 227. 77 Bl ock 1
66.249.78.20 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw i df.il/inages/ 1. hel/trigger. png Bl ock 1
’ . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Whited Sates |147.237.77.216|dover. i df .i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
177.185.192. 50 |Rrazil 147.237.72. 156 |aman. i df . i | Dstributed MSSQ Data Retrieval with Inplicit  Qnversion Erors(4) None
89.138.97. 187 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paranmeter _ in wwy aka.idf.il/nain/gi yus/ general . aspx None 1
- - Unhaut hori zed URL Access to
66.249.78.27 |Israel 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or agel fi | es/ 2/ 1682. doc B ock 1
’ . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Lhited Sates |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
177.185.192. 50 |Brazil 147.237.72. 156 |aman. i df . i | Mil tipl e signatures from177.185. 192. 50 B ock 1
98.19.222.133 |lhited Sates [147.237.72.166|aka.idf.il MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter cat.. in ww aka.idf.il/chinuch/hone/default.asp |None 1
17.142.156. 109 |Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to v i df.il/894-en/i df gdover . aspx B ock 1
’ . . Unaut hori zed URL Access to
207.46.13.131 [Wnited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1283- 16552- en/ dover . aspx-ti t| ef or B ock 1
’ . . -|D stributed Uhaut horized URL Access on
157.55.39. 230 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i wwe chi nuch. aka. i df i1/404. htm B ock 1
66.249.64. 131 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
184. 105. 139. 67 |Lhited Sates 147.237.0.19 nadi matal .idf.il|uhauthorized URL Access to 147.237.0. 19/ B ock 1
98.19.222.133 |lLhited Sates [147.237.72.166|aka.idf.il Mil tiple signatures from98.19. 222, 133 B ock 1
. - D stributed Lhaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
40.77.167.89 |Whited Sates [147.237.72.166|aka. i df .l Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
; . - Unaut hori zed URL Access to
207.46.13.138 |Lhited Sates [147.237.72.166|aka.idf.il wiw aka. i o i |/ css/ conbi nest yl eshand er . ashx B ock 1
85.136.227.77 |Spain 147.237.72. 166 |aka. i df . i | Dstributed MSSQ Data Retrieval with Inplicit  Qnversion Erors(+) None 1
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wanidf.il/error. htm B ock 1
79.178.122. 211 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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