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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DO5- Tool - Swi t chbl adG dest - reset 3246
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2

66. 249. 78. 111 | srael 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

| Attacker Country

|ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
190. 249. 184. 162 147.237. 8. 46 Qol onbi a e.chinuch.idf .il ET SCAN NVAP -sS wi ndow 3072 1
190. 249. 184. 162 147. 237. 8. 46 Col onbi a e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36

207.241.229.112|lhited Sates  [147.237.77.216 |dover.idf.il dr op SAMrul e drop 18

66.249.84.136 |lnited Sates |147.237.77.226 }”’“"‘Cha”atz'aka"df" drop First packet ismt SN drop 17

41.33.232.66 Egypt 147.237.77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor

Sreaning Engine: TQP Invalid i i sSi
185. 120. 125. 13 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Russi an D Sreamng Engine: TGP Invalid|invalid segnent retransnission.
95. 108. 158. 167 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
2.52.186. 252 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 2
Russi an s -

5. 255. 253. 157 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2

188.165.89.85 |France 147.237.77. 216 |dover.idf .| B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor

85. 159. 237. 199 |Net her| ands 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject

74.82. 47.59 Wited Sates |147.237. 76. 198 |e. yohal an.i df .1 Geo-1 ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent

61.216.2.14  |Taiven 147. 237.77. 226 :”""“Cha"atz'aka' M1 g op SAMrul e drop 1

87. 69. 49. 202 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |1

74.82.47.18 Lhited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

216.218.206.98 |lhited Sates |147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent

46. 19. 86. 55 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1

193. 105. 134. 220|Sweden 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1

173.199. 242, 248|nited Sates [147.237.72. 166 |aka.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

81.64.173.229 |France 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 1

62.210.190.10 |Fance 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1

198. 20. 69. 74 Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1

74.82. 47.32 Lhited Sates |147.237.77.61 e cogat.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent

46. 210. 166. 101 [l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

193. 105. 134. 220|Sweden 147. 237. 76. 198 |e. yohal an. i df .1 Geo-1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent

184.105. 139. 120|thited Sates [147.237.0.33  |idf.il dr op drop 1

81.64.173.229 |Fance 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1

66. 249. 66. 16 I srael 147.237.0.33 [idf.il dr op drop 1

5. 2565. 253. 157 RJSIS::t”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1

193. 105. 134. 220|Sneden 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent

104. 236. 211. 231 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1

74.82. 47. 46 Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1

61.216.2. 14 Tai wan 147.237.0.16  |ny-kosher-kravi.idf.il [drop SAMrul e drop 1

193. 105. 134. 220|Sneden 147.237.76. 201 |e. atal i df .l Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent

184.105. 139. 123|Lhited Sates [147.237.76. 148 |ggcenter. aka.idf.il drop drop

208.115.111. 68 |Lhited Sates [147.237.77.74 [lawidf.il dr op SAMrule drop

193. 105. 134. 220|Sneden 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent

123.126.113.80 |Chi na 147.237.72.166 |aka.idf .il dr op SAMrul e drop 1

74.82. 47.56 Lhited Sates |147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent

61.216.2.14 Tai wan 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1

193. 105. 134. 220|Sweden 147. 237.76. 202 |e. hal ag. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent

184. 105. 247. 204|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

87.69. 49. 202 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence I'nval i d AGK nunber alert 1

74.82.47.7 Lhited Sates |147.237.76. 200 |eitan. aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

216.218.206.98 |lhited Sates |147.237.0.17 ;nlnly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1

193. 105. 134. 220|Sweden 147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent

149.78.154.69 |Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

66.249.64.177 [Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 4

185.32.179. 152 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
: . . O stributed Whaut hori zed URL Access on

107.178.194.83 |Wnited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
! . . DO stributed WLhaut hori zed URL Access on

204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 2

188. 165.89. 85 |France 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock

2.52.61.115 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock
} . . Unhaut hori zed Met hod CPTI ONS for

173.199. 242. 248|United Sates |147.237.72.166 |aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser B ock 2

185. 3. 146. 110 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1

66.249.78.111 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LR Access to 147.237.72. 166/ robot s. t xt Bl ock 1

1.23.18.57 I ndi a 147.237.77.216|dover.idf . il Dstributed PHP At tenpt B ock 1
. . . D stributed Uhaut hori zed URL Access on

204.13.200.200 [Wited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1

66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to ww i df.il/newsitelenglish/fence- B ock 1

66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/valtam B ock 1

1.23.18.57 I ndi a 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to www idf.il/xmrpc. php Bl ock 1
} . . DO stributed WLhaut hori zed URL Access on

107.178.194.83 |Uhited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1

. . Uhaut hori zed URL Access to

66.249.64.235  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1153- 14220- he/ dover . aspx B ock 1

68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock 1

207. 46. 13. 67 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1

66. 249. 66. 27 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1

195. 154. 194. 111|France 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
. . . Unhaut hori zed URL Access to

68.180. 229. 239 |[Lhited Sates [147.237.72.166|aka.idf.il v aka. i o i 1/i turi d asp/ di spl ayal | sol i ders. asp B ock 1

64.19. 78. 243 Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
: . . O stributed WLhaut hori zed URL Access on

208.184.112. 74 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1

. . Uhaut hori zed URL Access to

178.255.215. 87 |France 147.237.77. 216 dover . i df . i1 wwn i df . i | /1133- 19509- ar / kkkkkkk=1e7c9598kkkkkkk 167c9598 B ock !

66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1

195. 154. 194. 111|France 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wa i df . i|/wp-1ogin. php Bl ock 1
! . . DO stributed WLhaut hori zed URL Access on

107.178.194.79 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
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