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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3083
169. 54. 233. 121 Net her | ands 147.237. 76. 202 e halag.idf.il B ock_Udp Al _Nets dr op 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

2.24.190. 126 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 71 147. 237. 76. 197 Lhited Sates e hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
184. 106. 185. 15 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237. 76. 42 Tur key refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.8. 24 Chi na elifestyle.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147.237.76. 42 Tur key refuah.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
218. 249. 175. 233 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 71 147. 237. 8. 46 Lhited Sates e.chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147. 237. 0. 200 Sweden . i df il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 34 Chi na yohal an. i df . i | ET SCAN Potential SSH Scan 1
184. 106. 185. 15 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237.76. 42 Tur key refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147. 237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
218.249. 175. 233 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
189. 188. 110. 96 |Mexi co 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
71.244.100.45 |wnited Sates |147.237.77.216 [dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
61.216.2.14  |Taiven 147.237.76.86 |navy.idf.il ge;rir:t n?_i i':gt]' T;f ;inent LCIPO \As;gggber?c“; ‘;facl’::tx' d’:‘;’;“pe o |drop 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |6
207.46.13.138 |Wnited Sates [147.237.72. 166 |aka.idf il Streaning Engi ne: TCP nvalid segnent retransmssion. drop 6
Inval i d Retransn ssion Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Gonpliant [Failed to handle connection data monitor |4
65.55.210. 44  |Wnited Sates |147.237.76.200 |ei tan. aka. i df.il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 4
Inval i d Retransm ssion Packet dropped.
2.52.186. 252 | sr ael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
79.183.211.79 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TP Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dr opped.
61.216.2.14  |Taivan 147.237.76.42 |refuah.idf.il geg?rir:t n?_i i':gt]' rgf oTrimant LCIPO \As;g’;ﬁg;eﬁcué ‘lfaC::tXi d’:‘;’;“pe o droe 3
46. 19. 86. 88 I srael 147.237.77. 226 ;’T’WCha”“tz' aka.idf- |gad TOP sequence Inval i d ACK nunber moni tor |3
79.179.109.66 |Israel 147.237.72. 166 |aka. i df .| Streaning Engine: TCP Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
157.55.39.202 |wited Sates |147.237.72. 166 |aka.idf.il Streamng Engi ne: TP Invalid segnent retransmssion. drop 2
Inval i d Retransnission Packet dr opped.
157.55.39. 247 |Wited Sates |147.237.72. 166 |aka i df.il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 2
Inval i d Retransnission Packet dropped.
2.52.186. 252 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
2.52.186. 252 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunier noni t or
71.244.100.45 |Uhited Sates |147.237.77. 216 |dover. i df il Bad TCP sequence mﬁﬁsggansm wthdifferent | onitor |2
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
61.216.2. 14 Tai wan 147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Response out of state monitor |1
184.105. 139. 115|thited Sates [147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 37 I sr ael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 48 Lhited Sates [147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
61.216.2.14 Tai wan 147.237.77. 205 |prisha.idf .il Bl ock HTTP Non Conpl i ant Response out of state monitor |1
61.216.2.14 Tai wan 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Response out of state monitor |1
184.105.139. 88 |[lhited Sates [147.237.76.200 |eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253, 157 :fijjﬂon 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.27 Lhited Sates [147.237.8.28 |e. nobile-ks.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop
184. 105. 247. 244|tnited Sates [147.237.0.35  |akaws.idf.il drop drop 1
46.19. 86. 88 I srael 147. 237. 77. 216 |dover i df .| Bad TCP sequence ﬁﬁ;&tf‘sm wthdifterent | onitor |1
74.82. 47.51 Wited Sates [147.237.0.17 [V kosher-kravi. Td|qyN At t ack SYN -> SYN-ACK -> RST reject |1
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
184.105. 139. 111 |lhited Sates |147.237.76.199 |e. nakchal .idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcement |dr op 1
123.126.113.80 |Chi na 147.237.72.166 |aka.idf .il dr op SAMrul e drop 1
74.82.47. 28 Whited Sates [147.237.0.19 |[nedimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61.216.2. 14 Tai wan 147.237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
184. 105. 247. 244|thited Sates [147.237.77.233[atal . idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
162. 243.137. 213|lhited Sates [147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpliant [Failed to handl e connection data monitor |1
74.82.47.51 Lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |dr op 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf .i Orectory Traversal directory traversal overflow monitor |1
61.216. 2. 14 Tai wan 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 1
184.105. 139. 111 |thited Sates [147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
155.94.222.12 |thited Sates [147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 34 Whited Sates [147.237.77.19 [lanforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61.216.2. 14 Tai wan 147.237. 76. 199 |e. nakchal .i df.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcement |dr op 1
184. 168. 46. 107 |Uhited Sates |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data monitor |1
50.28.99.117  [Wited Sates [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpliant [Failed to handle connection data  |nenitor |1
74.82.47.52 Lhited Sates [147.237.76.198|e. yohal an.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 1
198.20.70.114 |[thited Sates [147.237.77. 176 |nat pash.idf .| SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
} . . DO stributed Whaut hori zed URL Access on
208.184.112.74 |thited Sates [147.237.77.216 |dover.idf.i| v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
] . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
37.142.243.53 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
157.55.39. 214 [wnited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Distribut ed Suspicious Response Code_Qust om Tenporary B ock
. . Uhaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st or agel fi | es/ 3/ 61713.  pg Bl ock 1
61.216.2.14 Tai wan 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod B ock 1
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
} . . DO stributed Whaut hori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 20 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or age/ i | es/ 8/ 1638, pcf Bl ock 1
157.55.39.202 |Uited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
61.216.2. 14 Tai wan 147.237.76.86 |navy.idf.il Mitiple Illegal Byte Gode Character in Mthod from6l. 216. 2. 14 B ock 1
66.249. 78. 34 | srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
68.180. 229. 239 |[Lnited Sates [147.237.72.166|aka.idf.il Dstributed I11egal Byte Qde Character in LR B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 240  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 19915- he/ dover . aspx Bl ock 1
; ; ; O stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates [147.237.77.216 |dover.idf.i| v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.83 |Lnited Sates |147.237.77.216|dover. i df .| v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
46.19.86.244  |israel 147.237.72. 166 |aka. i df . i | m;’cg e Untraceabl e S Sessions from46.19.86. 244 (si gal gs IS None 1
157.55.39.247 |Uited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. . O stributed Uhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar ed/ cl i ent scri pt s/ | query/ expand. j s Bl ock 1
108.54.169.98 |lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df . il/894-en/idf gdover. aspx B ock
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on 147. 237. 72. 166/ B ock
46. 19. 86. 244 | srael 147.237.72. 166 |aka. i df . i | SS. Untraceabl e Qonnection - sigal gs DoS Attack None 1
A . . URL is Above Root Drectory
197. 231.221. 211 |Li beria 147.237.77.216|dover . i df .i | Wi o i1/ ./ shared/cl i entscri pts/j query/j query-1.4.2.nin. | s B ock 1
. . O stributed Whaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.66. 191 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ shar ed ol | ent scri pts/j query/j query-1. 4. 2. nin. | s Bl ock 1
. . O stributed Whaut hori zed URL Access on
109. 201. 154. 129|Netherlands ~ |147.237.77. 216 |dover. i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
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