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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66.249. 78.9 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 3401
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3391
223.4.174. 30 Chi na 147.237. 76. 201 e.atal.idf.il |JLM Under Attack Con Tcp drop 2
31.24.32.194 Uni ted Ki ngdom 147.237.76. 31 nakchal .idf.il|Block Np All Net drop 1
31.24.32.194 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf.il|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 136 Italy 147.237.72. 166 aka.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
187. 16. 42. 243 147.237.0.16 Brazil ny- kosher - kravi .i df i ET SCAN Potential SSH Scan 2
187. 16. 42. 243 147.237.77. 170 Brazl maar achot . i df . i ET SCAN Potential SSH Scan 2
187. 16. 42. 243 147. 237. 76. 202 Brazil e halag.idf.il ET SCAN Potential SSH Scan 2
187. 16. 42. 243 147. 237.76. 196 Brazil e.svivaidf.il ET SCAN Potential SSH Scan 2
187. 16. 42. 243 147. 237.76. 30 Brazl hi nush. i of . i | ET SCAN Potential SSH Scan 2
187. 16. 42. 243 147.237.0.34 Brazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
87.211. 43.32 147. 237.8.50 Net her | ands e.tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
187. 16. 42. 243 147.237.77.179 Brazl e mazi.idf.il ET SCAN Potential SSH Scan 1
87.211. 43. 32 147.237.0.33 Net her | ands idf.il ET SCAN Potential WNC Scan 5900- 5920 1
134.213.133. 4 147.237.76. 38 Uhi ted Ki ngdom eeneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
41. 140. 253. 9 147. 237.76. 39 Mor occo nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
98. 119. 105. 221 147. 237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NMAP -sS w ndow 4096 1
40.122. 46. 134 147.237.76. 34 Lhited Sates yohal an. i df .i | ET SCAN NMAP -sS w ndow 4096 1
187. 16. 42. 243 147. 237.76. 177 Brazl ncore.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 89 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223.4.174.30 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
187. 16. 42. 243 147.237.76. 31 Brazl nakchal . i df.il ET SCAN Potential SSH Scan 1
223.4.174.30 147.237.0.33 Chi na idf.il ET SCAN Potential WNC Scan 5900- 5920 1
87.211. 43.32 147.237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187. 16. 42. 243 147. 237. 8. 46 Brazl e. chinuch.idf.il ET SCAN Potential SSH Scan 1
217.16.2.77 147. 237. 0. 200 France . i df il ET SCAN Potential WNC Scan 5900- 5920 1
87.211. 43.32 147.237.77.61 Net her | ands e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187. 16. 42. 243 147.237.8. 24 Brazil elifestyle.idf.il ET SCAN Potential SSH Scan 1
87.211. 43. 32 147. 237.76. 196 Net her | ands e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
187. 16. 42. 243 147. 237. 0. 200 Brazil rdlu, i dff i | ET SCAN Potential SSH Scan 1
87.211. 43. 32 147. 237.72. 217 Net her | ands eidf.il ET SCAN Potential WNC Scan 5900- 5920 1
187. 16. 42. 243 147.237.77. 216 Brazil dover.idf.il ET SCAN Potential SSH Scan 1
187. 16. 42. 243 147.237.0.33 Brazil idf.il ET SCAN Potential SSH Scan 1
87.211. 43. 32 147. 237. 8. 45 Net her | ands eeitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
187. 16. 42. 243 147. 237.77. 176 Brazil nmat pash. i df . i | ET SCAN Potential SSH Scan 1
157. 55. 39. 214 147.237.77. 226 Lhited Sates wan charat z. aka. i df . i | VEB- Q3 redirect access 1
41. 140. 253. 9 147. 237.76. 39 Mor occo nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 2048 1
187. 16. 42. 243 147.237.77. 121 Brazil e navy.idf.il ET SCAN Potential SSH Scan 1
134.213.133. 4 147.237.76. 38 Uhi ted Ki ngdom eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
41. 140. 253. 9 147. 237.76. 39 Mor occo nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 147. 237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NMAP -sS w ndow 3072 1
223.4.174.30 147. 237.76. 202 Chi na e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187. 16. 42. 243 147. 237.76. 44 Brazl erefuah.idf.il ET SCAN Potential SSH Scan 1
40. 122. 46. 134 147.237.76. 34 Lhited Sates yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 113 147.237.8.24 Wkrai ne elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
223.4.174.30 147. 237.76. 30 Chi na hi nush. i of . i | ET SCAN Potential WNC Scan 5900- 5920 1
218. 249. 175. 227 147. 237.76. 147 Chi na chi nuch. aka. i df . il ET SCAN NMAP -sS w ndow 3072 1
87.211. 43.32 147. 237.77. 170 Net her | ands naar achot . i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
187. 16. 42. 243 147. 237. 8. 45 Brazl eeitanidf.il ET SCAN Potential SSH Scan 1
217.16.2.77 147.237.0.19 France madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.211. 43.32 147. 237.76. 201 Net her | ands eatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187. 16. 42. 243 147.237.8. 14 Brazl e.orchot.idf.il ET SCAN Potential SSH Scan 1
187. 16. 42. 243 147.237.77. 235 Brazil sviva. idf.il ET SCAN Potential SSH Scan 1
87.211. 43.32 147. 237.76. 30 Net her | ands hi nush. i df i | ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrule drop 36
213.57.138.76 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
213.57.138.76 |[Israel 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[alert 16
213.57.138.76 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with monitor |16
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 65. 139. 136 I srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaning Engine: TGP Invalid ' i ssi
79.183.211.79 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 60 I srael 147.237.77. 243 |nobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. ) SYNtAXK retransmit with .
213.57.143.190 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent v ndow scal e noni t or 4
189. 188. 110. 96 |Mexi co 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
46. 19. 86. 141 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |4
213.57.143.190 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
189. 188. 110. 96 |Mexi co 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid ' i ssi
66.249.78.223 |United Sates |147.237.77. 243 |nobile.idf i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
189. 188. 110. 96 |Mxi co 147.237. 72. 166 |aka i f .i Bad TCP sequence SINFACK retransmt W th monitor |2
di fferent w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
66.249.64.190 |Lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
68.180. 229. 239 |Wnited Sates |147.237.72.166 |aka i df.il g =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
208.115.113.89 |lnited Sates [147.237.72.166 [aka.idf.il dr op SAMrul e drop 2
189.188.110. 96 |Mexi co 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
200. 121. 174. 140|Peru 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
189. 188. 110. 96 |Mexi co 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 85. 60 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i SSi
207.46.13.138 |Wited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
2.52.44. 45 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94. 102. 60. 89 Net her | ands 147.237. 72. 156 |aman.i df .i | drop SAMrul e drop 1
65.55.212. 71 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.113.89 |[Whited Sates [147.237.77.216|dover.idf.il drop SMrule drop 1
5. 255. 253. 157 R‘Sf:;”ion 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
VWb Server Enf or cenent HTITP Deni
207.241.229. 112|tited Sates |147.237.72. 166 |aka.idf . il _ Veb Servers S ow Denial of o oot 1
M ol ation Servi ce
2.54.3.149 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185.118. 27. 130 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
94. 102. 60. 89 Net her | ands 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 1
65. 55. 212. 88 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
37.46.39. 16 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
123.126.113. 80 [China 147.237.72. 166 |aka. i df . i | drop SMrule drop 1
216.218.206. 104|hited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 146 I srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
208.115.111. 68 |[Lnited Sates [147.237.77.74 |lawidf.il drop SMrule drop 1
5. 29. 67. 140 I'srael 147.237.77. 226 | "} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number alert 1
94. 102. 60. 89 Net her | ands 147.237.72. 167 |i shuri maka. i df . i drop SAMrul e drop
65. 55. 212. 90 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
Russi an . C e . Geo- | ocati on i nbound
146.185.239. 102 - - 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cement enf or cenent drop 1
216.218.206. 118|hited Sates |147.237.0.33 |idf.il drop drop 1
5. 29. 67. 140 I'srael 147.237.77. 226 | "} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor |1
94.102.60.89  |Netherlands  |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
65. 55. 218. 42 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
155.94.222.12 |Uhited Sates [147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
65. 55. 212. 65 Uited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
} . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216 dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 2
] . . Dstributed Lhauthorized URL Access on
107.178.194.79 [Uited Sates [147.237.77.216|dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
176.12.138. 137 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
] . . D stributed Lhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
109. 65. 139. 136 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.78.154 |lIsrael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/tmna/default.asp |[B ock 1
40.77.167.73 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/aman B ock 1
) ww. chamat z. aka. i df ) o )
157.55.39.215 |lhited Sates |147.237.77.226 i Uhaut hori zed URL Access to ww chanatz. aka.idf.il/static/css Bl ock 1
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 65. 139. 136 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
66.249. 78.160 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
46. 19. 85. 60 I srael 147.237.77. 243 |nobi l e. i df . i | N'\’”b'dté)p' e Untraceabl e S Sessi ons from46.19.85.60 (Cpen None 1
157. 55. 39. 247 Lhited Sates 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/wantikshuv.idf.il Bl ock 1
] . . D stributed Lhauthorized URL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wanidf.il/error. htm B ock 1
. . D stributed Lhauthorized URL Access on
109. 201. 152. 232|Netherlands ~ [147.237. 77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
68.180.229.239 |lhited Sates [147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 85. 60 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
] . . Dstributed Lhauthorized URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . Uhknown Paraneter anp;list in
66. 249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ pat zar /Kl al i/ def aul t . asp None 1
157.55.39.202 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed Lhauthori zed URL Access on
81.7.15. 115 Ger many 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.19. 86. 173 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. . Uhaut hori zed URL Access to
109. 65. 139. 136 |l srael 147.237.72. 156 [anan. i df . i | - i1/t tps: /v il Bl ock 1
66.249.78.153 | srael 147.237.72. 166 |aka. i df . i | tnknowun Parareter anp; anp; catld in None 1
viwy aka. i df . i | /rights/aspl/info.asp
. . Dstributed Lhauthorized URL Access on
37.187.129.166 |France 147.237.77. 216 |dover.i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
i ww. chamat z. aka. i df ) D .
157.55.39. 214 |lhited Sates |147.237.77.226 i Uhaut hori zed URL Access to ww chanatz. aka.idf.il/static/js Bl ock 1
93.172. 43. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
- . DO stributed Unaut hori zed URL Access on
46.166.186.226 |Netherlands  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
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