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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3180
58. 46. 64. 46 Chi na 147.237.76. 198 e.yohalan.idf.il |Bock Udp All _Nets drop 1
40.77.167. 73 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
58. 46. 64. 46 Chi na 147.237.76. 196 e.svivaidf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38.241.106  [China 147.237.77.216 |dover.idf.il|CL03: HTTP. User Agent Sogou+web+spi der Bl ock 1
176. 65. 26. 124 Pal estinian Territory, QGecupied  |147.237.77.216 |dover.idf.il|13444: HTTP: WhatVeb User- Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 153 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
217.16.2.77 147.237.77.121 France e navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
217.16.2.77 147. 237.0. 35 France akaws. i df i ET SCAN Potential WNC Scan 5900- 5920 1
193. 105. 134. 220 147.237.76. 31 Sweden nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 253. 96. 122 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
58. 253. 96. 122 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NVAP -f -sS 1
5. 39. 222. 253 147.237.77. 179 Net her | ands e.nmazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
217.16.2.77 147. 237.76. 177 France ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58. 253. 96. 122 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
5. 39. 222. 253 147.237.77. 234 Net her | ands hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature
Sreanming Engine: TGP Invalid i i ssi
79. 182, 147. 168 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 732
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i Ssi
109. 67. 124. 116 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret ransnm ssi on Packet dropped.
213.57.132.46 |Israel 147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
213.57.132.46 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINHAK retransmt with different oo |7
w ndow scal e
213.57.132.46 |[Israel 147.237.72. 166 |aka.i of .i | SYN Att ack SYN - > SYN-ACK -> Ti meout alert 7
185. 3. 144. 158 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i Ssi
174.24.212. 161 |Uited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.156. 144 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval i d segnent retransnission. drop 6
Ret r ansn ssi on Packet dropped.
82.81.45.133 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
173.161. 181. 85 |Wnited Sates |147.237.76.42 |refushiidf.il  |Bad TCP sequence SN retransnit with different monitor |6
w ndow scal e
87.68.76.219 |Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
94.230. 86. 162 [l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
176.12. 148. 243 |I srael 147. 237. 72. 156 |anan. i of .i | Bad TCP sequence S retransmt with different monitor 4
w ndow scal e
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
46. 19. 86. 112 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
79.181.59.49  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.109. 19. 237 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
94. 230. 86. 233 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni t or 3
Sreaming Engine: TGP Invalid i i ssi
84.228.61.115 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansn ssi on Packet dropped.
176.12. 148. 243 |I srael 147.237.72. 166 |aka.i df i Bad TCP sequence S retransmt with different monitor |3
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
79.177.60. 118 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
31.168. 144. 98 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansnm ssi on Packet dropped.
46. 19. 86. 36 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 2
208. 115. 113. 89 |Lhited Sates [147.237.72. 166 |aka. idf.il drop SAMirul e drop 2
46.19.86.182 [israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 31 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
213.57.131. 131 |I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 214 |Wnited Sates |147.237.72. 166 |aka.idf i 9 =g Invalid segnent retransmssion. drop 2
Ret r ansn ssi on Packet dropped.
84.228.16.82 |Israel 147.237. 77. 216 |dover. i df . i Bad TCP sequence SIHAK retransmt with different oo |
w ndow scal e
. . SWNretransmt wth different .
109. 67. 115.55 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Vi ndow scal e noni t or 2
213.57.131. 131 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreanming Engine: TGP Invalid i i ssi
157.55.39. 247 |tited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansn ssi on Packet dropped.
o SYN+AXK retransmit with different .
213.57.131. 131 [I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal 6 noni t or 2
46. 19. 85. 57 | srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 2
213.8.204.81 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
155.94.222.12 |thited Sates [147.237.0.200 |mdu.idf.il Geo- 1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |[dr op 1
40.77.167.73 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
94.102.60.89 |Netherlands |147.237.8.46 |e.chinuch.idf.il [drop SAMrule drop 1
98.231.146.3 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
185.3.146.96 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
. . SYN+AXK retransmit with different .
46. 19. 86. 36 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Wi ndow scal e noni t or 1
40.77.167.73 |Wited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
208.115.113.89 |Lhited Sates |147.237.76.31 |[nakchal .idf.il dr op SAMrul e drop 1
54.186.248.49 |Lhited Sates |[147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
46. 19. 85. 40 | srael 147.237. 76. 147 |chi nuch. aka. i of . i [Bad TCP sequence Inval i d ACK nunber noni t or 1
94.102.60.89 [Netherlands |147.237.8.24 |elifestyle.idf.illGeo-1 ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
185. 120. 125. 60 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 57 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 182
132. 76. 10. 45 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Same Response Code (404) in Session from 132. 76. 10. 45 |B ock 138
46.19. 85. 57 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 110
79.182.147.168 |israel 147.237. 76. 200 |ei tan. aka. i df . i | [100 MY of the Sane Response Code (404) in Session from Bock  [107
79.182. 147. 168
132. 76. 10. 45 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46.19. 85. 57 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 45
132.76. 10. 45 I srael 147.237.0.19 |nadimatal .idf.i|Too Miny of the Same Response Code (403) in Session from 132.76.10. 45 |B ock 8
2.54.170. 243 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.121.28.109 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
213.8.204.1 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
213. 8. 204. 20 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
46.117.18.3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
68.180.228.112 |Wited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin ww i df .il/1398-en/ dover. aspx B ock 1
Illegal Byte (ode Character in Query Sring a2x2a€ [[#18]][[#15]] on t. &€
173.161.181.85 |lhited Sates [147.237.76.42 |refuah.idf.il 1aaA AgOrETnz30rgxOxf6A° A a€sx| x! OToQux£Ef A?4,¢A” eAj 4, B ock 1
S[ [#26] ] =xYx<CP [ [ #16] | xZAT[ [#25]] | AS[[#17]] A &-Avs
93.172. 153. 167 |israel 147.237.72. 166 |aka. i df i | gls;;c[))rll)e Untraceabl e SSL Sessi ons from93. 172. 153. 167 (Unknown SSL None 1
Uhknown HTTP Request Met hod A-[[#0]][[#0]]1[[#0]]BA
! . . AsA? AEbXdA™ VRA-AYNA?A?A-AL[ [ #27] ] A?{t At
173.161.181.85 |thited Sates |147.237.76.42 |refuah.idf.il NRD[ [ #5] ] A* ¢ AuAl pAs\ A A€Ace” A [ [ #14] ] A AcA{ [ #22] ] AK | A @rdr |2 O 1
A+A bEA-A.. A, A.
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
157.55.39. 247 |lnited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to v aka.idf.il/klali.aspx B ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.194.87 |Wnited Sates [147.237.77.216|dover.idf .i| v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
; . O stributed Whaut horized URL Access on
46.166. 186. 210 |Netherlands  [147.237.77.216 |dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
Illegal Byte Code Character in URL t.a€! 42 A A GrEtNz3(kgxexf6A° AcAE
173.161.181.85 |[Uhited Sates |147.237.76.42 |refuah.idf.il 8xj x! OMoCQux£f A?8,CA" eAj 4 [ #26] ] =xYx<CB [ [ #16] | xzAf[ [ #25] ]| AS B ock 1
[[#17]1]1 A &4-AVs
98. 231. 146. 3 Uhited Sates |147.237.77.216|dover.idf.il Par anet er Type M ol ation SearchText in waw i df.il/1065-he/ dover. aspx B ock 1
176. 12. 148. 243 |l srael 147.237.72. 166 [aka. i df . i | Too Many Qookies in a Request - 112 cooki es B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.idf.il D stributed Wnauthori zed LRL Access on v i df . i |/ kesher B ock 1
173.161.181.85 |lhited Sates [147.237.76.42 |refuah.idf.il Abnormal |y Long Request request version B ock 1
109. 67.115.55 |l srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
80.246. 62. 135  |Ger many 147.237.77.216|dover.idf.il Admin Bl ocki ng B ock 1
207.46.13.138 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed LR. Access to aka.idf.il/kanhar/klali/null B ock 1
; . O stributed Whaut horized URL Access on
46.166. 188. 248 |Netherlands  [147.237.77.216 |dover.idf.il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
Mal formed URL t. &€l 42 A AsQrEtnz30egxox f6A° A AES
173.161.181.85 |[Uhited Sates |147.237.76.42 |refuah.idf.il xj x! OoCux£Ef A?4,¢A" eAj 4 [ #26] ] =xYx <3 [ [ #16] | x2Af[ [ #25] ]| AS B ock 1
[[#17]1]1 A &4-AVs
149. 78. 184. 199 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
; . . O stributed Whaut horized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
Russi an . .
188.191. 228. 145 .~ 0 147.237.77. 176 |mat pash. i df .i|  [PHP Attenpt B ock 1
66.249. 64.238 |lIsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to www idf.il/atal 1/izkor/ mai n. asp Bl ock 1
46. 19. 86. 60 I srael 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Illegal Byte CGode Character in Method A{[#0]][[#0]]1[[#0]]BA
! . . AcA? AEbXdA™ MRA-AYNA?A? A-AL[ [ #27] ] A?{t At
173.161.181.85 [lhited Sates [147.237.76.42 [refuah.idf.il ~Ro[ [ #5] ] AS* B¢ AUA! pAs\ A A€Ace” A [ [ #14] 1 A AcA[ [ #22]] AR | A @RAf Bl ock 1
A+A bEA-A..A A.
80.246.62. 135  |Ger many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/adnin B ock 1
208.115.111. 73 |lnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwn i df.il/894-he Bl ock 1
NLLL Character in Method A[[#0]][[#0]][[#0]]BA
! . . AcA? AEbXdA™ MRA-AYNA?A?A-AL[ [ #27] ] A?{t At
173.161.181.85 |lhited Sates [147.237.76.42 [refuah.idf.il NEQ[ [ #5] ] AS* B AuAl phs\ A A€Ace" o [ [ #14]] A AcA [#22]] AK | A @raf B O%K 1
A+A bEA-A..A, A
54.153.32.246 |Whited Sates [147.237.77.170|maar achot . i df. il [Wauthorized URL Access to 147.237.77. 170/ Bl ock 1
157.55.39. 214 |Uited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed Uhauthorized URL Access on
37.187.129.166 [France 147.237.77. 216 [dover. i df . il v i df i |/ 1133- 22461- hel dover . aspx. Bl ock 1
] . - DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
188. 191. 228. 145 RJSIS:;ni on 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to waw cogat . idf.il/xmrpc. php B ock 1
- - Unaut hori zed URL Access to
66. 249.78. 240 | srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ mai n/ sachar / r esour ces/ i nages/ nenu- endi ng. gi f Bl ock !
Illegal Byte Qode Character in Paraneter Nane 82x2&€ [[#18]][[#15]] in
173.161.181.85 |Lhited Sates |147.237.76.42 |refuah.idf.il t.a€ a2 A Ay QrETnz30gxex fBA° A a€sxi x! OoCux£f A?4,CA eA; 4, B ock 1
[ [ #26] ] =xYx<C [ [#16] ] xZAN[ [#25] 1| AS[[#17]1 A 4-AVs
132. 76. 10. 45 | srael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
89.138.73.76 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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